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About this book
This book is one of two user guides included with Entrust/PKI 6.0. It includes 
information about setting up the PKI environment, the CA, and administrative 
users. It also includes many day-to-day operations that are performed using 
Entrust/RA 6.0. For more advanced system administration tasks, see 
Administering Entrust/PKI 6.0 on Windows. For installation instructions, read 
Installing Entrust/PKI 6.0 on Windows.

This guide does not contain information for users of Entrust-Ready applications. 
Consult the documentation that accompanies each application. 

You don’t have to read the whole guide to make the most of Entrust/PKI. You 
may want to read “About Entrust/PKI” on page 19 to familiarize yourself with 
concepts about public-key infrastructures and the Entrust cryptographic model.
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Typographic conventions
Following are typographic conventions which appear in this user guide:

• Commands and text that you must enter appear in bold Courier type and 
look like this:

user_setattribute

• Variables appear in italic Courier type and look like this:

name_of_person

• Options (which by definition are things you may or may not choose to 
specify) appear in Courier type in angle brackets. For example:

<option>
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Entrust/PKI 6.0 documentation
The Entrust/PKI 6.0 documentation suite comprises several documents. Each 
document is designed to meet the needs of administrative users of Entrust/PKI 
6.0, from administrative users who perform the daily tasks and maintain the CA, 
to Master Users and Security Officers who install and configure the system, and 
who create security policies that determine how Entrust/PKI 6.0 functions.

Table 1 lists and briefly describes the contents of each document included in the 
Entrust/PKI 6.0 documentation suite.

Table 1: The Entrust/PKI 6.0 documentation suite  

Name Description

Installing Entrust/PKI 
6.0 on Windows

Describes how to install, configure, and initialize 
Entrust/PKI 6.0. It includes everything you’ll need to 
know before you install the software, including 
system requirements and general security 
considerations. Consult this document if you’re 
upgrading from a previous version of Entrust/PKI.

Entrust/PKI and You Includes high-level information about public-key 
infrastructures and a quick overview of Entrust/PKI 
and Entrust’s products and services. This document is 
suitable for new Entrust/PKI administrative users and 
those who want to learn more about Entrust/PKI and 
its operation.

Administering 
Entrust/PKI 6.0 on 
Windows

This document includes advanced-level information 
and customization procedures that are not part of the 
ordinary day-to-day operation of Entrust/PKI 6.0. 
These procedures include customization of the 
software and many of its features, cross-certification, 
and how to use the command-line interface.
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Using Entrust/PKI 6.0 
on Windows

This document includes information about setting up 
the PKI environment, the CA, and administrative 
users. It also includes many day-to-day operations 
that are performed by Administrators using 
Entrust/RA 6.0. Topics include adding users, revoking 
keys, and managing certificates.

HTML help Entrust/PKI 6.0 includes an HTML version of both the 
Administering Entrust/PKI 6.0 on Windows guide and 
the Using Entrust/PKI 6.0 on Windows guide.

HTML help is linked to Entrust/RA through Help 
buttons located on each dialog box and property 
sheet. When you click on a Help button, you are 
brought to a context-specific location in the HTML 
help.

You can also access the HTML help through the Help 
menu of Entrust/RA.

HTML help is provided for Entrust/RA, but not for 
Entrust/Authority Master Control. Instead, users of 
Master Control can view a PDF version of the 
documentation through the Entrust/Authority Master 
Control Help menu.

Entrust/PKI 6.0 
Release Notes on 
Windows

Lists known issues at the time of the release of 
Entrust/PKI 6.0. Release notes often contain critical 
information about the software. Take the time to read 
the release notes before installing and using the 
product. The latest, most up-to-date, release notes 
are printed and included in the Entrust/PKI 6.0 
software package.

Table 1: The Entrust/PKI 6.0 documentation suite  (continued)

Name Description
ENTRUST/PKI 6.0 DOCUMENTATION



   
Chapter 1
About Entrust/PKI

Almost all of the complexity in Entrust/PKI is well hidden from users to increase 
security, reliability, and ease of use. However, understanding some of that 
complexity can help you manage Entrust/PKI better and strengthen your security 
infrastructure.

This chapter describes the following important background topics of Entrust:

• “Why use Entrust/PKI?” on page 20

• “Digital encryption” on page 21

• “Digital signature” on page 28

• “The need for two key pairs” on page 33

• “Using a single key pair” on page 35

• “Certification of Entrust users” on page 37

• “The Entrust/PKI 6.0 system” on page 41

• “Entrust/PKI 6.0 plug-ins and Entrust-Ready products” on page 46

• “Entrust/PKI user roles” on page 51

• “How Entrust manages keys and certificates” on page 54

• “About the Directory” on page 67
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Why use Entrust/PKI?
Entrust provides data security features such as

• confidentiality

• authentication

• non-repudiation

• integrity

• automatic key management

Data “confidentiality” means encrypting data so that only you and the people 
you authorize can decrypt and read it.

Data “authentication” means checking the digital signature of the person who 
signed some data to ensure that the data really came from that person. A digital 
signature is like a handwritten signature: both can be used to guarantee 
someone’s identity. 

“Non-repudiation” is an added benefit of digital signatures which guarantees 
that only the person whose digital signature appears on a piece of data could 
have signed that data. A person cannot deny involvement in a transaction that 
they have digitally signed.

Data “integrity” means ensuring that protected data is unchanged. A valid digital 
signature on a piece of data guarantees that the data has not been altered since 
it was signed.

“Automatic key management” means encrypting and signing data is easy to do 
because Entrust/PKI does all the work. Users need not worry about which Entrust 
information they must include with their protected data; the Entrust/PKI 
software automatically includes the information needed to decrypt and verify any 
encrypted and signed data. Automatic key management shields users from the 
tricky details of keys that are of utmost importance to guarantee the 
confidentiality and integrity of data.
CHAPTER 1
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Digital encryption
This section gives a brief overview of the origins of cryptography, followed by a 
discussion of symmetric cryptography, public-key cryptography, and the way 
both types of cryptography are employed in Entrust/PKI.

The origins of cryptography
Ancient civilizations long used cryptography to conceal information. An 
encryption method used by Julius Caesar provides a good example of some basic 
concepts of cryptography. Julius Caesar used a simplistic cryptographic scheme 
(similar to the one shown below) to communicate securely with his generals. 
Caesar’s scheme involved simply shifting each letter of his message by a given 
number of letters in the alphabet. For example, an “A” would be encoded as an 
“D” in the message, a “B” as an “E”, and so on.

Examining Caesar’s crude encryption method illustrates the concept of a 
“cryptographic key”. The “3-letter shift” applied to the alphabet is the key used 
by Caesar to encrypt the message, and the same key is required by Caesar’s 
general to decode the message.

Note that the above example demonstrates a symmetric cryptosystem, where the 
same key is used to encrypt and decrypt the message.

A=D N=Q

B=E O=R

C=F P=S

D=G Q=T

E=H R=U

F=I S=V

G=J T=W

H=K U=X

I=L V=Y

J=M W=Z

K=N X=A

L=O Y=B

M=P Z=C
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The basics of encryption
The concept of encryption, as illustrated below, is quite simple. An Entrust-Ready 
client application (such as Entrust/Entelligence) prompts Entrust/PKI to encrypt 
some plaintext data (that is, any data that has not been protected). The result is 
data made up of ciphertext. This ciphertext is an encrypted version of the original 
plaintext data. This data cannot be read by anyone that was not intended to read 
it. When the ciphertext data has been delivered to the intended recipient, the 
recipient decrypts the ciphertext. The decryption operation returns the ciphertext 
to its original plaintext state.

Symmetric-key cryptography
This section looks at what symmetric-key cryptography is, and examines some of 
the key-management issues that arise in a symmetric-key system.

Characteristics of symmetric-key cryptography
Caesar’s method of cryptography, discussed in the previous section, is an 
example of symmetric-key cryptography. The 3-letter shift applied to the 
alphabet is an encryption scheme. In Entrust, this encryption scheme would be 
referred to as a “symmetric key” encryption scheme. It is called a symmetric key 
because the same key is used for both encryption and decryption. This is different 
from “asymmetric-key cryptography” (also called “public-key cryptography”), 
which is discussed under “Public-key cryptography” on page 23.

The primary benefit of symmetric key encryption is speed. Because of their high 
speed, symmetric key schemes are especially suited to encrypting large amounts 
of data.

Plaintext PlaintextCiphertext

Encrypt Decrypt
CHAPTER 1
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Addressing key management with symmetric-key cryptography
Looking at the various security issues Caesar might have encountered in 
maintaining his cryptographic scheme raises two serious problems in terms of 
symmetric keys and key management.

The first relates to how Caesar transmitted the key to a general so that the 
general could decrypt Caesar’s messages. Caesar had to trust a messenger who 
would be able to securely deliver the key to the general in question. A messenger 
is no guarantee of security because the key could be stolen, lost, or copied and 
sold to others before it gets to the general. The general would then have no way 
of decrypting Caesar’s messages, and anyone else who obtained Caesar’s key 
would also be able to decrypt Caesar’s messages.

The second problem relates to how many different keys Caesar would require if 
he wished to communicate secretly with each of his generals (so that General A 
could not decrypt a message encrypted for General B, for example). In this 
scenario, Caesar would require a unique key for each general. Keeping track of 
the numerous keys and ensuring that the right messages were encrypted with the 
corresponding key would have been a big problem because Caesar’s army went 
through many changes over time.

The problem becomes worse if we imagine Caesar’s generals also wanting to 
communicate privately with each other, because each general would need to 
share a unique key with each and every other general who was to decrypt 
encrypted messages. In such a scenario, five generals would require ten keys; ten 
generals would require forty-five keys; and a group of 1000 generals would 
require nearly 500,000 keys!

Although computers today ensure information security using electronically 
generated keys that are far more complex than the simple keys employed by 
Caesar, the two central problems remain the same: how do symmetric keys get 
securely delivered to a user’s computer, and how many electronic keys are 
required for confidential communications among all parties?

Public-key cryptography
This section looks at what public-key cryptography is, and examines how two 
employees, Alice and Bob, use public-key technology to solve some of the 
key-management issues discussed above.

Characteristics of public-key cryptography
In public-key cryptography (also called “asymmetric-key cryptography”), keys 
come in pairs. One key of the pair is a public key, and may be made available to 
every user in the Entrust/PKI system. The other key of the pair is a private key, 
and remains the secret property of the user who owns the key pair. The public 
key is used for encryption; anyone who wants to encrypt a message for Alice can 
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do so using Alice’s encryption public key. The corresponding private key is for 
decryption; the only person who can decrypt a message for Alice is Alice herself, 
because she is the sole owner of her decryption private key.

Addressing key management with public-key cryptography
Using public-key technology, Entrust/PKI solves the problem of securely 
delivering keys and the problem of managing large numbers of keys, as 
encountered in Caesar’s symmetric-key cryptosystem (see “Symmetric-key 
cryptography” on page 22).

The solution lies in the fact that two keys, not one, are used in the 
encryption-decryption operation. Each user has an encryption public key and the 
corresponding decryption private key. Every user’s encryption public key is held 
in a central Directory, which acts as a repository for public keys (the same way 
that a phone book acts as a repository for phone numbers). When Bob, an 
Entrust user, needs to encrypt information for Alice, another Entrust user, Alice’s 
public key is retrieved from the Directory and used by Bob for the encryption 
operation. (Remember, an encryption public key may only be used for the 
encryption operation. Information cannot be decrypted using the encryption 
public key.)

The decryption private key, meanwhile, remains private to the end user. It is 
securely stored as part of the unique electronic identity (also called an Entrust 
profile) that each Entrust user has. Alice uses her decryption private key to 
decrypt messages that Bob encrypted using her encryption public key.

In this scenario, when Bob encrypts a message for Alice, he does not need to 
worry about delivering a decryption key to her, because she already has the 
decryption key securely stored in her Entrust profile (for information on profiles, 
see “The Certification Authority issues certificates” on page 38). Key 
management is also made simpler in a key pair system, because only one key pair 
is required per user in order for all users to privately and securely communicate 
with each and every other user. This means a group of 1000 users requires only 
1000 key pairs in a public key system, as opposed to a symmetric key system, 
where 1000 users would require nearly 500,000 keys.

Plaintext PlaintextCiphertext

Alice’s public 
key encrypts

Alice’s private 
key decrypts
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The Entrust model
Symmetric-key cryptography operations can be executed very quickly, while 
public-key cryptography allows for efficient key management, regardless of the 
number of users. Entrust/PKI uses a hybrid approach that takes advantage of the 
strengths in both cryptosystems. The speed of symmetric keys is combined with 
the key management capabilities of public key technology to provide a powerful 
and effective digital security solution.

The following example illustrates how this works.

Note: The following example assumes both Alice and Bob are dual-key-pair 
users—that is, their profiles contain two sets of keys. Single-key-pair users have 
only one pair of keys: one public key used for both encryption and verification, 
and one private key used for both decryption and signing. When the example 
refers to a public encryption key or public verification key, a single-key-pair user 
would have only a public encryption/verification key. When the example refers 
to a private decryption key or private signing key, a single-key-pair user would 
have only a private decryption/signing key.

The encryption operation
1 Alice wants to encrypt some data for Bob. Alice selects the data to be encrypted, 

then Alice’s Entrust-Ready client application (for example, Entrust/Entelligence) 
generates a one-time symmetric key at random, which is used to encrypt the 
data. The symmetric key is ideal for this part of the operation because symmetric 
keys can encrypt large amounts of data very quickly.

Alice’s data Alice’s encrypted data

One-time 
symmetric key 
encrypts data
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2 Bob’s encryption public key is now retrieved from the Directory (where all the 
public keys are stored) and is used to encrypt the one-time symmetric key that 
was used to encrypt Alice’s data. 

3 Now that the symmetric key is encrypted using the encryption public key, both 
the encrypted symmetric key and the encrypted data can be bundled together 
and delivered to Bob.

4 Now Bob has received the encrypted data from Alice. When he wants to open 
this data, Bob’s Entrust-Ready client application uses his decryption private key 
to extract the encrypted symmetric key. The symmetric key is used in turn to 

Bob’s public key 
encrypts the 
one-time 
symmetric key

Symmetric key 
used to encrypt 
Alice’s data

Encrypted symmetric key

Alice’s encrypted data and the encrypted symmetric 
key are bundled together and sent to Bob
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recover the original data sent by Alice. Bob has now safely and securely recovered 
the encrypted data sent to him by Alice.

Bob can now read the 
original data sent by Alice

Encrypted data 
sent by Alice

One-time 
symmetric key 
decrypts 
Alice’s data

Bob’s private key 
decrypts one-time 
symmetric keyEncrypted symmetric 

key

Recovered 
symmetric key
27CHAPTER 1
About Entrust/PKI



 

28

        
Digital signature
This section gives a brief overview of what a digital signature is and how it works 
in Entrust/PKI.

The basics of digital signature
When Alice is away from the office conducting business, and sends data over the 
Internet to Bob, how does Bob know for sure that it’s Alice sending him this data 
and not someone else? And how can Bob be certain that, as this data travels 
across the Internet, it is not tampered with by someone else before getting to 
him? These security issues are solved through the application of a digital 
signature.

A digital signature solves these issues by combining hash function technology 
with public-key technology.

Hash functions
When a hash function is applied to plaintext data, a calculation is made based on 
the contents of the data that results in a hash code. The hash code is a short set 
of numbers that represents the contents of the plaintext data. If the contents of 
the plaintext data change even by one bit, the hash code will be different. For 
example, a hash function applied to the words “digital signatures maintain data 
integrity” results in a hash code value of “1345136300”. When the letter “D” is 
capitalized in “Digital signatures maintain data integrity” and the hash function 
is applied again, the hash code value comes out as “1111478196”.

When Alice digitally signs some data, the hash code of the data is calculated. 
When Bob receives this data and verifies Alice’s signature, the hash code is 
calculated again. If the hash code values do not match, the verification fails and 
Bob knows he cannot trust this data. In this way, the use of hash functions guards 
Entrust users against trusting data that has been tampered with. The problem 
now is simply one of protecting the hash value against modification, and that’s 
where public-key technology comes in.

Plaintext

Hash function 
applied to 
plaintext data

Hash code
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The signing key pair
Along with an encryption key pair, Entrust users have a signing key pair, which 
consists of a signing private key and a verification public key. 

Note: This section assumes both Alice and Bob are dual-key-pair users—that is, 
their profiles contain two sets of keys. Single-key-pair users have only one pair of 
keys: one public key used for both encryption and verification, and one private 
key used for both decryption and signing.

The signing-verification operation is actually a form of encryption and 
decryption, but it works in reverse to the regular encryption operation. Bob’s 
signing private key is available only to Bob, who uses it to encrypt the hash code. 
The verification public key is available to all Entrust users, who use it to decrypt 
the hash code. In other words, only Bob can encrypt (sign) with the private key, 
while anyone can decrypt (verify the signature) with the public key.

Bob’s signing private key is securely stored as part of his unique electronic identity 
(also called an Entrust profile) on his local workstation. This key is never backed 
up and never leaves Bob’s workstation. This ensures that no one else can digitally 
sign documents masquerading as Bob, because Bob is the only person who will 
ever have access to his signing private key.

Any person who wants to verify Bob’s digital signature (in other words, 
something signed using Bob’s signing private key), must have the corresponding 
verification public key. Therefore, whenever Bob digitally signs some data, 
Entrust/PKI includes his verification public key as part of the signed data. Any 
user who wants to verify Bob’s signature can do so by retrieving Bob’s verification 
public key from the signed document.

Verifying a signature
Let’s now examine the steps that Alice’s Entrust-Ready application performs 
when applying her digital signature to some data.

Plaintext Verified dataSigned data

Private key 
signs data

Public key 
verifies data
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The verification operation
1 Alice wants to send Bob some digitally signed data. Alice selects the data to be 

signed, then Alice’s Entrust-Ready client application (for example, 
Entrust/Entelligence) determines the data’s hash code by applying a hash 
function to the data.

2 The hash code is used to ensure the integrity of Alice’s data, so it must be 
protected. Alice’s signing private key is used to encrypt the hash code.

3 Alice’s original data, the encrypted hash code, and Alice’s verification public key 
are now sent to Bob. The verification public key is included so that Bob can verify 
Alice’s signature, because Alice’s verification public key allows Bob to decrypt the 
hash code that was encrypted with Alice’s signing private key.

Alice’s signing 
private key 
encrypts the 
hash code

Alice’s 
Entrust-Ready 
application 
creates a hash 
code of her data

Alice’s data
Hash code of 
Alice’s data

Encrypted hash 
code of Alice’s data

Encrypted 
hash code of 
Alice’s data

Alice’s data Alice’s 
verification 
public key

Alice’s data with her 
digital signature
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4 Bob receives Alice’s signed data. His Entrust-Ready client application retrieves 
Alice’s verification public key and decrypts the encrypted hash code.

5 The hash code of Alice’s data is calculated again, this time by Bob’s Entrust-Ready 
client application.

6 Bob’s Entrust-Ready application compares the new hash code with the hash code 
that was decrypted in Step 4. If the values of the two hash codes match, Bob 

Decrypted hash code 
of Alice’s data

Encrypted hash 
code of Alice’s data

Alice’s verification 
public key is used by 
Bob to decrypt the 
encrypted hash 
code

Alice’s data
New hash code 
of Alice’s data

Bob’s 
Entrust-Ready 
application creates 
a new hash code 
of Alice’s data
31CHAPTER 1
About Entrust/PKI



32
knows the contents of the data have not been tampered with. Bob has now 
safely and securely verified Alice’s digital signature.

Note: A digital signature guards data against modification, but does not prevent 
unauthorized eyes from viewing the data. To protect data against unauthorized 
access, you must also encrypt the data. For maximum security, it is best to 
encrypt and digitally sign sensitive data.

Bob’s Entrust-Ready 
application compares 
the new hash code 
with the original hash 
code sent by Alice

If the values of 
the two hash 
codes match, the 
signature verifies 
successfully

Alice’s digitally 
signed data, 
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The need for two key pairs
Entrust/PKI uses a two key pair system to provide encryption and digital 
signature functionality. The encryption key pair allows users to encrypt data in 
order to keep the data private. The signing key pair allows users to digitally sign 
data, which provides authentication (guarantees who signed the data), data 
integrity (recipients of signed data are alerted if the data has been tampered 
with), and non-repudiation (a user cannot deny having signed the data).

The most effective way to provide these security features is to separate the 
encryption and digital signature functionality into two key pairs. This is because 
the encryption key pair and the signing key pair require separate considerations 
with respect to:

• creation, storage and backup requirements

• expiry and key lifetime requirements

Creation, storage, and backup 
requirements
Encryption key pairs are created by Entrust/Authority. The encryption public key 
is made publicly available within the Directory. The decryption private key is 
placed in the user’s Entrust profile. This allows anyone to encrypt data for you 
using your encryption public key stored in the Directory, whereas you are the only 
person who can decrypt that data using the decryption private key stored in your 
profile. Both of these keys need to be backed up in order to provide what’s called 
a “key history”. If the algorithm you use for encrypting is changed, and you are 
issued a new encryption key pair, it is your key history, backed up and maintained 
in the Entrust/Authority database, that allows you to still access data that was 
encrypted using one of your previous encryption key pairs.

The signing key pair, on the other hand, is created not by the CA, but by an 
Entrust-Ready application on the end user’s local workstation. Furthermore, the 
signing private key never leaves the end user’s workstation and is not backed up 
anywhere. This guarantees authentication and non-repudiation, because no one 
but the end user ever has access to the signing private key.

Expiry and lifetime requirements
Key pairs have a finite lifetime—periodically, they must be replaced with a new 
pair (a process referred to as key update). Keys are not held infinitely because of 
the risk of compromise associated with the amount of time a key is used. The 
chance of compromise increases with time; the longer the life of the keys, the 
greater the chance of compromise. This risk must be weighed against the 
function each particular key plays. By default, in Entrust/PKI both the encryption 
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public key and the verification public key have a lifetime of three years. By 
default, the other half of the verification public key, that is, the signing private 
key, has a shorter lifetime than the public keys. The signing private key requires 
a relatively short lifetime because it must remain uncompromised in order to 
prevent an attacker from tampering with data or impersonating another user. 
This is in complete contrast to the decryption private key, which never expires. It 
is true that if an attacker compromised the decryption private key, they could 
gain access to private data. However, consider the alternative: if a decryption 
private key expires, all data that has been encrypted for that decryption key 
(using the decryption key’s corresponding encryption public key) is lost forever!

Thus, the complementary but distinct functions of encryption and digital 
signature cannot be truly and effectively provided using just one key pair. True 
data privacy, authentication, data integrity, and non-repudiation rely on the use 
of a two key pair system.

For more information on key lifetimes, see “Key lifetimes” on page 56.
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Using a single key pair
Because third-party S/MIME products do not interoperate with the Entrust model 
of dual key pairs, Entrust/PKI 6.0 allows users to have only one key pair in their 
profile. This key pair consists of two dual-usage keys:

• a public key, used for both encryption and verification

• a private key, used for both decryption and signing

The single key pair and non-repudiation
While the single key pair provides increased interoperability with S/MIME 
products, it also means that one of the four data security features in the Entrust 
security model is not met, namely, non-repudiation. To ensure key recovery, both 
of the keys are backed up in the Entrust/Authority database. If the private 
decryption/signing key is not backed up and the user loses their profile, all of the 
data the user had already encrypted would be inaccessible. However, because the 
key is also used for signing, the fact that the key is backed up in the 
Entrust/Authority database means that there is more than one copy of it. 
Therefore, the requirement for non-repudiation is not met.

Entrust Technologies recommends that when non-repudiation is an essential 
feature of your security policy, you do not create single-key-pair users.

Interoperability issues for single-key-pair 
users
Because of the way Entrust-Ready applications compatible with releases prior to 
Release 6.0 search for a user’s certificate in the Directory, users of these 
applications will not be able to recognize a single-key-pair user’s certificate in the 
Directory as a valid encryption certificate. As a result, users of these applications 
will be unable to encrypt for single-key-pair users created in Entrust/PKI 6.0. If 
some of your users are these applications, and if you do not plan to upgrade them 
to Entrust-Ready applications compatible with Release 6.0, and they will need to 
encrypt for users you create in Entrust/PKI 6.0, Entrust Technologies 
recommends that you not create single-key-pair users.

Likewise, if you may need to export users to an older Entrust/PKI, Entrust 
Technologies recommends that you do not create them as single-key-pair users. 
While it is possible to import and export single-key-pair users to and from an 
older Entrust/PKI, single-key-pair users are not compatible with 
pre-6.0-compatible Entrust-Ready applications. 
35CHAPTER 1
About Entrust/PKI



36
Creation, storage, and backup 
requirements for single key pairs
A single-key-pair user’s key pair is created by an Entrust-ready application on the 
end user’s local workstation. The dual-usage public key is made publicly available 
within the Directory and is also stored in the user’s Entrust profile. The dual-usage 
private key is placed in the user’s Entrust profile. This allows anyone to encrypt 
data for you using your dual-usage public key stored in the Directory, whereas 
you are the only person who can decrypt that data using the dual-usage private 
key stored in your profile. Both of these keys need to be backed up in order to 
provide what’s called a “key history”. If the algorithm you use for encrypting is 
changed, and you are issued a new dual-usage public key, it is your key history, 
backed up and maintained in the Entrust/Authority database, that allows you to 
still access data that was encrypted using one of your previous dual-usage public 
keys.

Expiry and lifetime requirements for single 
key pairs
A single-key-pair user’s certificate expiry and lifetime are controlled by the 
verification settings for certificate lifetimes in the Entrust/RA security policy 
settings. When the dual-usage certificate approaches expiry, the user’s key pair 
will be automatically updated (if the user policy is set for automatic key update). 
The Entrust-Ready application on the end user’s workstation will generate a new 
dual-usage key and request a new certificate from Entrust/Authority. 
Entrust/Authority will generate a new dual-usage certificate and send it to the 
Entrust-Ready application. The previous dual-usage certificate will no longer be 
used for encryption. The decryption function of the previous dual-usage private 
key, however, does not expire; it can always be used to decrypt data that was 
encrypted using the previous dual-usage certificate.

For more information on key lifetimes, see “Key lifetimes” on page 56.

Note: Single-key-pair users’ certificates use the verification and common 
extensions from the Entrust/PKI certificate definition file. For more information 
on certificate extensions, see “Customizing Enterprise and Web certificates” in 
Administering Entrust/PKI 6.0 on Windows.
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Certification of Entrust users
The concepts of third-party trust and direct trust are fundamental to the 
implementation of any network security product.

Third-party trust
Third-party trust refers to a situation in which two people implicitly trust each 
other, even though they have not previously established a personal relationship. 
In this situation, two people can trust each other if they both have a relationship 
with a common third party, because the third party can vouch for the 
trustworthiness of the two people.

The need for third-party trust is fundamental to any large-scale implementation 
of a network security product. Public-key cryptography requires access to users’ 
public keys. However, in a large-scale network, it is impractical and unrealistic to 
expect each user to have previously established relationships with all other users. 
Plus, because users’ public keys must be widely available, the link between a 
public key and a person must be guaranteed by a trusted third party to prevent 
masquerading. In effect, users implicitly trust any public key certified by the third 
party because their organization owns and securely operates the third-party 
certification agent.

In Entrust, the third-party certification agent is called a “Certification Authority” 
(CA). See Figure 1.

Figure 1:  Third-party trust through a Certification Authority

Third-party trust BobAlice

TrustTrust

Certification Authority
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The Certification Authority is a trusted third 
party
A Certification Authority (CA) is a trusted entity whose central responsibility is 
certifying the identity of users. The function of a CA is like that of a federal 
government’s passport office. A passport is a citizen’s secure document that is 
issued by an appropriate authority and certifies that the citizen is who he or she 
claims to be; it is a paper identity. Any other country that trusts the authority of 
this government passport office will also trust the citizen’s passport. This is a good 
example of third-party trust.

A network user’s electronic identity certified by a CA is much like a passport in 
that it is the user’s proof of being trusted by the CA. Anyone who trusts the CA 
should, through third-party trust, also trust the user.

The passport office creates secure, authorized paper documents. The passport 
office has special equipment that securely binds together information about a 
citizen (name, picture, date of birth, and so on) in such a way that it is very hard 
to alter the resulting document without detection. Consequently, someone 
examining a passport is assured that the passport has integrity.

The CA is the electronic equivalent of a passport office. The CA is a server 
application that creates secure, authorized digital identities for users. These 
identities are issued in the form of electronic certificates. The CA certifies these 
certificates by digitally signing them using the CA’s signing private key. Users can 
check the validity of a certificate by verifying the signature on the certificate. This 
is done using the CA’s verification public key. If the verification is successful, users 
can trust the certificate. If the verification fails, users know not to trust that 
certificate. (For more detailed information on how the signing and verification 
process works, see “Digital signature” on page 28.)

Just as the passport office must guard its passport manufacturing equipment to 
prevent unauthorized use, so must the CA be maintained with strict security by 
highly trusted people in the CA domain.

A CA domain also has a counterpart in the passport analogy. The term “CA 
domain” refers to the population of users for which the CA has the authority to 
issue certificates. This is analogous to a passport office because one country does 
not have the right to issue passports for citizens of another country. The domain 
of a passport office is restricted solely to citizens of its own country.

The Certification Authority issues certificates
A user’s certificate is the electronic equivalent of a passport: both contain secure 
information that can be used to verify its owner’s identity. For instance, a 
verification certificate contains its owner’s name and the verification public key. 
Others use this verification public key to verify a digital signature that was 
produced by the named individual. Another kind of certificate, an encryption 
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certificate, contains its owner’s name and encryption public key. Others use this 
encryption public key to encrypt data for the named individual.

There are two central issues relating to trust with regard to certificates. The first 
issue relates to how the information in a certificate is secured. How can anyone 
trust that the name and public key in a certificate actually belong to the 
certificate’s owner? Without trust, public-key cryptography breaks down. Trust is 
what assures people that they are encrypting data for the right person or 
verifying that a digital signature was produced by the right person.

To establish trust in the binding between a user’s public key and other 
information (for example, a name) in a certificate, the CA digitally signs the 
certificate information using its own signing private key. The CA’s digital 
signature provides three important elements of security and trust to the 
certificate. First, by definition, a valid digital signature on a certificate is a 
guarantee of the certificate’s integrity. Second, since the CA is the only entity with 
access to its signing private key, anyone verifying the CA’s signature on the 
certificate is guaranteed that only that CA could have created the certificate. 
Third, since only the CA has access to its signing private key, the CA cannot deny 
signing the certificate (a concept often referred to as “non-repudiation”).

Given that a certificate is secured by a CA’s digital signature, the second issue 
related to trusting a certificate concerns whether or not the issuing CA is itself 
trustworthy. In the passport analogy, it would be like measuring an individual’s 
trust in the passport’s issuer. For instance, if a citizen entering country X presents 
an apparently valid passport issued by the passport office of country Y, the 
customs officer must evaluate whether or not country Y’s passport office is 
trustworthy. To make this decision, the customs officer of country X would likely 
refer to a current list of trusted countries, as determined by a higher-level policy 
group within the border control agency.

A current list of trusted countries is, in the context of public-key infrastructure, 
akin to a set of cross-certificates issued to other CA domains.

Two CAs can cross-certify with each other
Cross-certification is a process by which two CAs securely exchange keying 
information so that each can effectively certify the trustworthiness of the other’s 
keys. Cross-certification is simply an extended form of third-party trust in which 
network users in one CA domain indirectly trust users in all other CA domains 
that are cross-certified with their own CA. For a detailed explanation, see the 
“Cross-certifying with other CAs” chapter in Administering Entrust/PKI 6.0 on 
Windows.
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Is certification necessary?
Direct trust is applicable when two people have established a personal, trusting 
relationship with each other. Whereas third-party trust allows people to implicitly 
trust each other without a direct personal relationship, direct trust relies on the 
existence of a personal relationship.

In network security, direct trust is required when people from CA domains that 
are not cross-certified exchange keying information to secure their 
communications. Because the respective CAs of these users have not established 
a trust relationship through cross-certification, the users must trust each other 
personally (see Figure 2). Without this personal trust, exchanging keying 
information is worthless because the keying information itself cannot be trusted. 
When direct trust is applied to secure communications, it is solely each party’s 
responsibility to ensure they are comfortable with their level of mutual trust.

Figure 2: Direct trust between individuals

When direct trust is present, public key certificate exchanges between people 
with personal relationships provide a powerful mechanism to ensure secure 
communications. Entrust users in one CA domain can perform direct public key 
exchanges with users in other Entrust CA domains through the use of Address 
Book Services provided in Entrust/Entelligence.

Direct trust
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The Entrust/PKI 6.0 system
Entrust/PKI (Public-Key Infrastructure) Release 6.0 provides security for desktop 
applications, Internet transactions, electronic commerce, developer applications, 
access control devices, and much more. Four key components comprise 
Entrust/PKI 6.0:

• Entrust/Authority Release 6.0

• Entrust/RA Release 6.0

• the Entrust/Authority database

• a third-party LDAP-compliant Directory

Entrust/PKI Release 6.0 complementary products allow you to customize a 
secure solution to meet your business needs. They include

• Entrust/Entelligence 6.0

• Entrust/VPNConnector Release 5.0_SP1

• Entrust/WAPConnector Release 5.1

• Entrust/DeviceConnector Release 5.1

• Entrust/TruePass Release 5.1

• Entrust/AutoRA Release 5.0.x and 6.0

• Entrust/Timestamp Release 4.0

• Entrust-Ready applications, such as Entrust/Express and Entrust/ICE

All these applications can be networked together as shown in Figure 3, and are 
described in detail in the following sections.
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Figure 3: Parts of an Entrust/PKI system
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Entrust/Authority
Entrust/Authority is the Certification Authority of the Entrust/PKI system. The 
main functions of Entrust/Authority are to

• create certificates for all public keys

• create encryption key pairs for users

• manage a secure database of Entrust/PKI information that allows the 
recovery of users’ encryption key pairs (in case a user forgets their password, 
for example)

• enforce the security policies defined by your organization

Some of the main features of Entrust/Authority are

• the ability to use CA cryptographic hardware, which stores the CA’s private 
signing key on hardware to provide greater security.

• the use of flexible certificates. Certificates can be customized to include any 
extensions in the X.509v3 standard.

• the ability to change the distribution of setup information (reference 
numbers and authorization codes) to users.

• the enforcement of flexible password rules for Security Officers, 
Administrators, Directory Administrators, and users.

• the ability to perform offline cross-certification, which allows you to 
cross-certify with other CAs using PKCS #10 cross-certificate requests.

• the ability to specify RSA or Digital Signature Algorithm (DSA) as the CA 
signing algorithm.

• FIPS 140-1 compliance. The Entrust security kernel is fully compliant with 
FIPS 140-1, in terms of algorithms (DES, DSA, and SHA-1), as well as key 
management techniques and overall implementation of the cryptographic 
services.

Entrust/RA
Entrust/RA (Entrust Registration Authority) is the graphical interface to the 
Entrust system. It is used by Security Officers and Administrators. Administrators 
are more restricted than Security Officers as to what they can see and do in 
Entrust/RA. Directory Administrators may log on to Entrust/RA, but they can 
only see and use the Directory Browser tool. Entrust/RA is accessible remotely 
across the network. An unlimited number of Entrust/RA users can work 
simultaneously. (Entrust/Authority system requirements increase with an increase 
in the number of simultaneous Entrust/RA users.) You can use Entrust/RA on the 
same workstation that hosts Entrust/Authority, although it is not recommended 
for security reasons.
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Communications between Entrust/RA and Entrust/Authority are secured to 
provide confidentiality, integrity and authentication. Security Officers and 
Administrators connecting to Entrust/Authority use digital signatures (through 
EntrustSession) to authenticate themselves. Once the authentication process is 
complete, EntrustSession ensures that all messages sent between Entrust/RA and 
Entrust/Authority have confidentiality, integrity, and authenticity.

Entrust/Entelligence
Entrust/Entelligence is the only Entrust component that end users need to know 
about. Entrust/Entelligence needs an Entrust profile to function. An Entrust 
profile contains critical information about the user which is required by 
Entrust/Entelligence, such as their name and keys. This critical information is 
encrypted to ensure security.

Entelligence works with Entrust/Authority to automate key management for 
users. Entrust/Entelligence transparently

• creates signing key pairs

• updates encryption and signing key pairs regularly

• validates certificates before encrypting data for other users or when verifying 
digitally signed data

• exchanges keys with users in other Entrust CA domains that are not 
cross-certified, using direct trust (see “Certification of Entrust users” on 
page 37)

This lets users easily

• encrypt and digitally sign data

• decrypt encrypted data and verify digital signatures on signed data

• securely delete data

For more information on Entrust/Entelligence, see the Entrust/Entelligence 5.0 
User Guide.

The Entrust/Authority database
Entrust/Authority stores information about Entrust users and the infrastructure 
itself in a database. The database is usually referred to as “the Entrust/Authority 
database”. This data is encrypted and protected by keys derived from Master 
User passwords.

The database that Entrust/Authority uses and the Directory that 
Entrust/Authority uses are two different entities. The Directory used by 
Entrust/Authority is an LDAP (Lightweight Directory Access Protocol)-compliant 
Directory that contains the name of each person in the organization. Public 
certificates of each user, certificate revocation lists, and other information is 
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written from Entrust/Authority to the Directory. For more information on 
Directories, see “About the Directory” on page 67.

The Entrust/Authority database stores

• the CA signing key pair 

• user status information, including the distinguished name (DN) of each user

• the encryption key pair history for all Entrust/Entelligence users, which 
includes all decryption private keys and encryption public key certificates for 
each user

• the verification public key history for all Entrust/Entelligence users, which 
includes all verification public key certificates for each user (note that signing 
private keys are not backed up; signing private keys are created by 
Entrust/Entelligence and never leave the user’s Entrust profile)

• the validity periods for user signing key pairs, user encryption key pairs, and 
system cross-certificates

• Security Officer information

• Entrust Administrator information

The Directory
The database that Entrust/Authority uses and the Directory that 
Entrust/Authority uses are different entities. Entrust/Authority needs an LDAP 
(Lightweight Directory Access Protocol)-compliant Directory service or a 
third-party LDAP-compliant X.500 Directory. The Directory contains the name of 
each person in the CA domain. Public certificates of each user, certificate 
revocation lists (lists of certificates that have been revoked for various reasons), 
and other information is written from Entrust/Authority to the Directory.

An administrative user such as the Directory Administrator is responsible for 
adding and removing people’s names in the Directory. Entrust uses this entry to 
store the user’s encryption public key certificate. The Directory Administrator can 
also add extra information to the Directory that shows the organization's 
geographical distribution or organizational hierarchy.

For more information on the Directory, see “About the Directory” on page 67.
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Entrust/PKI 6.0 plug-ins and 
Entrust-Ready products

You can customize Entrust/PKI with a variety of applications and devices. These 
applications and devices allow you to enable a wide range of security services, 
such as electronic commerce, secure e-mail, Virtual Private Networks, Enterprise 
Resource Planning, and much more. You can operate these services within your 
organization, between your organization and other organizations, and between 
your organization and customers.

This section describes a range of Entrust/PKI plug-ins and Entrust-Ready 
products, but this list is by no means exhaustive. To find out more, visit our 
website at www.entrust.com, or contact your nearest Entrust sales 
representative.

Entrust/PKI plug-ins
Entrust/Roaming, Entrust/AutoRA, and Entrust/Timestamp increase 
Entrust/PKI’s flexibility to conduct trusted e-business transactions.

Entrust/Roaming
Entrust/Roaming permits users to log in securely from any workstation. With its 
ability to identify trusted users from any location, Entrust/Roaming ensures that 
the Entrust profile can be accessed by trusted users anywhere, anytime.

Entrust/AutoRA
Entrust/AutoRA provides a secure way to add users to Entrust/PKI without the 
involvement of an administrative user. Using a Web page tailored for your 
organization, users can enroll at any time, and from any location. Authentication 
is based on information already stored in your company databases. A simple and 
transparent check of mutually trusted information (that is, a shared secret) is all 
that is required for users to be added to Entrust/PKI.

Entrust/Timestamp
Entrust/Timestamp provides secure, trustworthy timestamping services to 
Entrust/PKI users. A trustworthy timestamp can be applied to any data in support 
of applications which require trustworthy statements of time. Timestamping also 
provides enhanced support for non-repudiation (verification of the originators of 
data files). Entrust/Timestamp supplements Entrust/PKI’s digital signature 
services.
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Hardware devices
Security hardware adds flexibility and choice to PKI system designers. If 
multi-factor authentication is required by an organization for all or some of its 
users, Entrust-Ready smart cards and biometrics offer this flexibility.

Entrust-Ready cryptographic hardware can be added to the PKI to offer 
tamper-resistant protection to Entrust keys.

Web products
Entrust provides a range of products that allow you to conduct business securely 
over the Internet.

Entrust/Direct
Designed for organizations that want to deploy e-commerce services on the 
Web, Entrust/Direct is a flexible Web security product that provides permanent 
records of user transactions. These records are useful in proving that a transaction 
has been authorized by a particular user. Entrust/Direct works with standard 
browsers and Web servers to provide strong encryption and centralized control 
over security policy.

Entrust/Unity
Entrust/Unity enhances Microsoft and Netscape browser, enabling e-mail users 
to take advantage of Entrust/PKI for secure Web browsing, e-mail, and code 
signing.

Secure Web browsing means that a Web session remains private. It also means 
that the owner of a Web server can be sure unauthorized people cannot access 
information they should not see. Secure e-mail means that users can encrypt and 
digitally sign messages, guaranteeing security and authenticity. Finally, programs 
can be distributed more safely through the use of code signing.

Entrust/Unity delivers this security in a managed way, which means users do not 
need to manually renew their certificates, as they would have to periodically with 
an unenhanced browser.

Entrust/WebConnector
Entrust/WebConnector allows you to issue Web certificates to standard, 
off-the-shelf Web browsers and Web servers, enabling secure e-business for both 
vendors and consumers. Entrust/WebConnector provides encrypted e-mail 
capabilities, allowing you to keep business communications and transactions 
confidential. Entrust/WebConnector can also identify the publisher of software 
with its code-signing capabilities.
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Entrust.net
Entrust.net delivers Trust Relationship Management e-business solutions over 
wireless networks and the Web. Entrust.net solutions include Web and wireless 
server certificates, code signing certificates and digital signature solutions to help 
organizations lower costs and manage trusted e-business transactions between 
customers, partners and employees. Leveraging the strengths of Entrust 
Technologies' world-renowned security expertise and technologies, Entrust.net is 
committed to delivering premium customer service to complement our 
innovative trust solutions that continue to lead the industry. 

For more information about Entrust.net, please visit www.entrust.net.

Entrust desktop applications
Entrust desktop applications provide strong and flexible protection of sensitive 
data stored on the desktop.

Entrust/Express
Entrust/Express is a fully featured e-mail application that provides key and 
certificate management, central trust management, and automatic certificate 
status checks. Entrust/Express enables users to encrypt and digitally sign e-mail 
using any of the following e-mail applications: Microsoft Exchange, Microsoft 
Outlook, Qualcomm Eudora Pro, and Lotus Notes.

Entrust/ICE
Entrust/ICE protects sensitive information on workstations, laptops, and network 
drives by encrypting files in folders. Users or administrative users simply specify 
which folders to protect. Entrust/ICE uses the automated key management 
capabilities of Entrust/PKI to handle the backup and maintenance of the 
encryption keys.

Entrust/TrueDelete
Entrust/TrueDelete is a standalone utility that is included as part of Entrust/ICE. 
Running transparently in the background, Entrust/TrueDelete is designed to 
securely scrub deleted files from disk according to U.S. Department of Defense 
(“Orange Book”) standards.

Unlike deletion utilities that require manual intervention from users, 
Entrust/TrueDelete automatically protects the Windows swap file, locates hidden 
temporary files, and securely deletes files from disk so that they cannot even be 
retrieved using a disk recovery utility.
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Entrust/SignOn
Entrust/SignOn allows users to log in once to the Windows operating system and 
all Entrust-Ready applications. This eliminates the need for users to enter a 
password every time they launch an Entrust-Ready application.

Entrust/Solo
Entrust/Solo provides enterprise-strength data encryption, digital signature, and 
data compression capabilities to PCs running Windows 95 or Windows NT.

VPN products
Virtual Private Network (VPN) technology provides network-level security for a 
wide range of applications.

Entrust/VPNConnector
Entrust/VPNConnector provides digital certificates to VPN devices such as 
routers, gateways, firewalls, and remote access devices. Entrust/VPNConnector 
ensures security by allowing you to control your network, permitting access only 
to authenticated devices with legitimate and current digital certificates.

ERP products
Making Enterprise Resource Planning (ERP) applications secure has become a 
pressing issue as businesses become more reliant on electronic transactions 
between linked and distributed ERP systems. For an enterprise, securing its ERP 
applications means reducing the risk of losing revenue, sensitive intelligence, and 
credibility, while increasing efficiency, decreasing costs, and expanding business 
through secured transactions.

Entrust Security for SAP R/3
Entrust Security for SAP R/3 ensures encryption of data traveling over public 
networks and provides digital signatures to authenticate data and messages 
exchanged and stored within SAP R/3.

Entrust Security for PeopleSoft
Entrust Security for PeopleSoft provides security for PeopleSoft’s Win32 and Java 
clients. Password transmission is replaced with authentication using managed 
digital certificates. This reduces both the risk of unauthorized access and the cost 
of password administration.
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Entrust/Toolkit
Entrust/Toolkit is made up of a number of toolkits that allow you to add all the 
security features of Entrust/PKI into your own applications. Toolkits provided by 
Entrust are

• EntrustFile Toolkit

• EntrustSession Toolkit

• EntrustRA Toolkit

• EntrustIPSec Negotiator Toolkit

• Entrust Toolkit Java Edition

• Entrust Toolkit VB Edition

For information on these toolkits, please visit the Entrust Web site 
(http://www.entrust.com).
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Entrust/PKI user roles
User roles in Entrust/PKI 6.0 serve two purposes:

• Administrative roles define “who does what” to install and administer 
Entrust/PKI.

• End-user roles allow end users to have different client-side settings.

The default roles in Entrust/PKI are Master User, Security Officer, Administrator, 
Directory Administrator, End User, Auditor, AutoRA Administrator.

You can create new administrative and end-user roles and specify their 
capabilities. For example, you can create a role to administer only certain groups 
of users and entities. As another example, you can create several end-user roles, 
each specifying a different company benefit plan number for groups of 
employees. For more information on creating roles, see the “Customizing 
Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on Windows.

The next sections describe each of the Entrust/PKI 6.0 roles and what they do.

Master User
This role is for three highly trusted people who, along with a Security Officer, 
install and configure Entrust/PKI 6.0 (three Master Users are required for 
installation). Master Users must physically access the Entrust/PKI server to 
administer Entrust/Authority using Entrust/Authority Master Control. Master 
Users cannot log in to Entrust/RA.

Master User tasks include

• starting and stopping Entrust services

• setting up users for key recovery (for an explanation of key recovery, see 
“Recovering a user’s keys” on page 210)

• backing up and restoring the Entrust/Authority database

Unlike the other default roles, you can’t modify the Master User role or use it as 
a basis for creating custom roles.

Security Officer
This role is for a few highly trusted people in your organization who use 
Entrust/RA to administer sensitive Entrust/PKI operations. You need at least one 
Security Officer. Security Officers mainly set the security policy for your PKI and 
administer other administrative users.

Security Officers use Entrust/RA to do tasks such as

• configuring Entrust/PKI so that its operations conform to your organization’s 
security policies
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• adding and deleting other Security Officers, Administrators, Auditors, and 
Directory Administrators

• cross-certifying with other CAs

You can modify this role by changing its name, the number of authorizations 
required for sensitive operations, and the policy certificate contents. Also, you 
can use this role as a basis for creating a custom role.

Administrator
This role is for any number of highly trusted people in your organization. For 
convenience, and depending on the size and nature of your user community, you 
may wish to have several Administrators distributed among your user 
community. 

Administrators use Entrust/RA to do mainly user-oriented tasks, such as

• activating, deactivating, reactivating, and changing DNs (distinguished 
names) of Entrust users

• revoking certificates

• recovering users (for an explanation of key recovery, see “Recovering a user’s 
keys” on page 210)

You can modify this role by changing its name, the number of authorizations 
required for sensitive operations, and the policy certificate contents. Also, you 
can use this role as a basis for creating a custom role.

Directory Administrator
This role is for any number of highly trusted people in your organization. 
Directory Administrators use the Directory Browser tool in Entrust/RA to do only 
Directory-related tasks, such as

• adding entries to and deleting them from the Directory, either in batch or one 
at a time

• adding attributes, such as e-mail attributes, to Directory entries so Entrust 
users can send and receive secure e-mail

• changing user DNs in the Directory, either in batch or one at a time

You can modify this role by changing its name, the number of authorizations 
required for sensitive operations, and the policy certificate contents. Also, you 
can use this role as a basis for creating a custom role.
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Auditor
This role is for any number of highly trusted people in your organization. Auditors 
have a view-only role in Entrust/RA: they can view but not modify audit logs, 
reports, the security policy, and user properties.

You can modify this role by changing its name, the number of authorizations 
required for sensitive operations, and the policy certificate contents. Also, you 
can use this role as a basis for creating a custom role.

AutoRA Administrator
This role is for any number of highly trusted people in your organization. The 
AutoRA Administrator role is assigned to all adminstrators of Entrust/AutoRA. 
Entrust/AutoRA requires a profile set up with this role to connect to 
Entrust/Authority and to initialize the Admin Center.

End user
This role is for all non-administrative Entrust/PKI users. End users cannot log in 
to Entrust/RA.

You can modify this role by changing its name and policy certificate contents. 
Also, you can use this role as a basis for creating a custom role.
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How Entrust manages keys and 
certificates

When Entrust/Entelligence first creates an Entrust profile, all necessary keys and 
certificates are created, stored, and backed up in the appropriate places. This is 
all done transparently. The following sections describe what happens.

Note: Entrust manages keys and certificates differently for dual-key-pair users 
and single-key-pair users. These differences are noted where applicable. For 
more details on single-key-pair users, see “Using a single key pair” on page 35 
and “Adding single-key-pair users” on page 185.

Creation and storage of encryption key pair
The encryption key pair and corresponding encryption public key certificate are 
created by Entrust/Authority, and the encryption public key certificate is put in 
the user’s Directory entry. A copy of the encryption public key certificate is stored 
in the Entrust/Authority database. Copies of the decryption private key and the 
encryption public key certificate are sent to Entrust/Entelligence securely and 
stored in the user’s Entrust profile (the decryption private key is never stored in 
the Directory). Table 2 shows what keys and certificates related to the encryption 
key pair are created when a user first creates an Entrust profile, and where those 
keys and certificates are stored and backed up.

Creation and storage of signing key pair
Entrust/Entelligence creates the signing key pair when a user first creates an 
Entrust profile. Entrust/Entelligence securely stores the signing private key in the 

Table 2: Creation and location of encryption keys

Key Created by Is put in Backup details

decryption private 
key

Entrust/Authority user’s Entrust profile backed up securely in the 
Entrust/Authority database

encryption public 
key

Entrust/Authority encryption public key 
certificate

backed up whenever 
encryption public key 
certificate is backed up, in 
the Entrust/Authority 
database

encryption public 
key certificate

Entrust/Authority Directory and the 
user’s Entrust profile

backed up in the 
Entrust/Authority database
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user’s Entrust profile and sends only the verification public key to 
Entrust/Authority in a secure manner. The signing private key is not sent to 
Entrust/Authority and, therefore, not backed up in the Entrust/Authority 
database. When Entrust/Authority receives the verification public key, 
Entrust/Authority creates a verification public key certificate for the verification 
public key. A copy of the verification public key certificate is stored in the 
Entrust/Authority database and a copy is returned to Entrust/Entelligence.

Unlike the encryption public key certificate, a copy of the verification public key 
certificate is not stored in the user’s Directory entry. When a user signs a file using 
Entrust/Entelligence, Entrust/Entelligence includes the verification public key 
certificate with the signed file. Therefore, retrieval of the verification public key 
certificate from the Directory is never required.

Table 3 shows what keys and certificates related to the signing key pair are 
created when a user first creates an Entrust profile, and where those keys and 
certificates are stored. 

Creation and storage of single key pair
For a single-key-pair user, the dual-usage key pair is created by an Entrust-Ready 
application on the end user’s local workstation and placed in the user’s Entrust 
profile. A copy of the dual-usage private key is sent to Entrust/Authority securely 
and stored in the Entrust/Authority database. The dual-usage public key 
certificate is created by Entrust/Authority and is put in the user’s Directory entry. 
A copy of the public key certificate is stored in the Entrust/Authority database. A 
copy of the dual-usage public key certificate is sent to Entrust/Entelligence 
securely and stored in the user’s Entrust profile. 

Table 3: Creation and location of signing keys

Key Created by Is put in

signing private 
key

Entrust-Ready 
application

user’s Entrust profile

verification public 
key

Entrust-Ready 
application

verification public key certificate 

verification public 
key certificate

Entrust/Authority user’s Entrust profile and 
Entrust/Authority database
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Table 4 shows what keys and certificates are created when a user first creates an 
Entrust profile, and where those keys and certificates are stored and backed up.

Key lifetimes
Key lifetime refers to how long a key is valid. All keys have a specific lifetime 
except the decryption private key, which never expires. 

Note: You set all key lifetimes in terms of months except for the signing private 
key lifetime, which you set as a percentage of the verification public key lifetime.

Default key lifetimes are defined by Security Officers as part of the organization’s 
security policy. The default key lifetimes will probably suit most users; however, 
there may be some users who require different key lifetimes. The security policy 
must also consider these special needs. There may also be users for whom it is 
not necessary to update keys because those users need keys only for a fixed 
period of time. For more details on setting default key lifetimes, see “Setting 
options for the various certificate categories” on page 129.

Security Officers can authorize Administrators to override default key lifetimes on 
a per-user basis. The decision to allow Administrators to override defaults should 
be part of your organization’s security policy. Your security policy should also be 
clear about the circumstances under which Administrators may override defaults. 

For example, your security policy may dictate that all temporary employees who 
receive certificates must not be allowed to receive automatically updated 
certificates, and that the expiry date of each encryption certificate must coincide 
with the planned employment termination date of each temporary employee. For 
more details on authorizing Administrators to override default key lifetimes, see 
“Setting the Administration policy” on page 120. 

Table 4: Creation and location of single key pair

Key Created by Is put in Backup details

dual-usage private 
key

Entrust-Ready 
application

user’s Entrust profile backed up securely in the 
Entrust/Authority database

dual-usage public 
key

Entrust-Ready 
application

dual-usage public key 
certificate

backed up whenever 
dual-usage public key 
certificate is backed up, in 
the Entrust/Authority 
database

dual-usage public 
key certificate

Entrust/Authority Directory and the 
user’s Entrust profile

backed up in the 
Entrust/Authority database
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Table 5 lists the minimum and maximum lifetimes of specific keys and where the 
expiry dates are stored when automatic key update is enabled. For more details, 
see “Updating keys” on page 58.

Note: A single-key-pair user’s certificate expiry and lifetime are controlled by the 
verification settings for certificate lifetimes in the Entrust/RA security policy 
settings. When the dual-usage certificate approaches expiry, the user’s key pair 
will be automatically updated (if the user policy is set for automatic key update). 
The previous dual-usage certificate will no longer be used for encryption. The 
decryption function of the previous dual-usage private key, however, does not 
expire; it can always be used to decrypt data that was encrypted using the 
previous dual-usage certificate.

Table 6 lists the minimum and maximum lifetimes of specific keys and where the 
expiry dates are stored when automatic key update is disabled. For more details, 
see “Updating keys” on page 58.

Table 5: Key lifetimes when using automatic key update

Key Minimum 
lifetime

Maximum 
lifetime

Where expiry date is 
stored

encryption public 
key1

1. For Web certificates, the minimum is 2 months and the maximum is 24 months.

2 months 60 months in the encryption 
public key certificate

decryption private 
key

none none no expiry date

verification public 
key2

2. For Web certificates, the minimum is 2 months and the maximum is 24 months.

2 months 60 months in the verification 
public key certificate

signing private key3

3. The signing private key lifetime is set as a percentage of the verification public key lifetime.

1% 100% in the verification 
public key certificate

Table 6: Key lifetimes when not using automatic key update 

Key Minimum 
lifetime

Maximum 
lifetime

Where expiry date is 
stored

encryption public key 3 days 60 months1 in the encryption 
public key certificate

decryption private 
key

none none no expiry date
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Updating keys
For cryptographic security and flexibility, keys should be updated periodically. 
Entrust provides an automatic and transparent mechanism to update keys, which 
can be enabled or disabled. When the encryption public key certificate 
approaches expiry, a new encryption key pair is created. Similarly, when the 
signing private key approaches expiry, a new signing key pair is created.

Note: For a single-key-pair user, when the signing function of the dual-usage 
private key approaches expiry, a new dual-usage private key is created. Since the 
signing key lifetime is usually set to be shorter than the verification public key 
certificate lifetime, it is the signing key lifetime that will generally control key 
update, rather than the public key certificate expiry.

When key pairs are updated, they are replaced with new key pairs and new 
public key certificates are created. The new key pairs have no relation to the old 
key pairs. Entrust/Entelligence transparently receives the new certificates in a 
secure fashion, and users need not understand that a key update has occurred.

There are three reasons for updating key pairs:

• The encryption public key or the signing private key lifetime approaches 
expiry. 

• The encryption key pair or the signing key pair has been or is suspected to 
have been compromised. That key pair is revoked and the serial number of 
the corresponding certificate is placed on a certificate revocation list (CRL) by 
an Administrator. See “Certificate revocation lists (CRLs)” on page 61.

• The user’s distinguished name (DN), which is the user’s complete name in the 
Directory, has been changed (because, for example, the user’s name or 
affiliation has changed); new certificates with the new DN must be issued.

verification public key 3 days 60 months in the verification 
public key certificate

signing private key 3 days2 60 
months1,2

in the verification 
public key certificate

1. When you are not using automatic key update, the encryption public key and signing private 
key for a particular user will have the same lifetime.

2. The signing private key expiry date must be less than or equal to the verification public key 
expiry date.

Table 6: Key lifetimes when not using automatic key update (continued)

Key Minimum 
lifetime

Maximum 
lifetime

Where expiry date is 
stored
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When key update occurs
There are a specific number of days during which signing and encryption key 
pairs can be updated. This time is called the “transition period”. At the beginning 
of the transition period, Entrust/Entelligence starts trying to update the 
appropriate key pair. The transition period for signing key pairs is 100 days or 
50% of the signing private key lifetime (see Figure 4), whichever is less.

Figure 4: Life cycle of signing key pair

The transition period for encryption key pairs is 100 days or 50% of the 
encryption public key lifetime (see Figure 5), whichever is less.

Figure 5: Life cycle of encryption key pair

The following example shows how an organization might choose key lifetimes 
and what happens over the life of these keys.

Suppose an organization has a policy whereby the encryption key pair must be 
updated every two years and the signing key pair must be updated every year. 
Plus, the organization wants to be able to verify digital signatures for two years 
after the signing private key expires (without users receiving warnings about the 
corresponding verification public key having expired). For this to happen, the 

Signing private 
key expires

Entrust/Entelligence 
starts trying to 
update key pair

Entrust/Entelligence 
generates signing 
key pair

Transition period 
(lesser of 100 days or 
50% of signing 
private key lifetime)

Time

Encryption public 
key expires

Transition period 
(lesser of 100 days or 
50% of encryption 
public key lifetime)

Entrust/Entelligence 
starts trying to 
update key pair

Entrust/Authority 
issues encryption 
key pair

Time
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Security Officers must set the default key lifetimes as listed in Table 7. Figure 6 
on page 60 shows a time line for these key life cycles.

Figure 6: Life cycles of the example keys in Table 7

Choosing short key lifetimes
If you choose short key lifetimes, you must consider the transition period 
carefully. When an Entrust/Entelligence user logs in during a transition period, 
Entrust/Entelligence tries to update the user’s key pair. If for some reason a key 
pair cannot be obtained (for example, if Entrust/Authority is not running), 
Entrust/Entelligence tries again each time the user logs in until it either succeeds 
or the signing private key expires. Entrust/Entelligence almost always generates 
a new key pair during the transition period. Usually it would fail to do this only if 
the user does not log in to Entrust for a very long time.

For example, suppose for a certain user you set a lifetime of four months for the 
user’s verification public key. You choose 10% of that to be the lifetime of the 
user’s signing private key. This means the signing private key will expire after 12 
days. The transition period starts at 50% of that time, or 6 days. As a result, the 
signing key pair would be updated every 6 days. If this user usually logs in only 
once every six weeks, there is a good chance that the user’s signing key pair will 
not be automatically updated and that it will expire without being replaced.

Table 7: Example defaults for key lifetimes

Key Lifetime

encryption public key 24 months (2 years)

verification public key 36 months (3 years)

signing private key 33% of verification public key 
lifetime (1 year)

Keys issued

Verification 
public key 
expires

Year: 1 2 30

Signing 
private key 
expires

Encryption 
public key 
expires

100-day transition periods
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Note: When a verification public key expires, it can still be used to verify a digital 
signature. However, users receive a warning from Entrust/Entelligence notifying 
them that the verification public key has expired.

As another example, suppose you set a lifetime of two months for the above 
user’s encryption public key (in practice, such a short lifetime is rarely used). In 
this case, the first attempt at updating the encryption key pair will occur after one 
month (50% of the encryption public key lifetime). Even if the user does not log 
in to Entrust/Entelligence before the encryption public key expires (after two 
months), the encryption key pair will be automatically updated the next time the 
user logs in.

Note: Once an encryption public key expires, it can no longer be used. Other 
people cannot encrypt files for that user until the user’s encryption key pair is 
replaced with a new one.

Certificate revocation lists (CRLs)
Certificate revocation lists (CRLs) identify certificates that should not be trusted 
as they are no longer considered valid by the CA that issued them. When an 
Entrust-Ready application encrypts information for a recipient or verifies a 
signature, it checks an appropriate CRL to confirm that the certificate in question 
has not been revoked. A Security Officer or Administrator may revoke a 
certificate for one of the following reasons:

• On hold. The user has misplaced their smartcard or token, so the certificate 
may be in danger of compromise. Specifying this reason for revocation 
suspends the certificate. If the user finds the card, you can take the certificate 
off hold. If the user doesn’t find the card, you can permanently revoke the 
certificates.

• Key Compromise. The private key corresponding to the verification or 
encryption public key certificate has been compromised or is suspected to be 
compromised. The public key certificate must be revoked to prevent its 
misuse. For example, a message that is encrypted using a certificate 
corresponding to a compromised decryption private key will expose sensitive 
information to an attacker who has the private key. When a certificate is 
revoked for this reason, Entrust allows you to specify the date you believe 
the certificate was last uncompromised. This date appears in the CRL.

• Affiliation Change. Some information regarding the subject of the key has 
changed, but there is no suspicion of compromise. For instance, depending 
on your organization’s security policy, users who change distinguished names 
(DNs) may have their existing certificates revoked, specifying Affiliation 
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Change as the reason, and replaced by new ones with the correct 
information.

• Superseded. The key pair has been replaced by a new key pair, but there is 
no suspicion of compromise. Depending on your organization’s security 
policy, the Administrator may wish to revoke non-current key pairs once a 
key update has occurred. 

• Cessation of Operation. The key pair is no longer needed for its original 
purpose, but there is no suspicion of compromise. For example, you may 
choose to revoke the public key certificates of any user who leaves your 
organization.

• Unspecified. The certificate is revoked for a reason other than the four 
reasons listed immediately above.

Note: Revoked certificates from previous releases of Entrust (2.1 and earlier) will 
have the “Unspecified” reason.

When a certificate is revoked, it must have one of the above five reasons 
associated with it. “Revoking certificates” on page 226 explains how to revoke 
certificates and associate reasons with the revocations in Entrust/RA.

CRL distribution points
To allow for system scalability and more efficient processing, Entrust/Authority 
maintains standardized, partitioned CRLs at unique “distribution points” in the 
Directory. Each certificate contains a pointer to one or more CRL distribution 
points where Entrust-Ready applications can find the CRL.

The use of partitioned CRLs at unique distribution points is an optional part of 
the standard, and is not used by all standards-compliant clients. Because Entrust 
Technologies supports open standards-compliant systems, Entrust/Authority 
supports clients that meet the minimum requirements of the standard. 
Entrust/Authority supports these clients by issuing a single CRL, referred to as a 
Combined CRL.

Entrust/Authority creates and maintains the Combined CRL in the 
Entrust/Authority database. The Combined CRL includes all certificates issued by 
the CA that have been subsequently revoked. At regular intervals, 
Entrust/Authority publishes the Combined CRL to the CA entry in the Directory, 
where it can be accessed by applications that don’t support the use of partitioned 
CRLs at unique distribution points. Entrust/Authority can also publish the 
Combined CRL to a file.

To minimize network traffic and increase performance, Entrust/Entelligence 
caches a local copy of each CRL it uses. These CRLs are stored in a single .crl file 
in the same directory (that is, the same folder) as the user’s Entrust profile. The 
maximum number of CRLs that Entrust/Entelligence may cache at one time is 
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specified in the entrust.ini file. See the “Customizing the initialization files” 
appendix in Administering Entrust/PKI 6.0 on Windows for details regarding 
changing this parameter.

Checking revocation status at login
Entrust/Entelligence automatically checks a user’s own revocation status 
whenever they log in to Entrust/Entelligence. If the user’s verification certificate 
has been revoked for any reason, the login attempt will fail and 
Entrust/Entelligence will tell the user to contact an Administrator. The 
Administrator must recover the user. However, if the user’s verification certificate 
has been revoked for the reason Affiliation Change or has not been revoked at 
all, Entrust/Entelligence continues the login process. If the Administrator has 
initiated a Change DN operation, Entrust/Entelligence will contact 
Entrust/Authority to update its keys and certificates, which completes the 
Change DN operation. 

Entrust/Entelligence’s ability to complete the Change DN operation on login, 
even though its verification public key certificate has been revoked for the reason 
Affiliation Change, greatly simplifies the Change DN operation for 
Administrators. Administrators can initiate the Change DN operation and then 
immediately revoke the user’s certificates (stating the reason Affiliation Change). 
They can also choose to immediately delete the user’s old DN from the Directory. 
In any case, when Entrust/Entelligence retrieves its new keys, it displays a 
message that the user’s keys have been updated and that the user’s DN has 
changed.

CRLs in offline mode 
A user who logs in to Entrust/Entelligence in offline mode cannot normally obtain 
a valid CRL. As a result, they risk either encrypting for someone whose encryption 
certificate has been revoked, or verifying the signature of someone whose 
verification certificate has been revoked. 

Since Entrust/Entelligence cannot access the Directory when working offline, the 
user can only encrypt using a recipient list or Personal Address Book.

Entelligence warns the user when a signature may not be trustworthy. 
Entrust/Entelligence cannot guarantee that the signature is authentic because it 
does not have a valid CRL.

Entrust profiles
In Entrust/PKI, each user creates an electronic identity that contains all of the 
user’s cryptographic information. An electronic identity is stored in an Entrust 
profile. The profile may be stored in a file on a disk, or where a higher level of 
security is required, on an Entrust-Ready PCMCIA token. Whichever the case, 
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the profile is stored in a protected format so that it cannot be compromised, nor 
can it be altered in any way without detection. The only way to access the 
contents of the user’s Entrust profile is through the password the user enters 
when logging into an Entrust-Ready application.

Once a user (for example, Alice) has created an Entrust profile, she is able to 
digitally sign data, and other users may encrypt information for her. Conversely, 
Alice is able to decrypt protected information, and verify the digital signature on 
both her own and other users’ digitally signed data.

Guarding your Entrust profile 
To gain access to Entrust/PKI and your personal protected data, an attacker 
needs two things: the password you enter when you log in to an Entrust-Ready 
application, and your Entrust profile (your .epf file). You can greatly increase the 
security of your system by guarding your Entrust profile as you would your 
password. For example, you can keep your profile on a diskette that you can 
store in a safe place when you are not using it.

Entrust password security
This section explains how to choose good passwords for Security Officers, 
Administrators, Directory Administrators, and Entrust/Entelligence users. For 
Master User and CA Directory password rules, see Step 4 in “Logging in to 
Entrust/Authority Master Control” on page 77. A good password is one that is 
extremely hard to guess or derive, but that is also easy to remember.

All computer users should be concerned with password security because 
passwords are such a critical link in the security chain.

Exhaustive password search attacks and dictionary attacks (two common 
methods for cracking passwords) are serious threats to computer security. If you 
consider that a 266 MHz Pentium PC workstation can run an exhaustive search 
of all possible combinations of six-letter (lowercase) passwords in only eight 
hours, it seems relatively easy for intruders to break into your system. 

Default password rules 
Entrust allows you to set flexible password rules for your users. See the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows. However, flexible password rules, which are distributed in a policy 
certificate, might be unavailable if Entrust/PKI is being used offline and the policy 
certificate cache file is missing, or the application is connected to an Entrust 3.0 
infrastructure. If this is the case, the default password rules apply to all users 
(except Master Users).
CHAPTER 1
About Entrust/PKI



Password processing in Entrust
Longer passwords are less susceptible to attack. For example, lengthening a 
password from six to eight letters (lowercase) raises the time to do an exhaustive 
search on passwords from seventeen hours to twenty-two months! Moreover, 
including digits in an eight-character password raises the exhaustive search time 
to almost eighteen years!

Entrust takes extra steps to protect passwords. When a user chooses a password, 
Entrust puts it into something called a hash function. A “hash” (or “one-way”) 
function has the property that it is not feasible to determine the function’s input 
if you only have the function’s output. That is, the function cannot be reversed. 
Entrust takes the output from the first application of the hash function and runs 
it through the hash function again. This process is repeated 10,000 times. The 
result is that a password searching or dictionary attack takes 1000 times longer 
because of the iterations.

Before hashing a user’s password, Entrust appends to it a unique quantity called 
a “salt”. Using a unique salt for each password further frustrates password search 
attacks, because for each password that is attacked, the attacker must do 
separate calculations. Without salts, an attacker can create a table of guessed 
passwords and their corresponding hashes, and then use the table to search for 
a match in a database of hashed user passwords. With unique salts for n users, it 
takes n times longer to create the table, and the table is n times bigger.

Entrust uses the final hash result as a key to encrypt a known value, producing a 
“password check value.” Only the salt and password check value are stored in a 
user's Entrust profile. Entrust never stores an original password, thereby making 
it impossible for someone to discover your password on your disk.

When the user enters the original password while logging in to Entrust, the 
application reapplies the calculations listed above. The resulting check value is 
compared to the stored password check value. If they match, Entrust lets the user 
log in. Otherwise, Entrust rejects the login.

The calculations needed to check an Entrust/Entelligence password act as a 
further safeguard because of their complexity. They take fifty times longer to 
calculate than those needed to check a password. So, an attacker using an 
exhaustive search strategy to find Entrust passwords would need about sixty-five 
years to search eight-letter (lowercase) passwords, compared to only sixteen 
months for equivalent passwords.

An attack slightly more sophisticated than exhaustively trying all character 
combinations is to guess dictionary words as passwords (this is known as a 
dictionary attack). While Entrust takes important steps to thwart dictionary 
attacks, users can be forced to further protect their passwords (through the use 
of flexible password rules) by

• using a mixture of letters (upper and lowercase), digits, and special 
characters (for example, @ and !)
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• creating passwords longer than eight characters

• avoiding words found in dictionaries

Password rules are determined by your organization’s security policy. For 
additional security, users can store their Entrust profiles on a token such as a smart 
card.

For more information on rules, see the “Customizing Entrust/PKI” chapter in 
Administering Entrust/PKI 6.0 on Windows.
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About the Directory
This section gives an overview of the Directory, its structure, and how to name 
Directory entries. The Directory can be any Directory service that communicates 
using the Lightweight Directory Access Protocol (LDAP). In this book, “the 
Directory” means any LDAP-compliant Directory that works with Entrust.

More technical information can also be found in our Entrust White Papers, 
located on the Entrust Web site (www.entrust.com).

What is the Directory?
The Directory contains an entry for each person in the CA domain. The Directory 
also serves as a repository for users’ encryption public key certificates. When 
Entrust/Authority creates the certificates, they are written into the Directory.

Note: A single-key-pair user’s dual-usage public key certificate is also stored in 
the Directory.

Storing encryption certificates in the Directory allows users of Entrust-Ready 
applications to obtain the trustworthy encryption public keys of other users and 
encrypt information for them.

The Directory keeps lists of revoked certificates in addition to a list of valid 
encryption public key certificates that are owned by legitimate Entrust users. 
These lists are formally known as certificate revocation lists (CRLs). Once an 
encryption public key certificate is on a CRL, no one can use the key in the 
certificate to encrypt information for the certificate’s owner. Once a verification 
public key certificate is on a CRL, a user verifying a digital signature associated 
with that certificate is notified that the certificate is revoked.

In cross-certified systems, the Directory also stores cross-certificates and 
authority revocation lists (ARLs). When a cross-certificate is revoked, it is noted 
on an ARL.

Structure of the Directory
Data in the Directory is organized hierarchically in the form of a tree called a 
Directory Information Tree (DIT), an example of which is shown in Figure 7. The 
top of the tree is called the root; it is a logical connecting point for the tree and 
is not actually represented by an entry. Typically, the entries immediately below 
the root are entries for countries. Below the countries (usually directly below) are 
entries representing organizations, organizational units, localities, and so on. The 
“leaves” of the tree typically represent users and devices. Users, devices, 
organizations, and countries each have their own entries in the DIT.
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Figure 7: An example of a simple DIT structure

An entry consists of a number of attributes that provide information about the 
object represented by the entry. For example, an entry for a printer will include 
its network address, its name, and perhaps its owner and the types of data it 
supports, while an entry for a person will include the name commonly used to 
refer to that person, and might also include the person’s home or office phone 
number, title, job description, and serial number (a unique identifier). 

The Directory Administrator is responsible for adding and removing people’s 
names in the Directory. (An Entrust Administrator can also be responsible for 
adding and removing people’s names if a Directory Administrator is not 
appointed.) This person may also choose to include additional information in the 
Directory to reflect the organization's geographical distribution or organizational 
hierarchy.

For each Entrust user, the Directory Administrator must create an entry in the 
Directory. This entry will be used by Entrust to store the user’s encryption public 
key certificate (or dual-usage public key certificate, for single-key-pair users).

One entry that Entrust creates during setup is the Certification Authority (CA); 
typically, the organization’s entry will act as CA. The CA may modify its own 
entry, and add and delete Entrust-related attributes (that is, certificate 
information) for any user entry below the organization entry.

Privileged Directory users
Two entities represented in the DIT are authorized to modify other DIT entries. 
The first entity, the Directory Administrator, is authorized to add, delete, or 
modify any entry below the organization entry. The second entity, the CA 
Directory entry, is authorized to modify its own entry and to add and delete 
Entrust-related attributes (that is, certificate information) for any user entry 
below the organization entry.

Recommended Directory structure 
When designing a DIT structure, an organization must consider issues which 
impact their particular environment. For example, if an organization uses 
organizational units based on departments to organize its employee entries, then 
every re-organization (in fact, every employee transfer from one department to 

c=US

o=Acme Incorporated

user 1 user 2 user 3 user 4 user 5 user n...

(o=organization)

(c=country)
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another) will result in DIT changes. Since users’ DNs reflect the DIT structure and 
users’ DNs are present in certificates, each DIT change requires a Change DN 
operation for the affected users.

Another problem facing some organizations is that their organizational structure 
is confidential. If organizational structure is embedded in the DIT, it is visible in 
each entry’s DN. Since each user’s DN appears in the user’s certificate, and since 
certificates can be shared with users in other organizations (either via 
cross-certification, which normally involves the sharing of Directory information, 
or via key-file export and import in Entrust/Entelligence), it may be possible for 
users in other organizations to guess at or derive an organization’s structure from 
its DIT structure. Keep in mind, however, that the DIT does not have to reflect 
the organizational structure.

Entrust can accommodate any DIT structure required by an organization. Please 
refer to the white paper entitled Directory Integration Guide (available from the 
Entrust website) if more information is required.

Distinguished names
Each entry has one or more distinguished values: these are the values of the 
attributes used to name the entry within the DIT. An attribute is information of a 
certain type relating to an entry in the Directory. For an entry representing a 
person, the most popular distinguished value is one of the values of the common 
name attribute (for example, Pierre Goulet, Pierre P. Goulet, or P.P. Goulet).

The set of attribute types and distinguished values that uniquely identifies an 
entry at its level of the DIT is known as its relative distinguished name (RDN). An 
entry’s complete name is known as its distinguished name (DN), and it is 
composed of the entry’s RDN and the RDNs of each of the entries which lie 
directly between the entry and the root of the tree.

At every level of the tree, each entry must have a distinct name.

At the tree root, the problem of naming countries uniquely has been handled 
within the X.500 Series of Recommendations, which specifies the use of 
two-letter country codes as contained in ISO 3166, the International Country 
Code Standard. Example ISO 3166 codes include the following:

• CA for Canada

• CH for Switzerland

• GB for United Kingdom

• US for United States of America

Name management elsewhere in the DIT can be harder and needs more 
imagination than the two-letter codes used to name countries. How do you 
uniquely name two individuals in your organization if they have the same name? 
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For example, suppose you have two people named “Jason Armstrong”. How do 
you tell them apart?

Fortunately, RDNs are not limited to a single attribute value. As many attributes 
as necessary may be used to distinguish the name of an entry from all other 
entries at the same level of the DIT. However, there can only be a single 
distinguished value for each attribute type used to name that entry.

The most practical solution to the problem of creating unique names is to include 
an attribute which is known to be unique to the real-world object represented by 
that entry. For people in an organization, this might be an employee number or 
service number which is unique within the organization.

Directory attributes
Wherever possible, Entrust components use only the attribute types and syntax 
defined in the X.500 Series of Recommendations and relevant Internet 
standards. The X.500 Series of Recommendations defines a set of attributes and 
associated syntax which all X.500-compliant Directories must support. For 
example, the standard attribute type “serialNumber” is used to hold the unique 
identifier associated with Entrust user entries in the Directory. Contact Entrust 
Support for a list of schema elements defined outside the X.500 Series of 
Recommendations.

Object identifiers
Object identifiers (OIDs) provide a standard mechanism for uniquely identifying 
things, or “objects”, such as certificate policies, encryption algorithms, and 
Directory attributes.

OIDs are obtained by registering the information object in an OID tree. The tree 
consists of nodes arranged hierarchically. Each node has just one superior node, 
but may have many subordinate nodes. Each connection between any two nodes 
is represented by an integer. The OID for an object is the concatenation of the 
integers along the path from the root of the tree to the node for the object of 
interest. This numbering scheme ensures that each object represented as a node 
in the OID tree has a unique and unambiguous identifier. See Figure 8 for the 
correct format of an OID. Note that the first digit must be 0, 1, or 2. If the first 
digit is 0 or 1, the second digit must be less than 39.
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Figure 8: Example OID for an organization’s encryption policy 

With respect to certificate policies, OIDs provide a mechanism for Entrust 
customers to define customized policies for their own uses in certificates. When 
customers define policies and register the associated OIDs with one of the 
international standards bodies (as shown in Figure 8), the OIDs can be entered 
into users’ certificates through Entrust/RA.

An example of a policy OID that could be included in a certificate is one that 
represents the set of checks and procedures that an organization follows to issue 
Entrust electronic identities to users. In such a case, those procedures could be 
checked either manually by the user or automatically by an Entrust-Ready 
application, whenever certificates containing the relevant OIDs are used to 
encrypt files for recipients or to verify digital signatures.

Certificate policy OIDs represent abstract numbers that must be connected to 
concrete policies within organizations. You are encouraged to contact your 
Entrust representative for more information on how to use certificate policy OIDs 
to enhance the security policies in your organization.

Adding LDAP proxies and Directories 
It may be to your advantage to install more than one LDAP proxy and Directory 
if your organization is

• geographically dispersed, with remote sites interconnected by 
low-bandwidth networks

• very large, with many potential Entrust users—especially if the user 
population is geographically dispersed 

0 (ccitt) 1 (iso) 2 (joint-ccitt-iso)

0 (standard) 2 (member-body) 3 (identified-organization)

840 (us)

678 (acme)

42 (acme-policy)

OID for Acme’s policy is 1.2.840.678.42
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If you are considering distributing your Directory system through multiple LDAP 
proxies and replicated (or shadowed) Directories, please contact your Entrust 
representative and your Directory representative for further information and 
help.
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Chapter 2
Setting up the Entrust/PKI 
environment 

As a Master User, you initialize Entrust/Authority Master Control (if this hasn’t 
been done already), set up a process for backing up the Directory, set up the First 
Officer, and start the Entrust/Authority service. 

Specifically, follow these procedures immediately after installation:

• “Initializing Entrust/PKI”. This procedure is described in the following 
installation guides: Installing Entrust/PKI 6.0 on Windows, Installing 
Entrust/PKI 6.0 on UNIX with Informix, and Entrust/PKI 6.0 on UNIX with 
Oracle.

• “Backing up the Directory” on page 74

• “Setting up the First Officer” on page 75

Once you’ve completed these tasks, the First Officer can start creating other 
administrative users as required. See “Adding an administrative user to 
Entrust/PKI” on page 94. 

This chapter also covers these common Master User tasks and topics:

• “Logging in to Entrust/Authority Master Control” on page 77

• “Enabling automatic startup” on page 78

• “The Entrust/Authority service” on page 81

• “Starting and stopping Entrust/Authority” on page 84
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Backing up the Directory
After you initialize Entrust/PKI, you must set up your Directory to perform regular 
automatic backups. Backing up your Directory information is extremely 
important.

You must back up your Directory using the backup tools provided with the 
Directory. If information in your Directory is lost or corrupt, the only way to fully 
and properly restore this information is through the backups you make using 
your Directory backup tools.

For complete information about how to back up your Directory, consult the 
Directory documentation.

Note: This section of this chapter does not describe how to back up the 
Entrust/Authority database. For more information on backing up the database, 
see the “Managing Entrust/Authority data” chapter in Administering 
Entrust/PKI 6.0 on Windows. 
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Setting up the First Officer
After you initialize Entrust/Authority Master Control and set up a process for 
backing up the Directory, the next step is to set up the First Officer. The First 
Officer is a type of Security Officer created during the initialization of 
Entrust/PKI. The purpose of the First Officer is to run Entrust/RA for the first time 
and create other Security Officers, who in turn will create other administrative 
users and end users. 

If you plan to run Entrust/RA on the Entrust/Authority server, you can ignore the 
next section, “What the First Officer needs” on page 75. The First Officer can 
start using Entrust/RA immediately by launching it on the Entrust/Authority 
server. See “Logging in to Entrust/RA for the first time” on page 90. 

However, if your organization is planning to reserve the Entrust/Authority server 
for Entrust/Authority only, you need to gather files the Security Officer will need 
to install Entrust/RA on a different computer.

Note: Once you have at least one other Security Officer set up, you can you can 
delete the profile (.epf file) of the First Officer user or change the First Officer’s 
identity (name and distinguished name). For information about changing a user’s 
information, see “Modifying a user’s distinguished name (DN)” on page 237.

What the First Officer needs
The First Officer needs the following to install and run Entrust/RA if they’re 
running Entrust/RA on a server other than the Entrust/Authority server:

• First Officer profile called “First Officer.epf“

• entrust.ini file 

• entrustra.ini file 

• Entrust/RA software

Unlike other administrative user profiles, the First Officer profile is created 
automatically during the initialization of Entrust/PKI. 

The entrust.ini and entrustra.ini files are created in the Entrust folder during the 
Entrust/PKI installation. They contain important system configuration data that 
Entrust/RA needs in order to run. You can customize these files for your 
organization before distributing them with the rest of the files they need. See the 
“Customizing the initialization files” appendix in Administering Entrust/PKI 6.0 
on Windows for details.

In the following procedure the drive “C:\” represents the drive where 
Entrust/Authority is installed. If Entrust/Authority is installed on a different drive 
in your organization, replace C:\ as appropriate.
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To gather and distribute items the First Officer needs
1 From the Entrust/Authority server, copy the entrust.ini file to a diskette. By 

default it is located in C:\Program Files\Entrust\Entrust Authority\.

2 Copy the entrustra.ini file to the diskette. By default it’s located in C:\Program 
Files\Entrust\Entrust Authority\.

3 Copy the First Officer profile called “First Officer.epf” to the diskette. By default 
it is located in C:\authdata\manager\epf\.

4 Give the Entrust/RA 6.0 CD-ROM and the diskette with the entrust.ini, 
entrustra.ini, and the First Officer.epf files to the First Officer.

The First Officer is now ready to install Entrust/RA. Ask the First Officer to follow 
the instructions in “Setting up Entrust/RA” in Installing Entrust/PKI 6.0 on 
Windows.

For information about alternate distribution methods, see “Distributing 
Entrust/RA” in Installing Entrust/PKI 6.0 on Windows.
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Logging in to Entrust/Authority Master 
Control 

Logging in authenticates you to Entrust/Authority and allows you to access 
operations including starting and stopping the Entrust/Authority service. 

Entrust/Authority Master Control automatically logs you out if there is no activity 
in Master Control for 5 minutes.

To log in to Entrust/Authority Master Control as a Master User
1 In the Windows taskbar, click Start > Entrust PKI > Entrust Master Control.

Another way to start Entrust/Authority Master Control is to double-click the 
application executable “entmaster.exe”. By default, it’s in C:\Program 
Files\Entrust\Entrust Authority\bin.

Entrust/Authority Master Control appears.

2 In Entrust/Authority Master Control, click Log in.

The Master User Login dialog box appears. 

3 In Name, enter your Master User name (Master1, Master2, or Master3). Master 
User names are case-sensitive.

4 In Password, enter your password.

5 Click OK.

Entrust/Authority Master Control reappears.

You are now logged in to Entrust/Authority Master Control as a Master User. 
Note that the title bar indicates your Master User name.
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Enabling automatic startup
You can start the Entrust/Authority service automatically without the 
involvement of a Master User. This can be useful in case of a power failure, for 
example. Enabling this feature, however, also poses an increased risk to the 
security of your infrastructure. 

Before enabling this feature, your organization should carefully consider both 
your security requirements and your requirement to keep Entrust/PKI up and 
operational. For those who require maximum security, Entrust Technologies 
recommends not using this feature.

For more information about securing the Entrust/Authority server, see “Securing 
the servers” in Installing Entrust/PKI 6.0 on Windows.

Attention: Consult with the other Master Users and others in your organization 
who make decisions about your Entrust/PKI system before enabling this feature.

Be prepared to stop Entrust/Authority and to reboot your server after completing 
the following steps. 

To enable automatic startup for services
1 Install AUTOEXNT from your Microsoft Windows Resource Kit according to the 

kit’s documentation. You may already have this kit as part of your Windows 
support plan. Note that the AUTOEXNT installation steps tell you to create an 
autoexnt.bat file. You will specify the contents of this file in Step 12 below.

2 Log in to Entrust/Authority Master Control as a Master User (for details, see 
“Logging in to Entrust/Authority Master Control” on page 77).

3 Click Configuration > Automatic Services Log In.

A dialog box appears warning you that this is a serious operation potentially 
affecting the security of your infrastructure. Read the information in the dialog 
box and consider the warning. Click OK to continue.
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The following dialog box appears.

4 Enter your Master User password and click OK.

Entrust/Authority Master Control appears.

5 In Entrust/Authority Master Control, click Stop, and then click Exit.

6 In the Windows taskbar, click Start > Settings > Control Panel.

7 Double-click the Services icon in the Control Panel window.

Note: In a Windows 2000 environment, double-click Administrative Tools 
before you double-click the Services icon.

The Service dialog box appears.

8 Click AutoExNT in the list box.

9 Click Startup.

10 Under Startup Type, click Automatic and click OK.

11 Close the Services dialog box.

12 Create a script like the following named “autoexnt.bat” in your 
\Winnt\System32 directory. This script ensures that the Directory and Informix 
are started. The sleep for 120 seconds after starting Informix is critical. It provides 
time for Informix services to initialize before the Entrust/Authority service is 
started. (Entrust services cannot run until Informix services are initialized.) Extra 
wait time may be needed for larger installations. You may also need to change 
the LOGFILE and PATH statements to suit your installation. Following is an 
example:

@echo off
;The location of the log file can be customized.
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set LOGFILE=d:\autoexnt.log
echo Starting autoexnt.bat > %LOGFILE%
;This starts the services manually
net start “INFORMIX-OnLine Workgroup Server” >> %LOGFILE%

;This line ensures Informix has initialized before the 
;Entrust/Authority service is started.
d:\informix\sleep 120
net start “Entrust/Authority” >> %LOGFILE%

echo Ending autoexnt.bat >> %LOGFILE%

13 Restart the server.

14 After restarting the server, wait several minutes and then open the Services 
dialog box. Make sure all services are started.

If the Entrust/Authority service does not start, check your LOGFILE and the 
Entrust audit logs for error messages. 

You have now enabled automatic startup for services.
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The Entrust/Authority service
Entrust/Authority is one service comprising multiple parts called “subsystems”: 

• Public-Key Infrastructure (X.509)-Certificate Management Protocol 
subsystem (also called PKIX-CMP)

It handles requests from Entrust-Ready applications from release 5.x. 

• Entrust Secure Exchange Protocol subsystem

It handles requests from Entrust-Ready applications from release 4.x and 
earlier. 

• Administration subsystem

It handles requests from Entrust/RA. 

The Entrust/Authority service also includes subsystems critical to the regular 
operations of Entrust/Authority. They include key-generating, CRL-publishing, 
integrity-checking, and backup subsystems. Organizations with unusually high 
operational requirements can configure these subsystems using Entrust Master 
Control Command Shell. For information, see the “Command-line interface for 
Entrust/Authority Master Control” chapter in Administering Entrust/PKI 6.0 on 
Windows.

Note: Some Entrust applications from release 5.0 (for example, 
Entrust/VPNConnector 5.0) may be using the SEP subsystem and will require 
that Entrust/PKI version 6.0 be configured for compatibility with Entrust/PKI 
version 4. For more information and a more complete list of affected products, 
check the release notes included with Entrust/PKI 6.0.

PKIX-Certificate Management Protocol 
subsystem 
In Entrust/Authority 6.0, the PKIX-Certificate Management Protocol subsystem 
handles requests from all Release 5.x and 6.0 Entrust-Ready applications. It 
handles requests for operations such as key initialization, key update, key expiry, 
key recovery, and cross-certification.

By default, two processes are dedicated to the PKIX-Certificate Management 
Protocol subsystem. This value should be enough in most situations. However, if 
many end users are creating Entrust profiles at the same time and are 
experiencing extreme delays, for example, you can consider increasing the 
number of processes. See the “Other administrative tasks” chapter in 
Administering Entrust/PKI 6.0 on Windows. 
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You can also change the number of processes in the entmgr.ini file. See the 
“Customizing the initialization files” appendix in Administering Entrust/PKI 6.0 
on Windows.

Entrust Secure Exchange Protocol subsystem 
The Entrust Secure Exchange Protocol subsystem handles requests from 
Entrust-Ready applications from Release 4.x and earlier. If you’re installing 
Entrust/PKI for the first time, and no Entrust-Ready applications from Release 4.x 
and earlier are connecting to your infrastructure, you should disable this 
subsystem. 

If you’ve upgraded from a previous release and you still have Release 4.x 
Entrust-Ready applications connecting to your Entrust/PKI system, you must 
keep this subsystem enabled.

By default, two processes are dedicated to the Entrust Secure Exchange Protocol 
subsystem. This value should be enough in most situations. However, if end users 
are experiencing extreme delays in operations such as key updates, for example, 
consider increasing the number of processes. See the “Other Administrative 
tasks” chapter in Administering Entrust/PKI 6.0 on Windows. 

You can keep both the Entrust Secure Exchange Protocol subsystem and the 
PKIX-Certificate Management Protocol subsystem enabled at the same time if 
necessary — that is, if both Release 6.0 (or 5.x) and earlier Entrust-Ready 
applications will be connecting to your infrastructure.

You can also change the number of processes in the entmgr.ini file. See the 
“Customizing the initialization files” appendix in Administering Entrust/PKI 6.0 
on Windows.

Administration subsystem 
The Administration subsystem handles requests from Entrust/RA for operations 
such as creating users, changing users’ DNs, setting up users for key recovery, 
generating user reports, and so on. 

By default, four processes are dedicated to the Administration subsystem. This 
value is enough in most situations. However, if you have numerous 
administrative users connecting to Entrust/Authority at the same time, you can 
consider increasing the number of processes. Increasing the number of processes 
can speed up the communication between Entrust/Authority and Entrust/RA. 
Before you make this decision, see the “Other administrative tasks” chapter in 
Administering Entrust/PKI 6.0 on Windows. 
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Note: Entrust/PKI allows an unlimited number of administrative users to 
connect to Entrust/Authority simultaneously. 

You can also change the number of processes in the entmgr.ini file. See the 
“Customizing the initialization files” appendix in Administering Entrust/PKI 6.0 
on Windows.
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Starting and stopping Entrust/Authority 
Entrust/Authority is one service with multiple subsystems. You can start and stop 
the Entrust/Authority service in Entrust/Authority Master Control and in the 
Services dialog box available through the Control Panel window. However, if you 
start and stop services from the Services dialog box, you will be prompted for a 
password (unless you have automatic login enabled). For more information, see 
“Enabling automatic startup” on page 78.

By default, starting the Entrust/Authority service makes all Entrust/Authority 
operations such as key management, CRL publishing, and client request handling 
available. Stopping the Entrust/Authority service makes the features it provides 
completely unavailable to users. For example, if you stop the Entrust/Authority 
service, end users scheduled for key updates won’t have their keys updated, and 
administrative users won’t be able to log in to Entrust/RA.

After you initialize Entrust/PKI and start the Entrust/Authority service, you should 
keep it running except to perform operations such as upgrading. During normal 
operations, you rarely need to stop and restart the Entrust/Authority service.

See “The Entrust/Authority service” on page 81 for more information.

Enabling and disabling Entrust/Authority 
subsystems 
By default, all Entrust/Authority subsystems are enabled when you start the 
Entrust/Authority service. You can choose to disable a subsystem that isn’t in use. 
For example, if your organization only plans to use earlier versions of 
Entrust-Ready applications (Release 4.x and earlier), you can disable the 
PKIX-Certificate Management Protocol subsystem.

If only users of Entrust-Ready 5.x or 6.0 applications are going to connect to your 
Entrust/PKI system, you can disable the Entrust Secure Exchange Protocol 
subsystem.

The Administration subsystem should always be running during regular 
operations.

See “The Entrust/Authority service” on page 81 for more information about the 
individual subsystems.

Note: You can’t start the Directory using Entrust/Authority Master Control. 
Entrust Technologies strongly recommends that you install Entrust/Authority and 
the Directory on separate servers.
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Stopping the Entrust/Authority service disables all of its subsystems. If required, 
you can enable and disable the following subsystems individually: 

• PKIX-Certificate Management Protocol subsystem, which handles requests 
from Release 5.x or 6.0 Entrust-Ready applications

• Entrust Secure Exchange Protocol subsystem, which handles requests from 
Entrust-Ready applications from Release 4.x and earlier 

• Administration subsystem, which allows Entrust/RA users to administer 
Entrust/Authority remotely over a network 

To start the Entrust/Authority service
1 Log in to Entrust/Authority Master Control as a Master User (for details, see 

“Logging in to Entrust/Authority Master Control” on page 77).

Entrust/Authority Master Control appears. 

2 Click Start.

Note that if the Entrust/Authority service is already running, the button is labeled 
with the word Stop.

You’ve now started the Entrust/Authority service.

To stop the Entrust/Authority service
1 Log in to Entrust/Authority Master Control as a Master User (for details, see 

“Logging in to Entrust/Authority Master Control” on page 77). 

Entrust/Authority Master Control appears.

Note: Entrust/Authority Master Control doesn’t have to be running to keep the 
Entrust/Authority service running. Exiting Entrust/Authority Master Control exits 
the Entrust/Authority Master Control application without stopping the 
Entrust/Authority service.

2 Click Stop.
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Note that if Entrust/Authority isn’t running, the button is labeled with the word 
Start.

You’ve now stopped the Entrust/Authority service.

To enable or disable an Entrust/Authority subsystem
1 Log in to Entrust/Authority Master Control (for details, see “Logging in to 

Entrust/Authority Master Control” on page 77).

Entrust/Authority Master Control appears. 

2 Click Options. 

The Entrust/Authority Subsystem Options dialog box appears. 

If a subsystem is already running and you clear the corresponding checkbox, you 
stop it at that point. If a subsystem isn’t already running and you clear the 
corresponding checkbox, you disable it from starting up the next time you start 
the Entrust/Authority service.

3 Do one of the following: 

• Select the check box that corresponds to the subsystem you want to enable.

• Clear the check box that corresponds to the subsystem you want to disable. 

4 Click OK.

The changes take effect immediately if the Entrust/Authority service is already 
running. 

Clear a check box 
to disable the 
corresponding 
subsystem.
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If the Entrust/Authority subsystem isn’t currently running, the changes take 
effect next time you start the Entrust/Authority service. 

You have now enabled or disabled an Entrust/Authority subsystem. 
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Chapter 3
Setting up administrative users

This chapter describes how to set up administrative users in Entrust/PKI. This 
information is of primary use to First Officers who are responsible for setting up 
both Security Officers and other administrative users.

As First Officer, you perform high-level procedures using Entrust/RA. This 
chapter describes the key procedures, including adding administrative users and 
distributing start-up packages.

Also, as First Officer, you do not require special permissions to complete these 
procedures. Sufficient permissions are built into the First Officer role. 
Administrative users with special permissions may also complete these 
procedures, but this depends upon your organization’s implementation and 
customization of Entrust/PKI.

This chapter includes the following sections:

• “Logging in to Entrust/RA for the first time” on page 90

• “Adding an administrative user to Entrust/PKI” on page 94

• “Authorizing a sensitive operation” on page 103

• “About activation codes” on page 104

• “Distributing activation codes automatically” on page 110
89
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Logging in to Entrust/RA for the first 
time

If are a First Officer, follow the steps below to log in to Entrust/RA. As First 
Officer, you do not need to create a profile. The First Officer profile is created 
during installation.

Note: Before you log in, make sure your workstation clock is set correctly. If it 
is not set correctly, you receive an error message when you try to log in. To solve 
this problem, ensure that the time on the machine hosting Entrust/RA and 
Entrust/Authority are synchronized.

To log in to Entrust/RA for the first time
1 In the Windows taskbar, click Start > Programs > Entrust PKI > Entrust RA.

The Entrust/RA Log in dialog box appears.

2 Choose the First Officer profile from the User profile drop-down list. By default, 
this profile name should appear here. If your profile does not appear in the list, 
click Find Profile to browse for it.

The Entrust/RA Log in dialog box displays the path and filenames of the 
entrustra.ini and entrust.ini file used with the Entrust profile displayed in the User 

The paths and filenames appear here for 
the entrustra.ini and entrust.ini files used 
with the selected Entrust profile.
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profile field. (When you select a new Entrust profile, the filenames and paths 
update automatically.) If you cannot log in to Entrust/RA, it may be that you are 
not accessing the correct entrust.ini file. 

By default, the entrustra.ini file resides in the C:\WINNT folder. If the file cannot 
be located (for example, because it was moved or deleted after Entrust/Authority 
was installed), the filename is not displayed. Note that this file is not required in 
order to log in to Entrust/RA.

The entrust.ini file is critical. You cannot log in if the Entrust profile and entrust.ini 
are not compatible.

3 Enter your password in the Password field and click OK.

Note: During the login procedure, Entrust/RA checks to confirm that 
Entrust/Authority is running. 

Entrust/RA appears. You are now logged in to Entrust/RA as the First Officer.

Logging in after an inactivity time-out
By default, Entrust/RA times out after 10 minutes of inactivity. This prevents 
unauthorized access should you leave your computer unattended before logging 
out. When a time-out occurs, a dialog box appears where you can choose to exit 
or log back in. To log back in, click OK. 

The following dialog box appears; simply enter your password to open 
Entrust/RA.

After logging back in after a time-out, you return to where you were working 
when the time-out occurred.

To change the amount of time that must elapse before Entrust/RA times out, see 
“Changing the Entrust/RA time-out period” on page 92.
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Locking Entrust/RA
To manually lock Entrust/RA, click File > Lock.

Changing the Entrust/RA time-out period
You can choose the amount of time that must elapse before Entrust/RA times out 
when you are logged in as a Security Officer and as an administrative user.

By default, Entrust/RA times out after 10 minutes of inactivity for both Security 
Officers and administrative users (Entrust-Ready applications time out after 15 
minutes). To change the default time-out period, follow the procedure below.

Note: You can also choose the amount of time that must elapse before a user’s 
Entrust-Ready application (for example, Entrust/Entelligence) times out. To do 
so, follow the steps exactly as described in the next procedure, but choose End 
User Policy instead of Security Officer Policy or Administrator Policy.

To change the Entrust/RA time-out period
1 Log in to Entrust/RA as First Officer. See “Logging in to Entrust/RA for the first 

time” on page 90.

Entrust/RA appears.

2 Click the + sign to expand the Security Policy entry in the tree view of 
Entrust/RA. Click User Policies to view the three user policy icons: Security 
Officer Policy, Administrator Policy, and End User Policy.

3 Click Security Officer Policy, Administrator Policy, or End User Policy.

4 Using the scroll bars in the Policy Information box in the General Information 
property page, scroll down until you see the Login timeout (minutes) field.

5 Type a time-out value in the Login timeout field and click Apply.
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Note: For End User Policy, the value “0” specifies that Entrust-Ready 
applications (for example, Entrust/Entelligence) never time out. 

You have now set the amount of time that must elapse before Entrust/RA times 
out.
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Adding an administrative user to 
Entrust/PKI

As the First Officer, you are in charge of adding a Security Officer or 
administrative user to Entrust/PKI. (For the rest of this section, the term 
“administrative user” is used to identify a Security Officer or administrative user.) 
It is this administrative user who in turn creates other administrative users who 
run Entrust/PKI.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add administrative users to Entrust/PKI by first adding them as users in Microsoft 
Active Directory and then by adding them to Entrust/PKI. For more information 
on how to add users to Microsoft Active Directory, consult the Microsoft Active 
Directory documentation. For information on adding users to Entrust/PKI, see 
“Adding existing Directory entries to Entrust/PKI” on page 173.

Note: You should add at least as many Security Officers as are required to 
authorize sensitive operations. Thus, if three Security Officers must authorize 
sensitive Entrust operations, you must have at least three Security Officers. The 
Security Officer determines the number of authorizations required. See the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

For information about adding administrative users in bulk, see “Adding users in 
bulk to Entrust/PKI” on page 262.

Summary of steps
These are the basic steps you (the First Officer) will take to add an administrative 
user:

1 Add the required information about the administrative user in the New User 
dialog box.

For details, see “Adding an administrative user” on page 95.

2 Record the activation codes. Activation codes display onscreen after you click OK 
in the New User dialog box. Activation codes consist of a Reference Number and 
an Authorization Code.

See Step 10 on page 98.

3 Assemble and distribute Entrust/RA software CD-ROMs, the entrust.ini and 
entrustra.ini files, and the activation codes.

See “Assembling and distributing required items” on page 99.
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Once you have done this, the administrative user will take the following steps to 
complete the procedure:

1 Save the entrust.ini and entrustra.ini files to disk.

2 Install the Entrust/RA software.

3 Log in to Entrust/RA to create their Entrust profile.

See “The administrative user’s role: creating your Entrust profile” on page 100.

After the administrative user completes these tasks, you should confirm that they 
have created their profile.

See “Confirming that an administrative user has created their profile” on 
page 102.

Adding an administrative user
The procedure that follows describes how to add an administrative user to 
Entrust/PKI.

The template definition file
What you see in the New User dialog box is defined in the template definition 
file. This file determines what appears in the New User dialog box, the types of 
users that you can add, and the attributes you can add for each user type. This 
file is named during the installation of Entrust/PKI. By default, it is called 
usertype.templates.

The template definition file includes default settings for organizations that do not 
need a high level of customization. Organizations that need to provide more 
information about users can customize this file accordingly. See the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

Special characters in names
Make sure that when you add an administrative user with a name that includes 
special characters you type the characters just as they are represented in the 
Directory. For more information about using special characters in names, see 
“Special characters in names” on page 163.

To add an administrative user
1 Log in to Entrust/RA as a First Officer (see “Logging in to Entrust/RA for the first 

time” on page 90).
95CHAPTER 3
Setting up administrative users



96
Entrust/RA appears.

2 Click Users > New User.
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The New User dialog box appears.

3 In the Naming property page, Person appears first in the Type drop-down list. If 
it does not, click the drop-down arrow and select Person.

4 Type the administrative user’s first name in the First Name field. By default, this 
attribute is required.

An asterisk appears beside required fields. Make sure that you type information 
into all fields with asterisks. 

Note: To add an attribute to the DN which is not western European (for 
example, Japanese), see “Entering international characters in distinguished 
names” on page 411.

The information required in the Naming property page may differ from that 
described in this procedure if a Security Officer or administrative user has 
modified the template definition file. Contact a Security Officer if you have any 
questions about the appearance of this dialog box.
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5 Type the administrative user’s last name in the Last Name field. By default, this 
attribute is required.

6 Type the administrative user’s serial number (for example, the employee number) 
in the Serial Number field. By default, this attribute is optional.

Depending on your organization, the serial number may not be the employee 
number. Check with a Security Officer if you’re not sure about what number to 
type here.

7 To let administrative users send encrypted e-mail using Entrust-Ready and 
S/MIME-compatible e-mail applications, the Use e-mail (subjectAltName) value 
under Security Policy in the tree view must read either “mail” or 
“rfc822mailbox”. The default setting is “mail”. For more information, see 
“Setting the E-mail attribute” on page 127.

Note: Entrust Technologies recommends that you do not include an e-mail 
address in an administrative user’s DN. By default, you cannot do so. If, however, 
your organization has done so using Entrust/PKI Release 4.0, you can activate a 
sample template (modeled after the Release 4.0 user type) in the template 
definition file. This sample lets you add Release 4.0-compatible users. You can 
include an e-mail address for such users in the DN. For more information, see the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows. 

8 In the Add to drop-down list, select the searchbase under which to add the 
administrative user. By default, CA Domain Searchbase is listed first and is often 
the top-level searchbase in an organization.

Make sure that you locate administrative users that are likely to require contact 
under a common searchbase (for instance, CA Domain Searchbase) or under 
searchbases that are linked and that they can search. If you locate two 
administrative users under unlinked searchbases, when an administrative user 
attempts to find another (to send an encrypted e-mail, for example) the first 
administrative user will receive an error message stating that the other 
administrative user cannot be found. If there are a large number of searchbases 
set up and you are uncertain about which searchbase to choose, contact a 
Security Officer.

For more information about searchbases, see “About searchbases” on page 135.

9 Click the General property page.

10 Click the User role drop-down list, select an administrative role, and click OK.

If the Authorization Required dialog box appears, enter any passwords required 
and click OK.
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The Operation Completed Successfully dialog box appears. This dialog box 
displays the activation codes the administrative user needs to create their Entrust 
profile.

11 Record the activation codes from the Operation Completed Successfully dialog 
box in a secure manner according to your organization’s implementation of 
Entrust/PKI.

12 Click OK in the Operation Completed Successfully dialog box.

To confirm that the new administrative user is added, click Users in the left pane 
of Entrust/RA and look for the new administrative user. Notice that the word 
Added appears in the State column. This indicates that the administrative user is 
added to Entrust/PKI, but hasn’t created their Entrust profile. Before the 
administrative user can run Entrust/RA, they must create their profile. See “The 
administrative user’s role: creating your Entrust profile” on page 100.

Note: If you clicked OK in the Operation Completed Successfully dialog box 
without recording the activation codes, you can find these codes in the User 
Properties dialog box. See “To find a user’s activation codes” on page 168.

13 Now go to “Assembling and distributing required items” on page 99.

Assembling and distributing required items
After you add an administrator in Entrust/RA and record the activation codes, 
you can distribute the required items to the administrative user.

Entrust/RA 6.0 software 
An administrative user may already have Entrust/RA 6.0 installed on their 
computer. For example, a new administrative user won’t need the software if 
they are assuming the position of another administrative user who has left the 
organization. The software is already installed.

 

Record the 
reference number 
and authorization 
code.
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The entrust.ini and entrustra.ini files
The administrative user needs two initialization files, entrust.ini and entrustra.ini. 

The entrust.ini and entrustra.ini files are created in the Entrust folder during the 
Entrust/PKI installation. These files contain important system configuration data 
that Entrust/RA needs in order to run. If you’re not working on this server, ask 
the Master User in charge of this server to give you copies of both files.

Note: You can customize these files for your organization before distributing 
them with the rest of the start-up package. See the “Customizing the 
initialization files” appendix in Administering Entrust/PKI 6.0 on Windows for 
details.

Activation codes
Activation codes consist of a reference number and authorization code. These 
codes are generated after you add an administrative user to Entrust/PKI (see 
Step 10 on page 98). The administrative user needs these codes to create their 
Entrust profile in their Entrust/RA. If you have not yet added an administrative 
user and recorded these codes, see “Adding an administrative user” on page 95.

After you distribute the items described above, your administrative task is 
complete. It is now the responsibility of the administrative user to use the items 
to “activate” their profile. Now go to “The administrative user’s role: creating 
your Entrust profile” on page 100.

The administrative user’s role: creating your 
Entrust profile
The administrative user should now install Entrust/RA (if necessary, the server 
may already have Entrust/RA installed), the entrust.ini and entrustra.ini files, and 
enter the activation codes to complete the process.

The procedures that follow both explain how the administrative user creates their 
profile. This is accomplished in three basic steps:

• The administrative user saves the entrust.ini and entrustra.ini files to a known 
location on their machine’s hard drive.

(During the installation procedure, the administrative user will point to the 
.ini files and the software will move them into the appropriate location.)

• The administrative user installs the Entrust/RA software.

For instructions, see “Setting up Entrust/RA” in Installing Entrust/PKI 6.0 on 
Windows.

• The administrative user logs in to Entrust/RA to create their Entrust profile.
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Note: You must have administrator privileges to install Entrust/RA on Windows 
NT. You do not need special privileges to install this software on Windows 
95/98/2000.

To create your Entrust profile using Entrust/RA
1 After you (the administrative user) save the entrust.ini and entrustra.ini files to a 

known location on disk and install the Entrust/RA software, you can log in to 
Entrust/RA to create your Entrust profile.

2 In the Windows taskbar, click Start > Programs > Entrust PKI > Entrust RA.

The Entrust/RA Log in dialog box appears.

3 Click Create Profile.
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The Create profile dialog box appears.

4 Enter your name in the Name field and click OK.

5 Choose where you want to store your Entrust profile. Click Browse to store it in 
any location on disk, or accept the default location (shown in the Location field).

6 Enter the reference number and authorization code you received from another 
Security Officer.

Entrust/RA appears. You are now logged in to Entrust/RA as an administrative 
user.

Confirming that an administrative user has 
created their profile
You can confirm the state of the new administrative user in Entrust/RA. After 
they create their Entrust profile, the state changes from Added to Active.

If you already have Entrust/RA running, right-click the administrative user and 
click Refresh in the pop-up menu to make sure you have the most up-to-date 
information.

The administrative user is “Active”. This 
indicates that they have created their Entrust 
profile.
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Authorizing a sensitive operation
When you perform a sensitive operation, one or more Security Officers or 
administrative users with sufficient permissions must authorize the operation by 
entering their password in the Authorization Required dialog box.

The number of administrative users required to authorize a sensitive operation is 
configurable (see the “Other administrative tasks” chapter in Administering 
Entrust/PKI 6.0 on Windows).

Sensitive operations include

• setting or changing the security policy

• adding or disabling Security Officers and certain administrative users

• changing user properties for Security Officers and certain administrative 
users

• cross-certifying with other CAs

To authorize a sensitive operation
1 When you attempt to perform a sensitive operation, the Authorization Required 

dialog box appears.

2 Type the required password in the Password field and click OK.

The required password is that of the administrative user displayed above the 
Password field (in the example above, the First Officer).

If additional authorizations are required, repeat the procedure.

You have now authorized a sensitive operation.
103CHAPTER 3
Setting up administrative users



104
About activation codes
Administrative users with sufficient permissions are responsible for distributing 
activation codes to new administrative users and users after they are added in 
Entrust/PKI.

Activation codes refer to the reference number and authorization code generated 
in the following situations:

• when administrative users and users are added

• when keys are recovered

• when activation codes are reissued

You (the administrative user) enter your activation codes when you create your 
profile in Entrust/RA. End users enter their activation codes when they create 
their Entrust profiles in other Entrust-Ready applications. 

Ways to distribute activation codes
In most organizations, Security Officers decide how activation codes are 
distributed. There are three ways you can securely distribute activation codes, as 
follows:

• You can distribute them verbally, in person or over the phone.

• You can send them through a secure channel. They can be written down, 
sealed, and delivered through the internal corporate mail system.

• You can write them to a file. See “Writing activation codes to a file” on 
page 107 for more information.

Alternatively, administrative users with sufficient permissions can create 
activated Entrust profiles in Entrust/RA. For more information, see “Creating an 
active Entrust profile in Entrust/RA” on page 189.

Setting the lifetime of activation codes
To provide an additional layer of security in the handling of activation codes, 
Entrust/PKI includes a feature that limits the length of time that activation codes 
are valid—that is, between 1 and 365 days. This is a global setting that affects all 
users who are enabled or set up for key recovery. It is not possible to override this 
feature on a per-user basis. By default, activation codes expire in 14 days. See 
“Viewing activation codes and expiry dates” on page 105.

When activation codes expire, you can reissue codes. When multiple-user 
activation codes expire simultaneously, you can reissue activation codes as a bulk 
operation. See “Reissuing users’ activation codes in bulk” on page 298. 
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Note: While restricting the lifetime of activation codes adds another level of 
security, guard activation codes so they are not lost or stolen during delivery.

To set the lifetime of activation codes
1 In Entrust/RA, click Security Policy in the tree view.

By default, the Administration Policy property page appears in the right side of 
Entrust/RA.

2 Enter the lifetime in the Activation codes lifetime field and click Apply.

Note: A good activation code lifetime value equation might be this: the 
expected delivery time plus an appropriate delay for the user to install and 
initialize an Entrust-Ready application. For example, five days allows three days 
to deliver the activation codes to the user and two days for the user to enter the 
activation codes and create an Entrust profile.

You have now set the lifetime of activation codes.

Viewing activation codes and expiry dates
You can view activation codes for users in the following “states” in Entrust/RA:

• Added

• Key Recovery

You cannot view activation codes for activated or deactivated users. Activated 
users have already used their activation codes to create their profile.

Expired activation codes are crossed out with Xs. When activation codes expire, 
you must reissue activation codes to the user (see “Reissuing activation codes” 
on page 106).

To view activation codes and expiry dates
1 In Entrust/RA, click Users in the tree view.

2 In the right pane, right-click a user and click Properties in the pop-up menu.

The User Properties dialog box appears.
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3 Click the Activation Codes property page.

You can now view the activation codes and expiry date.

Reissuing activation codes
Reissuing activation codes generates new codes with a lifetime beginning when 
you generate them. You can reissue activation codes at any time. You don’t have 
to wait until the old codes expire. You can reissue new codes to a user before the 
activation codes expire, for instance, when codes are lost or stolen.

You can reissue activation codes to users on a user-by-user basis or in bulk. For 
information about reissuing activation codes to multiple users, see “Reissuing 
users’ activation codes in bulk” on page 298.
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To reissue activation codes
1 Click Users in the tree view.

2 Right-click a user and click Reissue Activation Codes in the pop-up menu.

New activation codes are generated and can be viewed in the user’s Activation 
Codes property page. See “Viewing activation codes and expiry dates” on 
page 105.

Writing activation codes to a file
Writing activation codes to a file improves the secure distribution of activation 
codes.

Using Entrust/Authority Master Control, Master Users can choose to

• write activation codes to a file

• write activation codes to a file and encrypt the information with a password

To write activation codes to a file, a software developer must write an application 
that calls the ACDist API (application program interface). An example application 
would be one that sends information to a blind impact printer. For more 
information, see “Distributing activation codes automatically” on page 110. 

These options can be used in conjunction with a security policy setting under 
Security Policy in Entrust/RA which prohibits administrative users from viewing 
activation codes in Entrust/RA, reports, and output files (although this setting 
and the feature for writing activation codes to a file can be used independently 
of each other). Permission to view activation codes is controlled by a Security 
Officer. By both automating distribution in Entrust/Authority Master Control and 
restricting the viewing of activation codes in Entrust/RA, you can maintain a 
distribution method that is both convenient and secure.

To write activation codes to a file
1 Log in to Entrust/Authority Master Control as a Master User. See “Logging in to 

Entrust/Authority Master Control” on page 77.

The Entrust/Authority Master Control window appears.

2 Click Configuration > Change Setup Information Distribution.
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The Entrust/Authority Master Control dialog box appears.

3 Enter your password in the Master User Password field. Then click OK.

The Setup Information Distribution dialog box appears.

4 Select Write reference numbers and authorization codes to files.

5 If you selected the first option, you may also select Encrypt information using 
password.

The encryption option is available only when you select the option to write to a 
file.

6 If you selected Encrypt information using password, enter a password in both the 
Use this password field and again in the Confirm password field and click OK.

This is the same password you entered in the application that is to receive the 
setup information. See “Distributing activation codes automatically” on 
page 110 for more information.

The password must meet the password rules set up for Master Users. For more 
information about these rules, refer to the “Other administrative tasks” chapter 
in Administering Entrust/PKI 6.0 on Windows. 
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Note: Entrust Technologies recommends that you choose a different password 
from your Master User login password.

7 Stop and start the Entrust/Authority service for the change to take effect. See 
“The Entrust/Authority service” on page 81.

You have now changed distribution options for setup information.
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Distributing activation codes 
automatically

If your organization decides that setup information is written to a file, you must 
have software developers write an application that calls the ACDist API. The 
following high-level procedure describes how Entrust/Authority Master Control, 
the ACDist API, and your application work together.

Note: If you plan to use the ACDist API, you’ll find other helpful comments in 
the header file. As well, the ACDist API sample program demonstrates all aspects 
of this API.

Steps to distribute activation codes automatically
1 In Entrust/Authority Master Control, select the option to write activation codes 

to files. See “To write activation codes to a file” on page 107.

2 When a user is enabled or set up for key recovery in Entrust/RA, a setup 
information file is created and stored on the Entrust/Authority server.

3 The ACDist API continuously looks for setup information files. The API 
automatically knows where the files are located.

4 When the ACDist API finds a setup information file, it returns the information 
from the file to your application. 

If you encrypted the setup information file with a password that you entered in 
the Setup Information Distribution dialog box, the same password must be 
entered in the application that is calling the API. The API uses the password you 
specified to decrypt the information.

5 Your application processes the setup information. For example, the application 
sends the information to be printed on a blind impact printer.

The following list describes other details about this feature:

• There is one setup information file for each user that is enabled or recovered.

• A setup information file, on the Entrust/Authority server, is deleted when the 
next file is read by the API. 

• Each setup information file contains the user’s DN, the administrative user’s 
name, the user creation date and time, the activation codes, and the date the 
activation codes expire.
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• Unencrypted activation codes are located in the following directory:

C:\authdata\authcodes\plaintext\reference number.ath

where “reference number” is the reference number of the user being 
enabled or recovered.

• Encrypted activation codes are encrypted with the DES algorithm (the 
password is converted, using the DES algorithm, into a key which in turn is 
used to encrypt a file) and are located in the following directory:

\Entrust\authdata\authcodes\random 16-character 
number/reference number.ath

where “reference number” is the reference number of the user being 
enabled or recovered.

• The ACDist API comes with sample code, a library, a header file, and a 
read-me file that you can give to your developers if you are creating an 
application to distribute activation codes. Give your developers all the files 
located in the following directory:

\Entrust\tools\acdist\

If your application is unable to process the setup information delivered by the 
ACDist API, your program should either stop processing the data or log the DN 
of the unprocessed user before it continues.
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Chapter 4
Setting up the Certification 
Authority (CA)

This chapter describes how to configure your Certification Authority (CA) to 
achieve your organization’s specific security goals. For example, once you’ve 
installed Entrust/PKI 6.0, you need to add administrative users and determine 
settings in the Security Policy section of Entrust/RA. You may also want to create 
searchbases or administrative groups of users.

Read this chapter if you are a Security Officer or if you’ve just finished installing 
Entrust/PKI 6.0.

To configure some of the settings described in this chapter, you’ll need adequate 
permissions (such as those of a Security Officer). For a description of roles and 
administrative permissions, see the “Customizing Entrust/PKI”chapter in 
Administering Entrust/PKI 6.0 on Windows.

This chapter contains the following sections:

• “Creating your administrative user profile” on page 114

• “Logging in to Entrust/RA as an administrative user” on page 117

• “Finding your administrative user profile” on page 118

• “Determining Security Policy settings” on page 120

• “About searchbases” on page 135

• “Adding and deleting a searchbase” on page 137

• “Setting up and administering groups” on page 144

• “Configuring the entrust.ini, entrustra.ini, and entmgr.ini files” on page 159
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Creating your administrative user 
profile

To create your profile when you first log in, you must have the Entrust/RA 
application installed on your workstation (see “Distributing Entrust/RA” in 
Installing Entrust/PKI 6.0 on Windows). You should create your profile in 
Entrust/RA, not Entrust/Entelligence. If Entrust/Entelligence is used, and you 
select a password that does not conform to Security Officer password rules, you 
will be asked to change your password when you log in to Entrust/RA.

Note: Read this note if you plan to use hardware tokens with Entrust/PKI. An 
administrative user cannot occupy a token reader slot if they intend to create and 
store a new user’s Entrust profile on a token. The administrative user profile must 
reside on the workstation. This is true regardless of the number of token slots on 
the device. Additionally, Entrust/RA 6.0 does not provide for the inclusion of 
more than one token reader per workstation. For more information, see “Saving 
an Entrust profile on a token” on page 193.

To create your administrative user profile
1 Launch Entrust/RA on your workstation. For example, in the Windows taskbar, 

click Start > Programs > Entrust PKI > Entrust RA.

The Entrust/RA Log in dialog box appears.

Click here to create 
an administrative user 
profile.

The paths and filenames appear here for 
the entrustra.ini and entrust.ini files used 
with the selected Entrust profile.
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Note: The Entrust/RA Log in dialog box displays the path and filenames of the 
entrustra.ini and entrust.ini file used with the Entrust profile displayed in the User 
profile field. (When you select a new Entrust profile, the filenames and paths 
update automatically.) If you cannot log in to Entrust/RA, it may be that you are 
not accessing the correct entrust.ini file. 

By default, the entrustra.ini file resides in the C:\WINNT folder. If the file cannot 
be located (or resides in another folder), the filename is not displayed. Note that 
this file is not required in order to log in to Entrust/RA.
The entrust.ini file is critical. You cannot log in if the Entrust profile and entrust.ini 
are not compatible.

2 Click Create Profile.

The Create profile dialog box appears.

3 In the Name field, enter your name in the form that will be used in the name of 
your profile (for example, the entry “Daniel Oleskevich” will result in a profile 
named “Daniel Oleskevich.epf”).

4 In the Location field, specify or browse for a location for your profile, or accept 
the default.

5 Enter the reference number and authorization code you received from another 
Security Officer.

6 Click OK.
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The Set Profile Password dialog box appears.

7 Enter your password in the Password field.

8 Enter your password again in the Confirm field and click OK.

To see the rules against which your password will be checked, click Password 
Rules.

A dialog box appears stating that your profile password has been created 
successfully or that your password violates the applicable password rules.

Once your password is created successfully, Entrust/RA appears. You have now 
created your profile and set your password.
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Logging in to Entrust/RA as an 
administrative user

If you are an administrative user and have created your profile, follow the steps 
below to log in to Entrust/RA. The term “administrative user” refers to the 
default roles— Security Officer, Administrator, Auditor, Directory Administrator, 
AutoRA Administrator—as well as all new customized administrative user roles.

For information about administrative user roles, see the “Customizing 
Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on Windows.

To log in to Entrust/RA as an administrative user
1 Launch Entrust/RA.

The Entrust/RA Log in dialog box appears.

2 Click your administrative user profile in the User profile drop-down list. If your 
profile does not show, click Find Profile to browse for it. See “Finding your 
administrative user profile” on page 118.

3 Enter your password in the Password field and click OK.

Entrust/RA appears. You are now logged in as an administrative user.

Click here to display 
a list of user profiles. 

The paths and filenames appear here for 
the entrustra.ini and entrust.ini files used 
with the selected Entrust profile.
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Finding your administrative user profile
To log in to Entrust/RA, you must choose your administrative user profile from 
the User profile drop-down list and enter your password. If your profile does not 
appear in the list, follow the procedure below to find it.

To find your administrative user profile
1 Launch Entrust/RA on your workstation. In the Windows taskbar, click Start > 

Programs > Entrust PKI > Entrust RA.

The Entrust/RA Log in dialog box appears.

2 Click the arrow on the User profile drop-down list and select your profile (you 
may have to scroll to find your profile if there are many in the list). If your profile 
doesn’t appear in the list, click Find Profile.

Click here to find your 
profile if it doesn’t appear in 
the list.

The paths and filenames appear here for 
the entrustra.ini and entrust.ini files used 
with the selected Entrust profile.
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The Open dialog box appears.

By default, the Open dialog box displays the contents of the epf folder. This is 
the default folder where Entrust profiles (.epf files) are located.

3 Choose your profile and click Open.

The profile appears in the User profile drop-down list in the Entrust/RA Log in 
dialog box.

You have now found your Entrust profile. Enter your password to log in to 
Entrust/RA.

For example, 
select this profile.

The profile you selected 
appears here.
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Determining Security Policy settings
Before adding administrative users and users to Entrust/PKI, you should review, 
and, if necessary, customize settings in the following categories under Security 
Policy in Entrust/RA:

• General Security Policy properties. These include the Administration Policy, 
Encryption and Verification OIDs (object identifiers), and E-mail attribute.

• Properties of certificate categories. These include the default policy OIDs to 
be included in certificates, whether or not unknown extensions may be 
included in certificates, and default key lifetimes.

• User Policies. These specify a user’s default certificate settings according to 
the user’s role. User policies include such settings as certificate contents, 
password rules, and algorithms used.

• Roles. These define who does what to administer Entrust/PKI. For the default 
roles of Security Officer, Administrator, Auditor, and Directory 
Administrator, you can set the role’s name, number of authorizations 
required for sensitive operations, and User Policy.

In addition to reviewing the Security Policy settings in Entrust/RA, you should 
also review your organization’s certificate practice statement, and update it if 
necessary. 

A certificate practice statement is a document you create that describes, in detail, 
the policies and procedures that administrative users must follow when operating 
your PKI. It’s an extension of your Security Policy settings. For example, your 
certificate practice statement can specify such things as where and how you store 
backup tapes of your Entrust/Authority database, and what credentials a user 
must present before they can be made an administrative user for your PKI.

Ideally, a certificate practice statement should address all the security-related 
issues in the operation of your PKI that can’t be controlled directly by the 
Entrust/PKI software.

The next sections describe how to determine these settings.

Setting the Administration policy
The administration policy includes various settings, including certificate lifetimes, 
the certificate revocation list (CRL) policy, and the key pair algorithm and size. 
The following steps describe each setting in detail. The section “Interaction 
between CRL settings in the Security Policy” on page 123 describes an 
interaction between one of the Administration policy settings (Always issue a 
new CRL after certificate revocation) and an administrative permission (Force 
CRLs).
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To set the Administration Policy
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view to show its property sheet, with the 
Administration Policy property page on top.

3 In the Administration policy certificate lifetime (in days) field, enter a number 
from 1 to 3650, or accept the default (30 days).

Note: Policy certificates (including the Administration policy certificate) are 
reissued every 24 hours. Each new certificate has the full lifetime you specify in 
this dialog box. For users who are working offline, each of their cached policy 
certificates will have almost its entire lifetime as specified in this dialog box.

4 In the Cross-certificate lifetime (in months) field, enter a number from 2 to 60, 
or accept the default (36 months).

5 In the Activation codes lifetime (in days) field, enter a number from 1 to 365, or 
accept the default (14 days). This setting controls the lifetime of user activation 
codes only. It does not control the lifetime of activation codes for subordinate 
CAs, which is fixed at three days.
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6 Check Allow DN reuse if you want new users added to the Entrust/PKI to be able 
to reuse any previously used DN. If unchecked, new users cannot reuse a DN 
previously used by another user.

For example, user1 changes their DN from cn=Jane Smith, c=CA to cn=Jane 
Brown (where cn=Jane Brown, c=CA is the current DN and cn=Jane Smith, c=CA, 
is the old (or previously used).

If Allow DN reuse is checked, cn=Jane Smith, c=CA can be used by another user.

If Allow DN reuse is unchecked, cn=Jane Smith, c=CA cannot be used by anyone 
but user1.

A user can always reuse a DN they have previously used (as long as its not 
currently in use) regardless of the Allow DN reuse setting.

After a user is archived, their DNs are removed from the database and can be 
reused.

7 In the CRL update period (in hours) field, enter a number from 4 to 48, or accept 
the default (24 hours). This setting specifies how often Entrust/Authority 
automatically updates the CRL in the Directory.

The lifetimes of CRLs in your CA domain should be specified in your certificate 
policy statement. Network and user performance affects how often you should 
update CRLs. For more information on CRLs, see “Certificate revocation lists 
(CRLs)” on page 61. 

Select Always issue a new CRL after certificate revocation if you want to 
automatically update the applicable CRL immediately after a certificate is 
revoked. This option interacts with the administrative user permission “Force 
CRLs”. For more information, see “Interaction between CRL settings in the 
Security Policy” on page 123.

8 Select Revoked certificates that have expired remain on the CRL if that is to be 
the case. Whether or not revoked certificates that have expired are to remain on 
CRLs should be specified as part of your certificate practice statement.

Note: If you do not select this option, and if you revoke a certificate that has 
expired, the certificate will not appear automatically on the CRL. You must 
manually issue an updated CRL for the certificate to appear on it. However, the 
next time a CRL is issued automatically, the certificate will not appear on it unless 
the Revoked certificates that have expired remain on the CRL check box is 
selected. 

See “Revoking certificates” on page 226 for more information about revoking 
certificates.

9 Click Apply and authorize the operation by following the steps in “To authorize 
a sensitive operation” on page 103.

You have now set the Administration Policy.
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Interaction between CRL settings in the Security Policy
The CRL policy option Always issue a new CRL after certificate revocation (for 
more information on this option, see Step 7 on page 122) interacts with the 
administrative user permission “Force CRLs”. The result of this interaction 
appears in the Revoke All Certificates dialog box, in the Issue the CRL associated 
with this certificate check box. 

The various results of this interaction, appearing in the Revoke All Certificates 
dialog box, are summarized in Table 8.

Table 8: Issue CRL check box in Revoke All Certificates dialog box  

If permission and if option the result is

Force CRLs = Yes Always issue a new 
CRL after certificate 
revocation = Yes

The CRL will be issued with every certificate that is 
revoked. The check box in the Revoke Certificate 
dialog box is selected and is grayed out. 

Force CRLs = Yes Always issue a new 
CRL after certificate 
revocation = No

The administrative user can choose whether or not to 
issue the CRL associated with the certificate in the 
Revoke Certificate dialog box. 

Interaction of administrative 
user permission (Force CRLs) 
and CRL policy option (Always 
issue a new CRL after 
certificate revocation) affects 
this option. 
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Setting the Encryption and Verification OIDs
Encryption and verification policies are represented using object identifiers 
(OIDs). See “Object identifiers” on page 70 for conceptual information about 
OIDs. 

You can specify a maximum of ten policy OIDs that will show up in the 
Encryption OIDs property page, and a maximum of ten policy OIDs that will 
show up in the Verification OIDs property page. The steps for adding, deleting, 
and assigning OIDs are the same for both the Encryption OIDs property page 
and the Verification OIDs property page.

Adding an OID 
Add OIDs according to your organization’s security needs. 

When you create a new OID, it appears in the Available list of both the 
Encryption OIDs property page and the Verification OIDs property page. See 
“Object identifiers” on page 70 for the correct format for entering OIDs.

To add an OID
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view.

3 Click either the Encryption OIDs or the Verification OIDs tab to access the 
desired property page.

4 Click Enter New OID.

Force CRLs = No Always issue a new 
CRL after certificate 
revocation = Yes

The CRL will be issued with every certificate that is 
revoked. The check box in the Revoke Certificate 
dialog box is selected and is grayed out. 

Force CRLs = No Always issue a new 
CRL after certificate 
revocation = No

The CRL will not be issued with every certificate that 
is revoked. The check box in the Revoke Certificate 
dialog box is not selected and is grayed out. 

Table 8: Issue CRL check box in Revoke All Certificates dialog box  (continued)

If permission and if option the result is
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The Enter New OID dialog box appears.

5 In the New OID field, enter the new OID. For more information about OIDs and 
where they come from, see “Object identifiers” on page 70.

6 Click OK.

The new OID appears in the Available list.

7 Click Apply and authorize the operation by following the steps in “To authorize 
a sensitive operation” on page 103.

You have now created a new OID that appears in the Available lists of both the 
Encryption OIDs and Verification OIDs property pages.
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Deleting an OID
Delete OIDs according to your organization’s security needs.

An OID cannot be deleted unless it appears in the Available lists of both the 
Encryption OIDs and Verification OIDs property pages. If the OID is in the 
Default policy OIDs lists, first move it to the Available lists.

To delete an OID
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view.

3 Click either the Encryption OIDs or the Verification OIDs tab to access the 
desired property page.

4 In the Available list, click the OID that you want to delete.

5 Click Delete OID.

The OID disappears from the list.

6 Click Apply and authorize the operation by following the steps in “To authorize 
a sensitive operation” on page 103.

You have now deleted an OID from the Available list of both the Encryption 
OIDs and Verification OIDs property pages.

Adding OIDs to the default policy list
When you add an OID to the Default policy OIDs list, it appears in the 
corresponding Assigned list in the user’s Encryption OIDs or Verification OIDs 
property page (see “Adding a user to Entrust/PKI” on page 162). When you 
create a user’s certificate using the default policy OIDs, the OIDs in the user’s 
Assigned lists (in the user’s Encryption OIDs and Verification OIDs property 
pages) are used.

To add an OID
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view.

3 Click either the Encryption OIDs or the Verification OIDs tab to access the 
desired property page, depending on where you want to add the OID.

4 Click the OID in the Available list that you want to add to the Default policy 
OIDs list.

5 Click Add.

The OID is added to the Default policy OIDs list.
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6 Click Apply and authorize the operation by following the steps in “To authorize 
a sensitive operation” on page 103.

You have now added an OID to the Default policy OIDs list of either the 
Encryption OIDs or Verification OIDs property page.

Removing OIDs from the default policy list
When you remove an OID from the Default policy OIDs list, it appears back in 
the Available list in the user’s Encryption OIDs or Verification OIDs property 
page.

To remove an OID
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view.

3 Click either the Encryption OIDs or the Verification OIDs tab to access the 
desired property page, depending on where you want to remove the OID. 

4 Click the OID in the Default policy OIDs list that you want to move back to the 
Available list.

5 Click Remove.

The OID is moved to the Available list.

6 Click Apply and authorize the operation by following the steps in “To authorize 
a sensitive operation” on page 103.

You have now removed an OID from the Default policy OIDs list of either the 
Encryption OIDs or Verification OIDs property page. 

Setting the E-mail attribute
The E-mail property page allows a Security Officer to set a default e-mail 
attribute for all users you add to Entrust/PKI. This feature is useful for bulk-enable 
operations when you do not want to manually enter an e-mail attribute for each 
user (for inclusion in each user’s certificates). For instance, if the E-mail property 
page is complete, when an administrative user bulk-enables and initializes 100 
users, these 100 users will have their specific e-mail value in their certificates. The 
e-mail value must first have been entered as the default attribute value in the 
Directory.

The default Directory attribute is something that your organization values in 
certificates, such as an e-mail address, IP address, distinguished name (DN), or 
another standard default Directory attribute. For example, a Security Officer 
might enter “rfc822Mailbox” as the default Directory attribute. Then if Alice 
Gray’s e-mail address of “alice.gray@yourcompany.com” is entered as a value in 
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“rfc822Mailbox” in the Directory, when she is enabled her e-mail address will be 
included in her certificates.

The information will also appear on Alice’s General Information property page in 
Entrust/RA. Although there may be many values in an attribute, only the first 
value in the user’s alternate identity Directory attribute will be entered into the 
user’s General Information property page.

You can change an alternate identity for any user through the User Properties 
dialog box.

Note: All S/MIME applications require that an e-mail address be included in a 
user’s certificate. For Entrust-Ready applications such as Entrust/Express, you 
must add e-mail addresses to user certificates. 

To set the default e-mail attribute
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).

2 Click the Security Policy icon in the tree view.

3 Click the E-mail tab.

Enter the default 
Directory 
attribute in this 
field.

Select this option if 
you want the first 
value in the 
Directory attribute 
to be pulled when 
the user is enabled.
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4 In the Default directory attribute for e-mail (subjectAltName) field, enter the 
name of a Directory attribute. The default is “mail”. 

5 Select Use e-mail (subjectAltName) to automatically retrieve the value of the 
attribute from the Directory when a user is enabled.

When a user is enabled and this option is selected, the first value in the user’s 
default Directory attribute is automatically imported from the Directory into the 
E-Mail (subjectAltName) field on the General Information property page for that 
user. (You can see this value by selecting a user and viewing the General 
Information property page.) 

You can modify the E-Mail (subjectAltName) field on the user’s General 
Information property page at any time. The value in this field will be added to 
the user’s certificate whenever a new certificate is issued. 

6 Click Apply.

The Apply Changes dialog box appears.

7 Click OK and authorize the operation (see “To authorize a sensitive operation” 
on page 103).

You have now set the default Directory attribute for the user’s alternate identity.

Setting options for the various certificate 
categories
Certificates are put into the following categories: Enterprise, Web, 
cross-certificates, and CA certificates. Enterprise and Web Certificate Categories 
appear under Security Policy in the tree view of Entrust/RA. (If you did not 
purchase a Web license, you will not be using Web certificates and they will not 
appear in the tree view.) Although cross-certificates make up a certificate 
category according to the Flexible Certificate Specifications, cross-certificates are 
only given a lifetime and do not have any other options you can select through 
Entrust/RA. 

For each of the certificate categories that appear in your tree view (for instance, 
Enterprise), you must set the following options:

• whether or not default policy OIDs are included in certificates

• whether or not the certificate category can allow unknown extensions

• the default key lifetimes for users’ certificates

To set options for Enterprise or Web certificate categories
1 Log in to Entrust/RA as a Security Officer (see “Logging in to Entrust/RA as an 

administrative user” on page 117).
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2 Click the Security Policy icon to expand it in the tree view, and then click the 
Certificate Categories icon to expand it. 

A list of certificate categories appears in the tree view. (Only those categories for 
which you have purchased a license appear—for instance, Enterprise.)

3 Click a certificate category.

The Category Information property page appears.

4 If you want, select Put default policy OIDs in certificates.
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This option interacts with the default policy OIDs defined in Security Policy in the 
tree view, policy OIDs defined in the master.certspec file, and policy OIDs 
assigned to the user. Table 9 describes the interaction.

5 If you need to, select Allow unknown extensions.

If you select this option, Entrust/Authority signs certificates that include 
extensions it doesn’t know. Unknown extensions can come from custom 
Entrust-Ready applications. These applications use the Entrust/CMS toolkit in 
“user mode” (that is, using a reference number and authorization code) to insert 
unknown extensions into certificates.

Attention: Entrust Technologies recommends that you don’t select Allow 
unknown extensions, because Entrust/Authority will not know exactly what it is 
signing.

6 In the Encryption public key lifetime and Verification public key lifetime fields, 
enter values between 2 and 60, or accept the default values.

Some Entrust-Ready applications built with the CMS toolkit (such as 
Entrust/Web Connector 4.0) may generate verification keys that are smaller than 
RSA-1024, RSA-2048, DSA-1024, or ECDSA-192. 

Table 9: Effect of OIDs settings on certificates  

If Put default policy 
OIDs in certificates 
option is 

and the User’s 
Default Policy 
OIDs1 option is 

1. OIDs defined in Security Policy in the tree view means OIDs that appear in the Default policy OIDs 
lists in the Encryption OIDs and Verification OIDs property pages. 

the result is

Off On Policy OIDs defined in the 
master.certspec file will be put into 
users’ certificates. However, OIDs 
defined in Security Policy in the tree 
view will not be put into user’s 
certificates.

On On Policy OIDs defined in the 
master.certspec file will be merged 
with the OIDs defined in Security 
Policy in the tree view, and will be put 
into user’s certificates. 

On Off The policy OIDs defined for the user 
will be used.2

2. These OIDs are defined in the Assigned lists in the user’s Encryption OIDs and Verification OIDs 
property pages.
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These applications will affect the maximum certificate lifetime for certificates that 
they request. Entrust/PKI will check the key size in the certificate request and set 
the maximum certificate lifetime based on that key size.

The maximum certificate lifetime is related to the length of the public key as 
described in the following table:

For example, if the certificate request holds a 512-bit RSA key and the certificate 
policy lifetime is set to 36 months, the actual certificate lifetime is set to 12 
months.

7 In the Signing private key lifetime field, enter a percentage from 1 to 100, or 
accept the default (70%). 

Note: Before you change a default lifetime, read “Implications of modifying 
default settings for key update” on page 133 and “Key lifetimes” on page 56. If 
you are in doubt, do not change the defaults.

The default lifetimes apply to all user certificates (which include certificates for 
Security Officers, Administrators, Auditors, Directory Administrators, and End 
Users). You can customize the certificate lifetimes for individual users, or you can 
use the default settings (which you set in the Category Information property 
page). Changing certificate lifetimes does not affect any existing certificates; it 
only affects the lifetimes of certificates created after the modification.

Key Size Maximum certificate 
lifetime for Enterprise 
certificates

Maximum certificate 
lifetime for Web 
certificates

RSA/DSA greater than or 
equal to 1024 bits

60 months 60 months

RSA/DSA greater than or 
equal to 768 bits and less 
than 1024 bits

24 months 24 months

RSA/DSA less than 768 bits 12 months 12 months

Elliptic curve greater than or 
equal to 170 bits

60 months 60 months

Elliptic curve greater than or 
equal to 150 bits and less 
than 170 bits

24 months 24 months

Elliptic curve less than 150 
bits

12 months 12 months
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Regardless of what certificate and key lifetimes you choose, Entrust-Ready 
applications will try to update their key pairs according to the description in “Key 
lifetimes” on page 56. Once a certificate expires, it can no longer be used.

You have now set the options for certificate categories.

Implications of modifying default settings for key update
Only Security Officers have the permissions needed to change the default 
settings for updating a user’s keys. However, you can create a custom role that 
also has these permissions. If you create such a role, your organization’s 
certificate practice statement should be clear about when administrative users 
can change the default key update options. (For more information on creating 
roles, see the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 
6.0 on Windows.)

For instance, suppose you create an administrative role that can set key lifetimes 
or key expiry for temporary employees. To allow for this, your certificate practice 
statement could say that all temporary employees who receive certificates must 
not be allowed to receive automatically updated certificates, and that the expiry 
date of the encryption certificate must coincide with the end-date of the 
employee’s contract.

If you create roles that can change default settings for updating a user’s keys, as 
a Security Officer it’s your responsibility to tell administrative users about users 
who need non-default key lifetimes. In such cases it’s also your responsibility to 
tell administrative users what those lifetimes should be.

Note: You can’t modify an existing certificate. If the properties of a user’s 
certificates are inappropriate, you must replace those certificates by new ones 
with the correct properties.

If you do not create administrative roles that have permission to override users’ 
default certificate properties, you or another Security Officer will have to do that 
work as needed.

Setting User Policies
A user policy specifies settings such as certificate contents, password rules, and 
algorithms used for one or more roles.

There are three default user policies: Security Officer Policy (for Security 
Officers), Administrator Policy (for Administrators, Auditors, and Directory 
Administrators), and End User Policy (for end users). You can modify the default 
policies and create new ones.

You should review the settings for the default user policies, and if necessary, 
change them to suit your organization’s needs. For instructions on setting user 
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policies, see the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 
6.0 on Windows.

Setting roles
User “roles” determine who can do what to administer Entrust/PKI. The default 
roles are Security Officer, Administrator, Auditor, Directory Administrator, and 
End User. For these roles you can change the role’s name, number of 
authorizations required for sensitive operations, and User Policy. You should 
review these settings and change them if necessary. For instructions, see the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows. You can’t change the permissions of a default role.

If you want a role with permissions that are different than those of the default 
roles, you must create a custom role. For instructions, see the “Customizing 
Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on Windows.

Once you have the roles you need, you can begin assigning them to users. If you 
change the properties of a role, users inherit those properties immediately.
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About searchbases
Searchbases help you organize and locate users. Unlike groups, which fulfill a 
similar function, searchbases follow a strict Directory structure. Searchbases 
generally follow logical administrative lines in an organization—usually by 
organizational unit (see Figure 9). You can create searchbases based on the 
Directory criterion of your choice (for example, by locality [l=], by country [c=], 
and so on). To do this, you must structure your Directory accordingly. Groups, 
on the other hand, are completely flexible and are not dependent on the 
Directory structure. You can create a group and add a user to the group 
regardless of where they are listed in the Directory.

When you create a searchbase, you include a label and a distinguished name 
(DN) for the searchbase. This information goes into the Entrust/Authority 
database. The DN then maps to a particular entry in the Directory Information 
Tree (DIT). If there is no corresponding Directory entry, the searchbase can’t be 
established.

For more information, see “Adding an organizational unit” on page 137.

Figure 9: An example of a Directory Information Tree 

Note: Creating a Directory structure and operating a Directory is usually a task 
assigned to a particular Security Officer or administrative user with sufficient 
permissions. If you have any questions about creating Directory entries, contact 
this individual in your organization.

The ability of administrative users to administer searchbases depends entirely on 
the assigned administrative permissions. For information about administrative 
permissions and searchbases, see the “Customizing Entrust/PKI” chapter in 
Administering Entrust/PKI 6.0 on Windows.

Searchbases in a CA or cross-certified 
domain
Searchbases improve the efficiency of finding users in a large CA domain or in 
cross-certified domains. A CA domain is a collection of users who all use 

o=State University

ou=Registrar ou=Science ou=Math and 
Computer Science

ou=Engineering ou=Arts
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Entrust/PKI 6.0 under the same software license and who are certified by the 
same CA. If you don’t add searchbases, all users you add are located under the 
CA domain. The default CA domain is called CA Domain Searchbase.

When two CAs are cross-certified, each CA must create a searchbase for the 
other domain so that users can exchange secured files across the domains.

For example, if your CA domain, o=State University,c=US, is cross-certified with 
the CA domain o=Research Hospital,c=CA, you must add the searchbase 
o=Research Hospital,c=CA so users in your domain can access the encryption 
certificates of users in the other domain. Likewise, a Security Officer in the 
Research Hospital domain must create a searchbase for o=State University,c=US 
(your CA domain) so that users in the Research Hospital domain can access 
recipients in your domain.

Note: A searchbase is the only means available to find recipients in a 
cross-certified domain. To search for recipients in a cross-certified domain, 
Entrust-Ready application users must select the searchbase representing that 
domain.
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Adding and deleting a searchbase
Adding a searchbase is a two-step process and proceeds as follows:

• Add an organization unit using the Directory Browser (see “Adding an 
organizational unit” on page 137).

Before you do this, however, make sure that the entry that you want to base 
the searchbase already exists in the Directory. (Check with a Directory 
Administrator, or someone else who is familiar with the structure of your 
organization’s Directory.) In the following procedures, searchbases are 
modeled after organizational units.

• Add the searchbase using Entrust/RA (see “Adding a searchbase” on 
page 139).

Only Security Officers and administrative users with sufficient permissions can 
add and delete a searchbase.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then use the 
tools provided with Microsoft Active Directory to browse the Directory. For more 
information on how to add new entries to Microsoft Active Directory, consult the 
Microsoft Active Directory documentation.

Adding an organizational unit
Add organizational units using the Directory Browser. This is the first step in 
adding a searchbase to Entrust/PKI.

Note: You can create searchbases mirroring Directory components other than 
organizational units (ou=), such as locality (l=) or country (c=). Consult your 
Directory Administrator for more information about the structure of your 
organization’s Directory.

To add an organizational unit
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click Operations > Directory Browser.

The Directory Browser appears.

3 In the Directory Browser, click Entries > New Entry.
137CHAPTER 4
Setting up the Certification Authority (CA)



138
The New Entry dialog box appears.

4 Select Organizational Unit in the Type drop-down list.

5 Type the name in the Organizational Unit field.

Do not type “ou” before the organizational unit name in this field. Type the 
name only. For example, to add a new searchbase called “Science”, type 
“Science” in the Organizational Unit field.

6 Select a searchbase in the Add to drop-down list.

The existing searchbase under which you locate the ou depends on the structure 
of your organization’s Directory Information Tree (DIT). Do not assume that the 
searchbase must reside below the CA Domain Search Base. Contact a Directory 
Administrator about where to position the ou if you have any doubts about the 
DIT structure.

7 Click OK.

You can now create a searchbase based on this ou (see “Adding a searchbase” 
on page 139).

Click here and 
select 
Organizational 
Unit.
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Adding a searchbase
You can add a searchbase to Entrust/PKI using Entrust/RA. After you add a 
searchbase, administrative users can add users to the searchbase in the New User 
dialog box in Entrust/RA.

You can also add searchbases with bulk scripts. See “Bulk commands syntax 
summary” on page 361.

To add a searchbase
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click Searchbases > New Searchbase.

Note: If you start to create a new searchbase and change your mind at this 
point, then you can back out of the operation by right-clicking on Searchbases 
again and selecting Refresh from the menu.
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The Searchbase Information property page appears in the right pane of 
Entrust/RA.

3 In the Label field, type a searchbase name.

Still using the Science searchbase example, type “Science” in the Label field. The 
name you enter is the one users will see. Users will not see the distinguished 
name specified in the DN field.

4 In the DN field, type the searchbase’s distinguished name (based on the 
organizational unit you added in the Directory Browser). Using our example, 
Science, type: “ou=Science, o=State University, c=US”.

To exchange secured files with users in a cross-certified CA domain, you must 
create a searchbase for that CA using its DN. For example, if you are 
cross-certified with o=Another Company,c=US, enter that DN as the searchbase 
DN.
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Note: To include special characters such a a comma or backslash in a DN, you 
must escape the special character using another character. For instructions about 
how to do so, see “Special characters in names” on page 163.

5 Select Users can search to let all users search for recipients in the new searchbase. 
Clear this check box in the rare circumstance when you don’t want users to be 
able to encrypt files for other users in the new searchbase. By default, this check 
box is selected.

6 Click Apply.

A confirmation dialog box appears.

7 Click OK.

You have now added a searchbase.

Deleting a searchbase
You may delete a searchbase for several reasons, including

• when organizational units are used to distinguish separate locations (for 
example, the Ottawa [ou=Ottawa Office] and Washington offices 
[ou=Washington Office], and an office is closed or offices are merged).

• after two CAs revoke cross-certification (users should not attempt to encrypt 
for users in the other CA). For more information, see the “Cross-certifying 
with other CAs” chapter in Administering Entrust/PKI 6.0 on Windows.

When you delete a searchbase, the associated Directory entry is not 
automatically deleted. Users belonging to the searchbase are not deleted from 
the Directory. Rather, users’ association to the deleted searchbase is removed.

If you accidentally delete a searchbase, re-add it using the same name, as 
described in “Adding a searchbase” on page 139. Then re-add members to the 
restored searchbase.

You can also delete searchbases with bulk scripts. See “Bulk commands syntax 
summary” on page 361.

To delete a searchbase
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Double-click the Searchbases icon in the tree view (or click once on the plus sign 
beside it) to expand the list of searchbases.

3 Right-click the searchbase you want to delete and click Delete in the pop-up 
menu.
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A confirmation dialog box appears.

4 Click OK.

You have now deleted a searchbase.

Viewing searchbase properties and 
administrative users
The tree view in Entrust/RA displays all existing searchbases that you can 
administer. You can view searchbase properties and view a list of all 
administrative users who can also administer the searchbase in the Searchbase 
Information and Administrators property pages.

To view searchbase properties
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click the searchbase in the tree view.

The Searchbase Information property page appears in the right pane of 
Entrust/RA.

The property page displays the label and DN of the searchbase.
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3 Click the Administrators property page. This property page lists those 
administrative users who have permission to administer the searchbase.

You have now viewed a searchbase’s properties and a list of the searchbase’s 
administrative users.
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Setting up and administering groups
Security Officers and administrative users with sufficient permissions can create 
and administer groups of users. Permissions to administer groups are defined by 
settings in Entrust/RA that restrict the operations available to administrative 
users. See the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 
6.0 on Windows.

Grouping the Entrust user community helps you manage users. It also increases 
the efficiency of operations such as performing searches and producing reports. 
Instead of having to search through the entire database to find one user, you can 
limit your searches to a particular group.

Another advantage of setting up groups is that you can use groups to impose 
administrative restrictions, thereby improving security. By dividing your 
organization into different groups, you can allow, for instance, only your most 
trusted administrative users to administer your most sensitive groups. For 
instance, in large multi-department organizations with a single CA, you can set 
up administrative users to manage individual departments, and Security Officers 
or other administrative users to manage the departmental administrative users.

Figure 10 illustrates such an administrative hierarchy. In this figure, both the 
Finance and Sales departments are administered by departmental administrative 
users. These administrative users are set up specifically to manage users 
belonging to each department. The Finance administrative user cannot 
administer the users in the Sales Department, nor can the Sales administrative 
user administer the users in the Finance Department. The Business Unit 
administrative user, however, set up with more comprehensive permissions, can 
administer the users in both departments, and, if so permitted, can administer the 
two departmental administrative users themselves.
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Figure 10: An administrative group hierarchy in a typical organization

About groups and members
As an administrative user, your ability to manage a group or a number of groups 
depends on the permissions assigned to you. Of the four default administrative 
user roles in the Entrust/PKI model—Security Officer, Administrator, Directory 
Administrator, and Auditor—only the Security Officer has the permission to 
create and administer groups.

Separate permissions exist to allow administrative users to create and administer 
groups. The ability to add a group does not automatically mean that you have 
the authority to administer the users in that group.

For information about administrative roles and to find out if you can add and 
administer groups, see the “Customizing Entrust/PKI” chapter in Administering 
Entrust/PKI 6.0 on Windows.

If you are upgrading or moving users across 
CAs
You use bulk processing to upgrade Entrust/PKI users and to move users from 
one CA to another CA. As more than one group may exist, you must choose a 
specific group in which to add the users when upgrading them. See 
“Administering multiple users” on page 249 for information about bulk 
processing.

Business unit administrative user

Sales group administrative user

Sales groupFinance group

Finance group administrative user
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For more information about adding users in bulk, see “Adding users in bulk to 
Entrust/PKI” on page 262.

Viewing groups that you can administer
The tree view in Entrust/RA displays all the groups that you can administer. If you 
cannot see a particular group that you know exists, you do not have sufficient 
permission to administer it.

If you have any questions about your administrative permissions, see the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows, or contact a Security Officer.

To view groups that you can administer
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, the groups that you can administer are listed below Groups. 
Click the plus sign to expand the list.

You can now see all the groups that you can administer, for example:

This list may not show all the groups that exist. Other groups may exist that you 
cannot administer and, consequently, cannot see.

Creating a group
By default, each user must belong to at least one group. If you have created no 
other groups, all new users are added to the default group (named “default”).

You can also create groups with bulk scripts. See “Bulk commands syntax 
summary” on page 361.

See also “To add a member when you create a new group” on page 149.

Note: In the following procedures, Entrust users are referred to as “members”.
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To create a group
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, right-click Groups and click New in the pop-up menu.

Note: If you start to create a new group and change your mind at this point, 
then you can back out of the operation by right-clicking on Groups again and 
selecting Refresh from the menu.

A <New Group> entry appears below the Groups icon, and the Group property 
page appears in the right pane of Entrust/RA.

3 Type the new group name in the Name field.

Note: Group names must be unique. If you enter an existing group name, you 
are prompted to type another name.

4 Click Apply. To add members to the new group at this time, see “To add a 
member when you create a new group” on page 149.

A confirmation dialog box appears requesting that you confirm the action.

5 Click OK to continue.
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If the Authorization Required dialog box appears, type your password and click 
OK.

You have now created a new group. 
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Adding a member to one or more groups
There is no limit to the number of groups a user can belong to. You can add a 
user to a group in any of the ways described in this section.

Note: When you add a member to all groups as described in “To add a member 
to all groups” on page 151, the member is added to all existing groups as well as 
all new groups you add.

To add a member when you create a new group
1 Create a new group as described in “To create a group” on page 147. Type a 

group name in the Name field and click Add members.

The Add members to dialog box appears.

2 In the Add members to dialog box, select the group that contains the members 
you want to add to the new group from the List available members from 
drop-down list.

Note: There must exist at least two groups other than the default group for the 
List available members from drop-down list to appear. If there are only two 
groups, you can only choose to add members from the other group.

The members of the selected group appear below the drop-down list. 

3 Select a member and click Add.

4 Repeat Step 3 as necessary and click OK.

If the group name you typed is unique and the new group is created, the Group 
property page appears.

5 Click Apply.
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A confirmation dialog box appears requesting that you confirm the action.

6 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now added a member to a new group.

To add a member to an existing group
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click a group in the tree view.

The Group property page appears in the right pane of Entrust/RA.

3 Click Add members.

The Add members to dialog box appears.

4 Select the members you want to add to the group by first selecting a group in the 
List available members from drop-down list.

Note: There must exist at least two groups other than the default group for the 
List available members from drop-down list to appear. If there are only two 
groups, you can only choose to add members from the other group.

The members of the selected group appear below the drop-down list. 

5 Select a member and click Add.

6 Repeat Step 5 as necessary and click OK.

If the group name you typed is unique and the new group is created, the Group 
property page appears.
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7 Click Apply.

A confirmation dialog box appears requesting that you confirm the action.

8 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now added a member to an existing group.

To add a member to all groups
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, click Users, and then in the right pane of Entrust/RA, right-click 
a user and click Properties in the pop-up menu.

Note: If you cannot find the user in the right pane (or if no users appear at all), 
right-click Users and click Find > By Entrust Properties in the pop-up menu to find 
the user. See “To find a user by Entrust properties” on page 199.
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The User Properties dialog box appears.

3 In the General property page, select All groups and click OK.

A confirmation dialog box appears requesting that you confirm the action.

4 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now added the member to all groups.

To assign a group to a member
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, click Users, and then in the right pane of Entrust/RA, right-click 
a user and click Properties in the pop-up menu.

The User Properties dialog box appears. 

3 In the Available list click the group you want to add to the member and click Add.
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Note: If All groups is selected, you must clear the check box before you can 
choose groups from the Available list.

The group is moved to the Assigned list. The member is now included in this 
group.

4 Click OK.

A confirmation dialog box appears requesting that you confirm the action.

5 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now assigned a group to a member.

Removing a member from a group
You can remove a member from a group as long as the member belongs to 
another group.

You can remove a member in the Group property page or in the member’s 
General property page. Both procedures are described in this section.

You can remove all members from a group with bulk scripts. See “Bulk 
commands syntax summary” on page 361.

To remove a member from a group
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click a group in the tree view.
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The Group property page appears in the right pane of Entrust/RA.

3 Click This Group to display all members belonging to this group.

4 Select the member in the Members list and click Remove member.

The member is immediately removed from the Members list.

5 Repeat Step 4 if you want to remove other members from the group as well, and 
then click Apply.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now removed a member from a group.

To remove a group assigned to a member
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, click Users, and then in the right pane of Entrust/RA, right-click 
a user and click Properties in the pop-up menu.

Note: If you cannot find the user in the right pane (or if no users appear at all), 
right-click Users and click Find > By Entrust Properties in the pop-up menu to find 
the user. See “To find a user by Entrust properties” on page 199.

The User Properties dialog box appears.

3 Select the group you want to remove in the Assigned list and click Remove. 
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4 Click Apply to continue.

A confirmation dialog box appears requesting that you confirm the action; click 
OK. If the Authorization Required dialog box appears, type your password and 
click OK.

You have now removed the member from the group.

Renaming a group
When you rename a group, the old group is replaced. The name change occurs 
globally. When you try to rename a group that cannot be renamed, you will 
receive a message that explains why you cannot do so—for example, you do not 
have permission to rename a group.

To rename a group
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, click a group.

The Group property page appears in the right pane of Entrust/RA.

3 In the Name field, highlight the group name and type in the new name.

4 Click Apply.
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A confirmation dialog box appears requesting that you confirm the action.

5 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now renamed a group.

Deleting a group
When you attempt to delete a group containing members, you will have to 
confirm the action. Because a member must belong to at least one group, you 
cannot delete a group that includes members who belong only to this group. If 
you want to delete a group that contains members, make sure that each member 
also belongs to another group. You will not receive a message when you delete 
a group without members.

You can also delete groups with bulk scripts. See “Bulk commands syntax 
summary” on page 361.

Note: As all members must belong to at least one group, one group must always 
exist. When Entrust/PKI is installed, a default group is created—called 
“default”—which can later be deleted as new groups are created.

To delete a group
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 In the tree view, right-click a group and click Delete in the pop-up menu.

A confirmation dialog box appears requesting that you confirm the action.

3 Click OK to continue.

If the Authorization Required dialog box appears, type your password and click 
OK.

You have now deleted a group.

Viewing group properties and group 
administrative users
The tree view in Entrust/RA displays all existing groups that you can administer. 
See “To view groups that you can administer” on page 146.
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You can view group properties and view a list of all administrative users who can 
also administer the group in the Group and Administrator property pages.

Note: The number of members that you can administer in each group will vary 
with your particular permissions because the group may contain members with 
special status—such as Security Officers or administrative users.

To view group properties
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click the group in the tree view.

The Group property page appears in the right pane of Entrust/RA.

The property page displays the members of the group, and may also display the 
total number of members in the group, and the number of members that you can 
view.
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3 Click the Administrators property page. This property page lists those 
administrative users who have permission to administer the group.

You have now viewed a group’s properties and a list of the group’s administrative 
users.
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Configuring the entrust.ini, 
entrustra.ini, and entmgr.ini files

Information about working with the entrust.ini, entrustra.ini, and entmgr.ini files 
is found in the “Customizing the initialization files” appendix in Administering 
Entrust/PKI 6.0 on Windows.

Note: Configuring the entrust.ini, entrustra.ini, and entmgr.ini files must only be 
done by an administrative user with advanced technical knowledge. These files 
contain system configuration data that Entrust/Entelligence and Entrust/RA need 
to operate.
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Chapter 5 
Administering individual users

Entrust/PKI lets administrative users manage users of Entrust/PKI 6.0. The tasks 
described here are those that you will likely perform on a daily basis. For 
administrative tasks not included here, see the “Other administrative tasks” 
chapter in Administering Entrust/PKI 6.0 on Windows. 

This chapter includes the following sections:

• “Adding a user to Entrust/PKI” on page 162

• “Adding existing Directory entries to Entrust/PKI” on page 173

• “Adding a Web server to Entrust/PKI” on page 175

• “Adding a user with customized properties” on page 178

• “Adding single-key-pair users” on page 185

• “Creating an active Entrust profile in Entrust/RA” on page 189

• “Saving an Entrust profile on a token” on page 193

• “Finding a user” on page 198

• “Saving a user list to file” on page 203

• “Recovering a user’s keys” on page 210

• “Viewing and changing user properties” on page 214

• “Determining key lifetimes” on page 220

• “Deactivating and reactivating users and revoking certificates” on page 224

• “Removing a user from the Entrust/Authority database” on page 234

• “Restoring a user’s certificates to the Directory” on page 235

• “Updating a user’s key pairs” on page 236

• “Modifying a user’s distinguished name (DN)” on page 237

• “Allowing profile export” on page 245
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Adding a user to Entrust/PKI
As an administrative user, adding users to Entrust/PKI is likely your chief 
responsibility.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000. Once the users are added to Active Directory, you can 
find the users by Directory Attributes and add the users to Entrust/PKI (see 
“Adding existing Directory entries to Entrust/PKI” on page 173).

Adding a user requires the participation of both the administrative user and the 
user. These are the basic steps:

1 The administrative user adds a user in the New User dialog box in Entrust/RA.

For details, see “Adding a user” on page 162.

2 The administrative user records the activation codes. Activation codes display 
onscreen after the administrative user clicks OK in the New User dialog box. 
Activation codes consist of a reference number and an authorization code.

See Step 10 on page 168.

3 The administrative user assembles and distributes Entrust/Entelligence or another 
Entrust-Ready software package, an entrust.ini file, and the activation codes.

See “Assembling and distributing items required by a new user” on page 170.

4 The user then copies the intrust.ini file to disk, installs the Entrust-Ready 
software, runs the software, and enters the activation codes to create their 
Entrust profile.

See “The new user’s role: creating an Entrust profile” on page 171.

5 The administrative user confirms that the user state reads Active in Entrust/RA.

See “Confirming that a user has created their profile” on page 172.

Adding a user
The procedure that follows describes how to add a user to Entrust/PKI.

Note: For special information on adding single-key-pair users to Entrust/PKI, 
see “Adding single-key-pair users” on page 185.
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The template definition file
What you see in the New User dialog box is defined in the template definition 
file. This file determines the types of users that you can add, and the attributes 
you can add for each user type. By default, this file is called usertype.templates. 
It can be exported from the Entrust/Authority database through Entrust/RA by 
clicking File > User Templates > Export. It can then be modified if necessary, and 
imported back into the database through Entrust/RA by clicking File > User 
Templates > Import (see the “Customizing Entrust/PKI” chapter in 
Administering Entrust/PKI 6.0 on Windows).

The template definition file includes default settings for organizations that do not 
need a high level of customization. Organizations that need to provide more 
information about users can customize this file accordingly. See the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

Special characters in names
Make sure that when you add a user with a name that includes special characters, 
that you type the characters just as they would be represented in the Directory. 
You can add the following characters in attributes that will make up the DN 
without adding quotation marks: # + ; = . Contact a Directory Administrator for 
more information about including special characters in names when you add 
users in Entrust/RA.

To include quotation marks (“) in an attribute that goes into the DN, type a 
backslash before each quotation mark. To include the short form of a user’s 
name, for example, “Drew” for Andrew, type the following in the First Name 
field:

Andrew \“Drew\”

To include a comma in the DN, you must precede the comma with a backslash 
or enclose the entry in double quotes. For example:

Gray\, Alice

or

“Gray, Alice”

To include a backslash in the DN, you must precede the backslash with a 
backslash. To include a backslash in a serial number, for example, you must type 
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two consecutive backslashes. So to include the following serial number, 
“RSH-21\12”, type

RSH-21\\12

Precede the second backslash with a first. This is 
called “escaping”.
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To add a user
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click Users > New User.
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The New User dialog box appears.

3 In the Naming property page, Person appears first in the Type list. If it does not, 
click the arrow and select Person.

4 Type the user’s first name in the First Name field. By default, this attribute is 
required.

An asterisk appears beside required fields. Make sure that you type information 
into all fields with asterisks. 

The information required in the Naming property page may differ from that 
described in this procedure if a Security Officer or administrative user has 
modified the template definition file. Contact a Security Officer if you have any 
questions about the appearance of this dialog box.

Note: To add an attribute to the DN which is not western European (for 
example, Japanese), see “Entering international characters in distinguished 
names” on page 411.

5 Type the user’s last name in the Last Name field. By default, this attribute is 
required.
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6 Type the user’s serial number (for example, the employee number) in the Serial 
Number field. By default, this attribute is optional.

Depending on your organization, the serial number may not be the employee 
number. Check with a Security Officer if you’re not sure about what to type here.

7 Type the user’s e-mail address in the Email field. 

To let users send encrypted e-mail using Entrust-Ready and S/MIME-compatible 
e-mail applications, the Use e-mail (subjectAltName) value under Security Policy 
in the tree view must read either “mail” or “rfc822mailbox”. The default setting 
is “mail”. For more information, see “Setting the E-mail attribute” on page 127.

Note: Entrust Technologies recommends that you do not include an e-mail 
address in a user’s DN. By default, you cannot do so. If, however, your 
organization has done so using Entrust/PKI Release 4.0, you can activate a 
sample template (modeled after the Release 4.0 user type) in the template 
definition file. This sample lets you add Release 4.0-compatible users. You can 
include an e-mail address for such users in the DN. For more information, see the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows. 

8 In the Add to list, select the searchbase under which to add the user. By default, 
CA Domain Searchbase is listed first and is often the top level searchbase in an 
organization.

Make sure to put users that are likely to exchange secure data under a common 
searchbase (for instance, CA Domain Searchbase) or under searchbases that are 
linked and that users can search. If you locate two users under unlinked 
searchbases, when a user attempts to find another user (to send an encrypted 
e-mail, for example) the first user will receive an error message stating that the 
user cannot be found. If there are a large number of searchbases set up and you 
are uncertain about which searchbase to choose, contact a Security Officer.

For more information about searchbases, see “About searchbases” on page 135.

9 Click OK.

The Authorization Required dialog box may appear. If it does, authorize the 
operation accordingly.
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The Operation Completed Successfully dialog box appears. This dialog box 
displays the activation codes the user needs to create their Entrust profile.

10 Record the activation codes in the Operation Completed Successfully dialog box 
in a secure manner according to your organization’s deployment of Entrust/PKI.

Note: If you clicked OK in the Operation Completed Successfully dialog box 
without recording the activation codes, you can find these codes in the User 
Properties dialog box. See “To find a user’s activation codes” on page 168.

11 Click OK in the Operation Completed Successfully dialog box.

To confirm that the new user is added, click Users in the left pane of Entrust/RA 
and look for the new user. Notice that Added appears in the State column. This 
indicates that the user is added to Entrust/PKI, but hasn’t created their Entrust 
profile. Before the user can start using Entrust-Ready applications, they must 
create their profile. See “The new user’s role: creating an Entrust profile” on 
page 171.

12 If you have recorded the activation codes, go to “Assembling and distributing 
items required by a new user” on page 170.

To find a user’s activation codes
1 Click Users in the left pane of Entrust/RA. If the right pane is blank, search for 

the user (see “Finding a user” on page 198).

 

Record the 
reference number 
and authorization 
code.
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2 Right-click the user, click Properties in the pop-up menu, and then click the 
Activation Codes property page.

Note: The date and time that the activation codes expire on also appear in the 
User Properties dialog box. Make sure you distribute these codes allowing 
enough time for the user to create their profile. For more information about 
activation code lifetime, see “Viewing activation codes and expiry dates” on 
page 105.

If you were adding a new user, return to Step 10 on page 168 and continue with 
that procedure.

You have now found a user’s activation codes.
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Assembling and distributing items required 
by a new user
After you add a user in Entrust/RA and record the activation codes, you can 
distribute the required items to the user.

Activation codes
Activation codes consist of a Reference Number and Authorization Code. These 
codes are generated after you add a user to Entrust/RA. A new user needs these 
codes to create their Entrust profile in their Entrust-Ready software. If you have 
not yet added a user and recorded these codes, see “Adding a user” on 
page 162.

Entrust-Ready software 
Depending on your organization’s deployment of Entrust/PKI, the Entrust-Ready 
software you must distribute to each user you add to Entrust/PKI will vary. For 
example, if your organization plans to use Entrust/Entelligence 6.0, you may 
distribute the CD-ROM containing this software.

Note: A user may already have Entrust-Ready software installed on their 
computer—for example, when a new employee uses a system formerly used by 
another employee. In this case, the new user needs only the activation codes and 
new entrust.ini to get started.

The entrust.ini file
The user needs the entrust.ini file that was created when Entrust/Authority was 
installed on the Entrust/Authority server. If you’re not working on this server, ask 
the individual (Master User or Security Officer) who manages the server to give 
you a copy of the file.

By default, the entrust.ini file is located in the Programs folder on the drive where 
Entrust/Authority installed. Copy this file to a shared directory on a network drive 
or to a diskette.

After you distribute the items described above, your administrative task is 
complete. It is now the responsibility of the user to use the items to “activate” 
their profile. Now go to “The new user’s role: creating an Entrust profile” on 
page 171.

To confirm that the user has created their Entrust profile, see “Confirming that a 
user has created their profile” on page 172.
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The new user’s role: creating an Entrust 
profile
The user should now install the Entrust-Ready software (if they don’t have 
software installed on their system already), the entrust.ini file, and enter the 
activation codes to complete the process.

The procedures that follow explain how the user creates their profile. This is 
accomplished in three basic steps:

1 The user saves the entrust.ini file to their hard drive.

Depending on the Windows platform, the user will install the entrust.ini file in 
their Winnt folder, Win95 folder, Win98 folder, or in the folder in which their 
Entrust-Ready software executable file resides.

2 The user installs Entrust/Entelligence or the Entrust-Ready software on their 
computer.

For complete information about installing Entrust client software and creating 
your Entrust profile, see Entrust/Entelligence 6.0 Quick Start Guide, 
Entrust/Entelligence 6.0 Online Help, or Entrust/Entelligence help for 
Macintosh. For other Entrust-Ready applications, refer to the documentation 
supplied with the software.

3 The user types in the activation codes to create their Entrust profile.

During the software installation—or when the user first attempts to log in—they 
must type in the activation codes to create their Entrust profile.
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Confirming that a user has created their 
profile
You can confirm the state of the new user in Entrust/RA. After the user creates 
their Entrust profile, the state changes from Added to Active.

If you already have Entrust/RA running, find, then right-click a user and click 
Refresh to make sure you have the most up-to-date information.

The user’s 
state should 
now read 
“Active”.
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Adding existing Directory entries to 
Entrust/PKI

You can add a user to Entrust/RA from an existing Directory entry using 
Entrust/RA. The procedure below describes how to add users one at a time. If 
your organization deploys Entrust/PKI and plans to use your existing Directory, 
and needs to add large numbers of users in a single step, add the users in bulk as 
described in “Adding users in bulk using default settings” on page 262.

To add a user from the Directory
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Click Users > Find > By Directory Attributes.

The Find Users by Directory attributes dialog box appears. 

3 Click Person in the Type list.

Note: When using Active Directory of Windows 2000, Person does not appear 
in the list. With Active Directory, the default end user type is User. Also, the 
Entrust users, Non-Enrust users, and Both options do not appear (Step 5 below).

4 Type attributes in the attribute fields if you want to find a particular entry. Type 
an asterisk in each of the four fields to search for all entries. Asterisks may also 
be used in combination with characters in any of the fields to narrow the search.
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Note: Performance improves substantially when you include specific search 
information. When you specify broad search information, the total number of 
users that can be returned is limited according to the number specified in the 
Entrust/RA options under File > Preferences.

5 Click Non-Entrust users.

6 Choose a searchbase in the Searchbase list. If no searchbases are defined, the 
default searchbase will be your Certification Authority’s entry in the Directory. 

See “About searchbases” on page 135 for information about creating and using 
searchbases.

7 Click Find.

When the operation is complete, all found entries are listed in the right-pane of 
Entrust/RA. Notice that the state for each entry reads Non-Entrust.

8 Right-click an entry and click Add in the pop-up menu. This will add a user with 
default properties. To review those properties before you add the user, right-click 
an entry and click Properties in the pop-up menu.

9 If the Authorization Required dialog box appears, type the required passwords 
into each field and click OK.

10 The Operation Completed Successfully dialog box appears. Click OK.

You have now added a user from the Directory in Entrust/RA.
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Adding a Web server to Entrust/PKI
If you have entered Entrust Web license information, you can add a Web server 
to Entrust/PKI just as you add a new user. The process is identical, with the 
exception of the attribute information you must provide.

Note: To add another type of hardware device, the template definition file can 
be edited to include the Hardware user type. For information about how to do 
this, see the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 
on Windows.
You can also add and enable WAP servers and devices using Entrust/PKI 6.0. In 
order to do so, however, you must install a WAP server or device. For information 
about how to set up Entrust/PKI 6.0 accordingly, consult the 
Entrust/WAPConnector 5.1 documentation.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add the Web server to Active Directory using the Active Directory Users and 
Computers tool on Windows 2000. Once the server is added to Active Directory, 
you can find the server by Directory Attributes and add the server to Entrust/PKI 
(see “Adding existing Directory entries to Entrust/PKI” on page 173).

To add a Web server to Entrust/PKI
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click Users > New User.

The New User dialog box appears.
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3 In the Naming property page, Person appears first in the Type list, by default. 
Click the arrow and choose Web Server.

4 Type the server’s name in the Name field (see “Special characters in names” on 
page 163). By default, this attribute is required.

Note: The information required in the Naming property page may differ from 
those described in this procedure if a Security Officer or administrative user has 
modified the template definition file. Contact a Security Officer if you have any 
questions about the contents of this dialog box.

5 Type a description of the server in the Description field. By default, this attribute 
is optional.

6 In the Add to list, select the searchbase under which to add the server. By default, 
CA Domain Searchbase is listed first and is often the top level searchbase in an 
organization. If you are uncertain about which searchbase to choose, check with 
a Security Officer.

For more information about searchbases, see “About searchbases” on page 135.

7 Click the Certificate Info property page.

Click the arrow 
and choose 
Web Server.
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8 Click Category and select Web.

To assign the Web category to a user, you must have licenses for Web 
certificates. Otherwise, the Web category will not appear.

9 Click Web Server in the Type list.

10 If certificate extension fields are displayed, type the certificate extension variables 
into the fields. If you don’t have this information, or need additional information, 
contact a Security Officer.

Extension variables are defined in the master.certspec file. For information about 
this file and how it is used to define certificate extensions, see the “Customizing 
certificates” chapter in Administering Entrust/PKI 6.0 on Windows.

11 Click OK.

The Operation Completed Successfully dialog box appears. This dialog box 
displays the activation codes the person in charge of setting up the server needs 
to create the server’s Entrust profile.

12 Record the activation codes in the Operation Completed Successfully dialog box 
in a secure manner according to your organization’s deployment of Entrust/PKI.

Note: If you clicked OK in the Operation Completed Successfully dialog box 
without recording the activation codes, you can find these codes in the User 
Properties dialog box. See “To find a user’s activation codes” on page 168.

13 Click OK in the Operation Completed Successfully dialog box.

To confirm that the new server is added, click Users in the left pane of Entrust/RA 
and look for the server. Notice that Added appears in the State column.

Now that you have the activation codes, you’re ready to activate the server. For 
more information about setting up the Web server, see the 
Entrust/WebConnector 5.1 Administrator’s Guide.

 

Record the reference 
number and 
authorization code.
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Adding a user with customized 
properties

The template definition file determines the information you can include for each 
user you add to Entrust/PKI—including information included in the certificate, 
the Directory, and the Entrust/Authority database. A Security Officer or 
administrative user with sufficient permissions is responsible for maintaining and 
distributing this file.

The New User dialog box includes four property pages. To add a user with 
customized properties, you will select options from each of these pages:

• The Naming property page lets you add a user, type attributes, and assign a 
searchbase to the new entry. You can also view the current entry’s DN. See 
“Creating an active Entrust profile in Entrust/RA” on page 189.

• The General property page lets you assign a role and choose groups for the 
user. See the “Customizing Entrust/PKI” chapter in Administering 
Entrust/PKI 6.0 on Windows and “Setting up and administering groups” on 
page 144.

• The Certificate Info property page lets you choose certificate categories, 
types, and extensions. For more information, see the “Customizing 
certificates” chapter in Administering Entrust/PKI 6.0 on Windows.

• The Key Update Options property page includes settings pertaining to key 
lifetime and key expiry dates. See “Setting key expiry dates” on page 220.

For more information about adding a user using bulk processing, see 
“Administering multiple users” on page 249.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000. Once the users are added to Active Directory, you can 
find the users by Directory Attributes and add the users to Entrust/PKI (see 
“Adding existing Directory entries to Entrust/PKI” on page 173). You can then 
view and change their user properties (see “Viewing and changing user 
properties” on page 214).

To add naming information
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Click Users > New User.
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The New User dialog box appears. 

3 Select Person in the Type list.

4 Type the user’s first name in the First Name field. By default, this attribute is 
required.

Note: To add an attribute to the DN which is not western European (for 
example, Japanese), see “Entering international characters in distinguished 
names” on page 411.

5 Type the user’s last name in the Last Name field. By default, this attribute is 
required.

6 Type the user’s serial number (for example, the employee number) in the Serial 
Number field. By default, this attribute is optional.

Depending on your organization, the serial number may not be the employee 
number. Check with a Security Officer if you’re not sure about what number to 
type here.

7 Type the user’s e-mail address in the Email field. 
179CHAPTER 5
Administering individual users



180
To let users send encrypted e-mail using Entrust-Ready and S/MIME-compatible 
e-mail applications, the Alternate Identity value under Security Policy in the tree 
view must read either “mail” or “rfc822mailbox”. The default setting is “mail”. 
For more information, see “Setting the E-mail attribute” on page 127.

8 In the Add to list, select the searchbase under which to add the user. By default, 
CA Domain Searchbase is listed first and is often the top-level searchbase in an 
organization.

Make sure that you locate users that are likely to require contact under a 
common searchbase (for instance, CA Domain Searchbase) or under searchbases 
that are linked and that users can search. If you locate two users under unlinked 
searchbases, when a user attempts to find another user (to send an encrypted 
e-mail, for example) the first user will receive an error message stating that the 
user cannot be found. If there are a large number of searchbases set up and you 
are uncertain about which searchbase to choose, contact a Security Officer.

For more information about searchbases, see “About searchbases” on page 135.

9 Click Show DN to view the current DN.

The distinguished name (DN) is the complete name of a Directory entry. The 
distinguished name includes the relative distinguished name (RDN) of the entry 
and the RDNs of each of the entries that lie directly between it and the root of 
the tree. The RDN is an attribute type and value that uniquely identifies an entry 
at its level of the Directory.

10 Click Create profile if you want to activate the user’s Entrust profile in one step. 
Only administrative users with sufficient permissions can do this. Administrative 
users without sufficient permissions will not see this check box.

Note: This is not a mandatory step in the ordinary addition of a new user in 
Entrust/PKI. For more information about the Create profile check box, see “To 
create an active Entrust profile in Entrust/RA” on page 190.

11 Click the General property page to specify role and group information.
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To specify role and group information
1 Click the General property page.

2 Select End User in the User role list.

Note: If you have created custom roles for single-key-pair users or for users who 
will be allowed to export their profile, and are creating a new user in one of these 
roles, select that role in the User role list.

3 If you wish to add the user to all existing and future groups, select All groups and 
continue with Step 6.

To add the user to a specific group or number of groups, go to Step 4.

4 In the Available list, select a group and click Add.

For information about groups, see “Setting up and administering groups” on 
page 144.

The group is added to the Assigned list.

5 Repeat Step 4 as many times as required to add the user to more than one group.

To add non-
administrative 
users, choose
End User.
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6 Click the Certificate Info property page to continue.

To specify certificate extension information
1 Click the Certificate Info property page.

2 Choose a category type (Enterprise or Web) in the Category list. The contents of 
this list depend on the number of licenses you purchase; you may see fewer or 
more than these three types.

3 Click a certificate type in the Type list.

Security Officers can create specialized certificate types for each certificate 
category. For more information about certificate types, see the “Customizing 
certificates” chapter in Administering Entrust/PKI 6.0 on Windows.

Note: If you are creating a user who will be allowed to export their profile to 
PKCS #12 format, you must select the Export certificate type to allow profile 
export. For more information, see “Allowing profile export” on page 245.
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4 If Certificate Extension fields are displayed, type the certificate extension 
variables into the Certificate Extension fields. If you don’t have this information, 
or need additional information, contact a Security Officer.

Extension variables are defined in the master.certspec file. For information about 
this file and how it is used to define certificate extensions, see the “Customizing 
certificates” chapter in Administering Entrust/PKI 6.0 on Windows.

If there are no other fields displayed, go to Step 5 on page 183.

Note: The Key Update Options property page lets you set key lifetimes and key 
expiry dates. In most organizations, the default values are used. To set key 
lifetimes other than those selected by default, see “To set key lifetime and expiry 
dates” on page 221.

5 Click OK to complete the procedure.

Adding multiple e-mail addresses for a user
In Entrust/RA you can input more than one e-mail address for a user. This can be 
useful, for instance, if the user has a home and a work e-mail address.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000. Once the users are added to Active Directory, you can 
find the users by Directory Attributes and add the users to Entrust/PKI (see 
“Adding existing Directory entries to Entrust/PKI” on page 173). You can then 
view and change their user properties (see “Viewing and changing user 
properties” on page 214).

To specify multiple e-mail addresses when creating a user
1 In Entrust/RA, click Users > New User. The New User dialog box appears. 

2 Enter information about the user, such as first name, last name, and so on.

3 In the Email field, type in each e-mail address for the user. Enclose each address 
in double quotes and separate each address with a space. For instance:

“email=pat.jones@entrust.com” “email=pjones@anotheraddress.com”

After a user has been created, you can use the same method to input additional 
e-mail addresses for the user. 

To specify multiple e-mail addresses for an existing user
1 Double-click on the user’s entry in the users list.
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2 In the General property page for the user, input the additional addresses in the 
e-mail (subjectAltName) field. Enclose each address in double quotes and 
separate each address with a space. For instance:

“email=pat.jones@entrust.com” “email=pjones@anotheraddress.com”

Alternate method of specifying multiple e-mail addresses
You can also input additional e-mail addresses for a user from the Directory 
Browser. See the “Other administrative tasks” chapter in Administering 
Entrust/PKI 6.0 on Windows.
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Adding single-key-pair users
In Entrust/PKI 6.0, you can create Entrust users with only one key pair in their 
Entrust profile, instead of two key pairs. These users are referred to as 
“single-key-pair users”. The single key pair is used for encryption, decryption, 
verification and signing operations.

For more information on Entrust’s single-key-pair model, see “Using a single key 
pair” on page 35.

When to create single-key-pair users
You create single-key-pair users when your users need to interoperate with 
third-party S/MIME clients, which don’t interoperate with dual key pairs.

When not to create single-key-pair users
There are several circumstances in which Entrust Technologies recommends that 
you do not create single-key-pair users:

• When non-repudiation is essential, since the dual-usage private key will be 
backed up in order to enable key recovery.

• When the user is an administrative user. While users of any role can be 
single-key-pair users, non-repudiation is essential for administrative users.

• When the certificate type is not Default. While certificate types such as 
Timestamping Agent and ProfileServer can be used to create single-key-pair 
users, non-repudiation is essential for these certificate types.

• When your users need to interoperate with Entrust-Ready applications 
compatible with releases prior to Release 6.0. Single-key-pair users created 
in Entrust/PKI 6.0 are not compatible with these applications. For example, 
a dual-key-pair user using a 5.x–compatible Entrust-Ready application would 
be unable to encrypt for a single-key-pair user created in Entrust/PKI 6.0, 
because it would not recognize the single-key-pair user’s certificate in the 
Directory as a valid certificate.

• When the user may need to be exported to an older Entrust/PKI. 
Import/export and archive/retrieve are supported for single-key-pair users, 
but single-key-pair users created in Entrust/PKI 6.0 are not compatible with 
pre-6.0-compatible Entrust-Ready applications.

• When the user is using a smartcard or token, because the use of these 
hardware devices is not supported for single-key-pair users.
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Creating single-key-pair users
You can create a single-key-pair user by

• creating a new user (see “To create a single-key-pair user” on page 186)

• changing a dual-key-pair user into a single-key-pair user (see “To change a 
dual-key-pair user into a single-key-pair user” on page 186)

You can also change a single-key-pair user into a dual-key-pair user (see “To 
change a single-key-pair user into a dual-key-pair user” on page 187).

To create a single-key-pair user
1 Create a new user policy for single-key-pair users. It is recommended that a new 

user policy be created based on the existing End User policy. The user policy must 
include the following policy settings: 

• Set Number of key pairs to 1

• Set Digital signature algorithm to either RSA-1024 or RSA-2048. 

This step must be performed by a Security Officer (or other administrative user 
with appropriate permissions). To learn how to edit a user policy, see “Setting 
Entrust/PKI user policies” in Administering Entrust/PKI 6.0 on Windows.

Attention: If you choose an algorithm other than RSA-1024 or RSA-2048, users 
you create with this user policy will not be able to create their Entrust profile. Of 
the available algorithms, only RSA supports both encryption and signing.

2 Create a new user role and associate the single-key-pair user policy with it. It is 
recommended that a new role be created based on the existing End User role. An 
administrative user can perform this step. To learn how to create a new role, see 
“Creating a role” in Administering Entrust/PKI 6.0 on Windows.

3 Create new users and assign them the single-key-pair role. An administrative user 
can perform this step. To learn how to create new users, see “Adding a user to 
Entrust/PKI” on page 162.

To change a dual-key-pair user into a single-key-pair user
Do one of the following:

• Change the dual-key-pair user’s role to the role you have specified as a 
single-key-pair user role (see “Viewing and changing user properties” on 
page 214).

• Edit the user policy associated with the role shared by all users you want to 
change to single-key-pair users. You must set Number of key pairs to 1 and 
Digital signature algorithm to either RSA-1024 or RSA-2048. 
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Attention: If you choose an algorithm other than RSA-1024 or RSA-2048, users 
you create with this user policy will not be able to create their Entrust profile. Of 
the available algorithms, only RSA supports both encryption and signing.

To learn how to edit a user policy, see “Setting Entrust/PKI user policies” in 
Administering Entrust/PKI 6.0 on Windows.

Attention: The second method affects every user of every role that uses the 
modified user policy, as well as every role you assign the modified user policy to 
in the future.

For this change to take effect in the user’s profile, you must wait until the user’s 
keys update automatically (see “Automatic key update” on page 220), unless 
you take one of the following actions:

• Update the user’s key pairs (see “To update key pairs” on page 236).

• Recover the user’s keys (see “Recovering a user’s keys” on page 210).

• Initiate a DN change for the user (see “Changing a DN” on page 238).

Before changing the user from a dual-key-pair user to a single-key-pair user, you 
can also revoke the user’s encryption certificate or update the user’s keys. This 
will ensure that the Entrust-ready application generates a new key pair for the 
user and requests a new dual-usage certificate from Entrust/Authority. See 
“Revoking certificates” on page 226 and “Updating a user’s key pairs” on 
page 236.

To change a single-key-pair user into a dual-key-pair user
Do one of the following:

• Change the single-key-pair user’s role to the role you have specified as a 
dual-key-pair user role (see “Viewing and changing user properties” on 
page 214). An administrative user can perform this task. With this method, 
you can change only one user at a time.

• Edit the user policy associated with the role shared by all users you want to 
change to dual-key-pair users by setting Number of key pairs to 2. To learn 
how to edit a user policy, see “Setting Entrust/PKI user policies” in 
Administering Entrust/PKI 6.0 on Windows. A Security Officer (or other 
administrative user with appropriate permissions) must perform this task. 
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Attention: The second method affects every user of every role that uses the 
modified user policy, as well as every role you assign the modified user policy to 
in future.

For this change to take effect in the user’s profile, you must wait until the user’s 
keys update automatically (see “Automatic key update” on page 220), unless 
you take one of the following actions:

• Update the user’s key pairs (see “To update key pairs” on page 236).

• Recover the user’s keys (see “Recovering a user’s keys” on page 210).

• Initiate a DN change for the user (see “Changing a DN” on page 238).
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Creating an active Entrust profile in 
Entrust/RA

Security Officers and administrative users with special permissions can create 
activated Entrust profiles for new users. When you do so, you don’t have to 
distribute activation codes to the user and wait for the user to create their profile 
using their client software (for example, Entrust/Entelligence 6.0). The profile is 
immediately created—the user simply needs to enter their profile password to get 
started.

Create active Entrust profiles in any of the following situations:

• to add users who will keep their Entrust profile on diskette (or token, see 
“Saving an Entrust profile on a token” on page 193)

• to prevent users from making errors when creating their Entrust profile

Summary of steps
The general steps you take to create an Entrust profile in Entrust/RA when you 
add a new user are as follows:

1 Add the user in Entrust/RA.

2 Select the Create profile check box.

3 Insert a diskette if you wish to store the Entrust profile on diskette.

To save the Entrust profile to a token, see “To save an Entrust profile to a token” 
on page 195.

4 Select Create desktop profile or Create roaming profile depending on the type 
of profile you want (these options only appear if an Entrust/Roaming Server is 
installed and running).

5 Type the user’s profile name and save the profile to a location on disk or diskette.

6 Ask the user to type in a password.

7 Save the Entrust profile to the smart card, token, or diskette and give it to the 
user.

The Entrust profile is protected by the password. If the user loses or forgets the 
password, the Entrust profile is unusable and you will have to recover the user. 
For more information, see “Recovering a user’s keys” on page 210.
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Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000. Once the users are added to Active Directory, you can 
find the users by Directory Attributes and add the users to Entrust/PKI (see 
“Adding existing Directory entries to Entrust/PKI” on page 173).

To create an active Entrust profile in Entrust/RA
1 Log in to Entrust/RA as a Security Officer or as an administrative user with 

appropriate permissions to create activated Entrust profiles. See “Logging in to 
Entrust/RA as an administrative user” on page 117.

2 Click Users > New User.

The New User dialog box appears.

3 Fill in all the information fields in the dialog box, and then select Create profile 
and click OK. For more information about the First Name, Last Name, Serial 
Number, and Email attribute fields, see “To add a user” on page 165.
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Note: If the Create profile check box does not appear in the dialog box, you do 
not have sufficient administrative permissions to perform this task. Contact a 
Security Officer.

The Create profile dialog box appears.

4 Do one of the following:

• Click Create desktop profile to create a profile for a regular desktop user.

• Click Create roaming profile to create a profile for a roaming user (if 
available).

These options only appear if an Entrust/Roaming Server is installed and running.

5 In the Name field, type an Entrust profile name, that is, their full name.

6 In the Location field, specify a location for the Entrust profile, or accept the 
default. Click Browse to choose a location.

7 In the Password field, type or ask the user to type a password.

Click Password Rules to view rules about passwords.

8 In the Confirm field, retype or ask the user to retype the password and click OK.

Record the password securely and give it to the user. The user needs this 
password to access their Entrust profile.

9 The Operation Completed Successfully dialog box appears stating that the user 
is created. Click OK.

10 Give the user the Entrust profile (and, if you entered a password for the user, 
provide the password).

Type the Entrust 
profile name here, 
including the user’s 
first name and last 
name.
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You have now created an active Entrust profile. Note that the user’s state reads 
Active in Entrust/RA.
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Saving an Entrust profile on a token
An administrative user with sufficient permissions can save a user’s Entrust profile 
on a hardware token. 

Note: In order to do save a user’s Entrust profile on a token, the administrative 
user’s profile must reside on the workstation. An administrative user cannot 
occupy a token reader slot if they intend to create and store the new user’s 
Entrust profile on a token. This is true regardless of the number of token slots on 
the device. Additionally, Entrust/RA 6.0 does not provide for the inclusion of 
more than one token reader per workstation.

PKCS #11 v1 and PKCS #11 v2 tokens
Entrust/PKI 6.0 lets you store an Entrust profile on both PKCS #11 v1 and PKCS 
#11 v2 tokens. PKCS #11 v1 and PKCS #11 v2 tokens are handled in much the 
same way. PKCS #11 v2 tokens, however, provide for the inclusion of a master 
override password in addition to the user password. This is called the “Security 
Officer” password. Do not confuse this Security Officer password with the 
Security Officer role found in Entrust/PKI 6.0.

By default, PKCS #11 v2 tokens do not include a Security Officer password, but 
you can add one using a third-party tool. Consult your token device 
manufacturer’s documentation about how to set this password.

Using new and used tokens
You can save an Entrust profile to a new or used PKCS #11 v1 or PKCS #11 v2 
token. When you save an Entrust profile to a token, the file is assigned a .tkn file 
extension instead of the customary .epf file extension.

Table 10 shows how new and used tokens are handled by Entrust/PKI 6.0 when 
you attempt to save an Entrust profile to a PKCS #11 v1 or v2 token.

Table 10: Saving a profile to a new or used PKCS #11 v1 or v2 token

PKCS version New token Used token

PKCS #11 v1 Choose any password. Choose any password.

PKCS #11 v2 Choose any password. Must use existing password
OR
use existing Security Officer 
password and any user 
password
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Note: Depending on the token vendor, you may have to initialize the token 
before you can save an Entrust profile to it. Consult your token vendor’s 
documentation for more information on this matter.

Hardware token libraries
When you install an Entrust-ready token reader, the designated setting is 
automatically updated in the entrust.ini file. If, however, you install a token 
reader that is not Entrust-ready, you may also have to install the libraries and edit 
the entrust.ini manually. To update the entrust.ini file manually (or simply to 
confirm that the correct hardware token library is used with the corresponding 
PKCS #11 v1 or v2 device), add the following path and library name to the 
[Entrust Settings] section:

Ways to save an Entrust profile to a token
There are three ways to save an Entrust profile to a token:

• from the Entrust/RA 6.0 Login dialog box (see “To save an Entrust profile to 
a token”)

• when you add a user in Entrust/RA via the Create Profile check box

• by right-clicking a user in Entrust/RA and clicking Create Profile in the 
pop-up menu

Note: Compatibility between Entrust/PKI 6.0 and third-party tokens is subject 
to change. For information about tokens that can be used to store an Entrust/PKI 
6.0 Entrust profile, visit www.entrust.com.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000. Once the users are added to Active Directory, you can 
find the users by Directory Attributes and add the users to Entrust/PKI (see 
“Adding existing Directory entries to Entrust/PKI” on page 173). Then a profile 
can be created.

PKCS #11 version entrust.ini setting 

v1 CryptoLibraryNT=<path to library name>

v2 CryptoV2LibraryNT=<path to library name>
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To save an Entrust profile to a token
1 Log in to Entrust/RA as a Security Officer or as an administrative user with 

appropriate permissions. See “Logging in to Entrust/RA as an administrative 
user” on page 117.

2 Click Users > New User.

The New User dialog box appears.

3 Fill in all the information fields in the dialog box, then select Create profile, and 
click OK. For more information about the First Name, Last Name, Serial Number, 
and Email attribute fields, see “To add a user” on page 165.

Note: If the Create profile check box does not appear in the dialog box, you do 
not have sufficient administrative permissions to perform this task. Contact a 
Security Officer.
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The Create profile dialog box appears.

4 Do one of the following:

• Click Create desktop profile to create a profile for a regular desktop user.

• Click Create roaming profile to create a profile for a roaming user (if 
available).

These options only appear if an Entrust/Roaming Server is installed and running.

5 In the Name field, type an Entrust profile name (that is, the full name).

6 In the Location field, specify a location for the Entrust profile, or accept the 
default. Click Browse to choose a location.

7 Select Store profile on hardware token.

8 In the Password field, type or ask the user to type a password.

Click Password Rules to view rules about passwords.

Note: If you type the password for the user, record the password securely and 
give it to the user. The user needs this password to access their Entrust profile.

9 In the Confirm field, retype or ask the user to retype the password, and click OK.

Depending on the state of the token and PKCS #11 version, one of the following 
things will happen:

• if you’re using a new PKCS #11 v1 token, a message appears stating that the 
.tkn file is successfully saved to the token.
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• if you’re using a new or used PKCS #11 v2 token, a dialog box appears where 
you must enter the Security Officer password.

You have now saved a user’s profile to a token.
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Finding a user 
Using Entrust/RA, you can find users in both the Entrust/Authority database and 
the Directory, based on database or Directory information, as follows:

• by Entrust properties, including distinguished name (DN), role, group, and 
others

This operation finds users that reside in the Entrust/Authority database.

• by Directory attributes, for example, name and serial number

This find operation finds users that reside in the Directory.

You can also choose the maximum number of users or devices to find and display 
in Entrust/RA. For example, you may want to set a limit on the number of users 
that are returned when searching on a common name in a large organization. For 
details about how to set this value, see the “Other administrative tasks” chapter 
in Administering Entrust/PKI 6.0 on Windows.

Note: You can also find users in the Directory using the Find dialog box in the 
Directory Browser (see the “Other administrative tasks” chapter in Administering 
Entrust/PKI 6.0 on Windows).

Finding users with special characters
To find a user with names that include special characters (including commas or 
dashes) type the characters as they appear in the name in the Directory. For 
instance, if the Entrust/Authority database or Directory includes a user listed as 
“Drew”, include the quotation marks around the name. If you search for Drew 
without quotation marks, you won’t find this name.

Optionally, you can use wildcards. Add an asterisk (*) with a partial search string 
to find users that include the search string information. For example, type *Dr* 
to find all entries named “Andrew” and “Drew”. Type Dr* to exclude Andrew 
and find only entries beginning with the letters “D” and “r”.

Finding a user by Entrust properties
You can find a user in the Entrust/Authority database through the Find Users by 
Entrust Properties dialog box. This dialog box includes the following criteria:

• Distinguished Name (DN): a DN is usually made up of a user’s name, 
organization, and country. For example: cn=Sam Gadoury, o=Your 
Company, c=US.

• State: for example, Added.

• Role: for example, Directory Administrator.
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• Group: the list of groups will vary depending on the number of groups added 
to Entrust/PKI.

• Certificate Category: for example, Enterprise.

• Certificate Type: for example, Timestamping Agent.

• Attribute Certificates: allows you to find users with attribute certificates, 
without attribute certificates, or regardless of whether they have attribute 
certificates, for example, <With>.

If you enter search information in the Find Users by Entrust Properties dialog box 
and then want to revert to the original “blank” fields, click Reset.

To find a user by Entrust properties
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

Entrust/RA appears.

2 Click Users > Find > By Entrust Properties.

The Find Users by Entrust Properties dialog box appears. 
199CHAPTER 5
Administering individual users



200
3 Type a DN in the DN field. Type a single asterisk in the DN field for any of the 
following reasons:

• if you don’t know the DN of the user you want to find

• if you are searching for multiple users with different DNs

• to find all users

Note: To find a DN that is not western European (for example, Japanese), see 
“Entering international characters in distinguished names” on page 411.

4 Choose a state in the State list. Choose < Any > to search for users in any state.

5 Choose a role in the Role list. Choose < Any > to search for users with any role.

6 Choose a group in the Group list. Choose < Any > to search for users in any 
group.

7 Choose a certificate category in the Certificate Category list. Choose < Any > to 
search for users in any certificate category.

8 If certificate types are available, choose a type in the Certificate Type list.

9 Choose an attribute certificate in the Attribute Certificates list. Choose < Any > 
to search for users with any attribute certificate.

10 Click Find.

A dialog box appears stating that the operation has been completed successfully. 
It also lists the number of users found that meet your search criteria.

11 Click OK.

All found users display in the right pane of Entrust/RA.

Finding a user by Directory attributes
You can find Directory entries (that is, users in the Directory) and display them in 
the Entrust/RA window.

The ability to search for Directory entries from Entrust/RA is an excellent way of 
adding users in the Directory. For example, if your organization deploys 
Entrust/PKI and wants to use an existing Directory, you don’t have to add each 
user to Entrust/RA one at a time. You can simplify the process by finding a 
non-Entrust entry and adding the user to Entrust/PKI in a single step.

The Directory attributes you can find depend on the user type and the attributes 
that administrative users include for every user added to Entrust/PKI.

Also see the “Other administrative tasks” chapter in Administering Entrust/PKI 
6.0 on Windows.
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To find a user by Directory attributes
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Click Users > Find > By Directory Attributes.

The Find Users by Directory attributes dialog box appears. 

3 Select a user type in the Type list.

Note: When using Active Directory of Windows 2000, Person does not appear 
in the list. With Active Directory, the default end user type is User. Also, the 
Entrust users, Non-Enrust users, and Both options do not appear (Step 6 below).

4 Type information in the attribute fields to define your search.

You can type an asterisk in each of the four fields to search for all users. 
Performance improves substantially when you include specific search 
information. When you specify broad search information, the total number of 
users that can be returned is limited according to the number specified in the 
Entrust/RA options and by the Directory.

If you enter information in the attribute fields and then want to revert to the 
original “blank” fields, click Reset.

5 Choose a searchbase in the Searchbase list. If no searchbases are defined, the 
default searchbase will be your Certification Authority’s entry in the Directory.

See “About searchbases” on page 135 for information about creating and using 
searchbases.

Type user 
information in the 
attribute fields.
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6 Select one of the following options:

• Entrust users, to find users who are added, deactivated, active, set up for key 
recovery, or set up for a DN change

• Non-Entrust users, to find Non-Entrust users (those users who have never 
been added) and users that were deactivated before they were activated

• Both, to find all users under the specified searchbase

7 Click Find.

A dialog box appears stating that the operation has been completed successfully.

8 Click OK.

All found entries display in the right pane of Entrust/RA.
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Saving a user list to file
You can save the results of a Find Users operation to file from Entrust/RA. 

By default, all Entrust administrative users may save user lists to file. However, 
depending on your company’s security policy, a particular administrative user 
may be able to find only End Users, and would be able to save only a list of End 
Users to file.

There are three steps to saving user lists:

• Specify what user information you want to save. See “Specifying information 
to save from a user list” on page 203.

• Generate a list of users to be saved to file. See “Generating a list of Entrust 
users” on page 205.

• Save the resultant user list to file. See “Saving a user list to a text file” on 
page 208.

Note: You can perform the first two steps in any order, but you must perform 
the first two steps before the third step.

Specifying information to save from a user 
list
You can save entire user lists to a text (.txt) file or choose specific information to 
save from the user list. You can specify this information before or after you 
generate a list of users.

To specify information to save from a user list
1 Log in to Entrust/RA as a Security Officer (for details, see the “Setting up 

administrative users” chapter in Using Entrust/PKI 6.0 on Windows).

2 Entrust/RA appears. Click File > Preferences.

3 The Preferences dialog box appears. Click the User List Save As tab.
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4 The User List Save As property page appears.

5 To save the entire user list to a text file, click Save all columns (the default 
choice).

If you want to save information from specific columns only, click Selected 
columns and clear the check boxes of those columns you don’t want to save to 
a text file. You can save information from the following columns in a user list to 
a text file:

• Distinguished Name (DN)

• State

• Role

• Group

• Category

• Attribute Certificates

6 Select Include column headings if you want column headings included at the top 
of the text file. Saving the column headings along with the user list may make 
your text file easier to read later.

7 Click OK.

You have now specified the user list information to be saved to a text file.
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Generating a list of Entrust users
You must generate a list of Entrust users before you save a user list to file. You 
generate a user list with the Find Users command.

Using Entrust/RA, you can generate a list of users in the Entrust/Authority 
database based on Entrust properties (for example, distinguished name [DN], 
role, and group) or on Directory attributes. The procedure outlined here for 
generating a user list is based on a search by Entrust properties. For complete 
details on generating user lists with Entrust/RA, see “Finding a user” on 
page 198.

There are two features in Entrust/PKI 6.0 relating to generating a list of Entrust 
users.

• The Find Users by Entrust Properties dialog box has a new Attribute 
Certificates drop-down list, enabling you to find users with attribute 
certificates, without attribute certificates, or regardless of whether they have 
attribute certificates.

• The User List has a new column called Attribute Certificates. This column 
displays attribute certificates that have been issued for each user in the user 
list.

For details on issuing attribute certificates, see “Issuing attribute certificates” on 
page 343.

You can generate a list of users in the Entrust/Authority database through the 
Find Users by Entrust Properties dialog box. This dialog box includes the 
following criteria that can help you narrow the scope of your search:

• Distinguished Name (DN): a DN usually includes a user’s name, organization, 
and country. For example: cn=Bob Smith,o=Your Company,c=US

• State: for example, Active

• Role: for example, Security Officer

• Group: the list of groups displayed will vary depending on the number of 
groups added to Entrust/PKI

• Certificate Category: for example, Enterprise

• Certificate Type: for example, Timestamping Agent

• Attribute Certificates: allows you to find users with attribute certificates, 
without attribute certificates, or regardless of whether they have attribute 
certificates, for example, <With>

Note: To find a user as described in the following procedure, make sure you type 
uppercase and lowercase characters as they appear in the user or device name. 
This is a case-sensitive operation.
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To generate a list of Entrust users
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Entrust/RA appears. Click Users > Find > By Entrust Properties.

3 The Find Users by Entrust Properties dialog box appears.

4 Type a DN in the DN field. As an alternative, you can type a single asterisk in the 
DN field for any of the following reasons:

• if you don’t know the DN of the user you want to find

• if you’re searching for multiple users with different DNs

• if you want to find all users

You can also use letters with an asterisk if you wish to enter a partial DN.

Note: To find a DN that contains non–western European characters (for 
example, a Japanese DN), see “Entering international characters in distinguished 
names” on page 411.

5 Select a state in the State drop-down list. Select < Any > to search for users in 
any state.
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6 Select a role in the Role drop-down list. Select < Any > to search for users that 
fill any role.

7 Select a group in the Group drop-down list. Select < Any > to search for users in 
any group.

8 Select a certificate category in the Certificate Category drop-down list. Select 
< Any > to search for users in any certificate category.

9 If certificate types are available, select a type in the Certificate Type drop-down 
list. This field will only be active if you selected a certificate category in the 
previous step. For example, if you selected Enterprise in the Certificate Category 
list, by default three certificate types are available: Default, Timestamping Agent, 
and Profile Server. For more information on certificate categories and types, see 
the “Customizing certificates” chapter of Administering Entrust/PKI 6.0 on 
Windows.

10 Select an option in the Attribute Certificates drop-down list. Select < With > to 
find only users who have attribute certificates; select < Without > to find only 
users who don’t have attribute certificates. Select < Any > to search for users 
regardless of whether they have attribute certificates.

11 Click Find.

A dialog box appears stating that the operation completed successfully. The 
dialog box also lists the number of users found that meet your search criteria.

12 Click OK.

A listing of the found users appears in the right pane of the Entrust/RA window. 

The information in the user list is divided into columns according to the properties 
in the Find Users by Entrust Properties dialog box. If a found user has existing 
attribute certificates, the labels of those certificates appear in the Attribute 
Certificates column. If a found user doesn’t have any attribute certificates, no 
information appears in the Attribute Certificates column for that user. Only 
Entrust administrative users with appropriate privileges can see the Attribute 
Certificates column.

You have now generated a list of Entrust users.
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Saving a user list to a text file
Once you have generated a user list and specified which information to save from 
the user list, you can save the user list to a text file. See “To save a user list to a 
text file” on page 208.

You can view saved user list text files using any text editor. Since the text file is 
tab delimited, you can also import it into a spreadsheet program for easier 
viewing. See “To view a user list saved to a text file” on page 208.

To save a user list to a text file
1 In Entrust/RA, click Users > Save As. As an alternative, you can right-click Users 

in the Entrust/RA tree view and click Save as in the pop-up menu.

2 The Save As dialog box appears.

3 Choose a destination folder and type a name for your user list file. An extension 
of .txt is automatically appended to the filename.

4 Click Save.

5 A dialog box appears stating that the user list has been successfully written to file. 
The dialog box also displays the path and filename. Click OK.

You have now saved a user list to a text file.

To view a user list saved to a text file
To view your saved user list, open the text file in a text editor or spreadsheet 
program.

If you view the file in a text editor, you may have to adjust the tabs so that the 
columns are aligned properly, as shown below.

If you open the file in a spreadsheet program, you can specify tab-delimited text, 
as shown below.
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You can also specify both tab- and comma-delimited text when you open the 
text file in a spreadsheet program. Since commas are used to delimit data within 
certain columns of the user list (for example, in the Distinguished Name [DN], 
Group, and Attribute Certificates columns), you can choose to have your 
spreadsheet program further separate the data into columns, as shown below.

In this case, you may not want to include column headings in your text file. For 
information on specifying what user information is saved in a text file, see “To 
specify information to save from a user list” on page 203.

You have now viewed a user list saved to a text file.
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Recovering a user’s keys
Recover a user’s keys when any of the following things happen:

• When a user forgets their password. This is the most common occurrence.

• When an Entrust profile is lost or damaged.

• When a user believes that their keys are compromised or that an attacker 
possesses their password or Entrust profile.

Note: A user’s keys should be revoked if key compromise is suspected. This 
ensures that a new key pair is generated. If the keys are not revoked, other users 
will encrypt for them with untrusted keys.

• When a user is set up to not have their key pairs automatically updated and 
their situation changes, for example, when a contractor’s contract is 
extended and you need to issue new keys for the extension period.

• When a user’s signing private key expires (which should rarely or never 
occur).

Recovering a user’s keys is a two-step process:

1 First, the administrative user changes the user state to Key Recovery in 
Entrust/RA. This generates new activation codes. The administrative user gives 
these to the user. See “Beginning key recovery” on page 210.

2 The user then types the activation codes in their Entrust-Ready application and 
recreates their Entrust profile to complete the procedure. When a user completes 
the key recovery process, the Entrust-Ready software creates a new signing key 
pair to replace the old one. See “Finishing the key recovery operation” on 
page 213.

Alternatively, you can create an Entrust profile for the user in Entrust/RA and give 
the user a password instead of the activation codes. See “To recover a user’s 
Entrust profile” on page 212.

Encryption key pairs
When you recover a user’s keys, the user doesn’t receive new encryption key 
pairs. Instead, Entrust/Authority sends the user’s Entrust-Ready application a 
copy of their encryption key pair history. 

Beginning key recovery
You can cancel key recovery at any time before the process is fully completed. 
For more information, see “Canceling key recovery” on page 213.
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To begin key recovery
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose keys you want to recover. See “Finding a user” on page 198.

3 Right-click a user and click Begin Key Recovery in the pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

The Operation Completed Successfully dialog box appears. This dialog box 
displays the activation codes the user needs to reactivate their Entrust profile.

5 Click OK.

The user state changes to Key Recovery in the State column.

Give these new activation codes to the user. The user needs these codes to 
complete the reactivation operation. When the user next logs in to their 
Entrust-Ready application, they will enter these codes to reactivate their Entrust 
profile. See “Finishing the key recovery operation” on page 213.

Activation codes are retained in Entrust/RA until the user has recovered their 
profile. To view these activation codes, see “To find a user’s activation codes” on 
page 168.

Recovering a user’s Entrust profile
If you have sufficient permissions, you can complete the key recovery process in 
a single step. The user need only enter a password (that you provide) to recover 
their Entrust profile.

Note: This feature is intended for non-human entities, such as Web servers or 
other hardware devices, or for users who store their Entrust profile on a token.

Record the 
reference number 
and authorization 
code.
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To recover a user’s Entrust profile
1 Log in to Entrust/RA as a Security Officer or as an administrative user with 

appropriate permissions. See “Logging in to Entrust/RA as an administrative 
user” on page 117.

2 Find the user whose keys you want to recover. See “Finding a user” on page 198.

3 Right-click the user and click Recover Profile in the pop-up menu.

The Recover profile dialog box appears.

4 Do one of the following:

• for a desktop user, click Create desktop profile (selected by default)

• for a roaming user, click Create roaming profile

These options only appear if an Entrust/Roaming Server is installed and running.

5 Type the user’s name in the Name field.

6 In the Location field, specify a location for the Entrust profile, or accept the 
default. Click Browse to choose a location.

7 In the Password field, type a password or have the user type the password.

Note: This password is very important. The user uses this password to access 
their activated profile. Choose a password that satisfies the password rules and 
give it to the user. See “Creating an active Entrust profile in Entrust/RA” on 
page 189.

8 In the Confirm field, retype (or have the user retype) the same password and click 
OK.
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9 Give the Entrust profile to the user.

You have now reactivated a user’s Entrust profile in one step. Notice that the user 
state in Entrust/RA has changed from Key Recovery to Active.

Canceling key recovery
You can cancel key recovery for a user if they have not reactivated their Entrust 
profile using the new activation codes. Canceling key recovery is done when 
either of the following events occur:

• the user restores their Entrust profile from backup copies

• the user remembers their password

• an administrative user has mistakenly selected the wrong user

To cancel key recovery
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose keys you want to recover. See “Finding a user” on page 198.

3 Right-click the user and click Cancel Key Recovery in the pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

The user state in Entrust/RA changes back to Active. You have now canceled the 
key recovery operation.

Finishing the key recovery operation
After you securely distribute the new activation codes to the user, your 
administrative task is complete. It is now the responsibility of the user to enter 
the activation codes in their Entrust-Ready software. 

For information about where to enter the new activation codes, see “The new 
user’s role: creating an Entrust profile” on page 171. 
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Viewing and changing user properties
You can view and change the properties for all users of Entrust/PKI at any time 
through the User Properties dialog box. The User Properties dialog box includes 
several property pages (the number depends on the user you select and the state 
of that user in Entrust/PKI). Each page displays unique properties, as follows:

• General: includes DN, subjectAltName, user role, groups, current and 
previous states, and dates added and activated

• Certificate Info: includes the certificate category and certificate type

• Certificate List: includes the usage, state, and expiry dates for the user’s 
encryption certificates, verification certificates and dual-usage 
(encryption/verification) certificates 

• Activation codes: includes the user’s latest Authorization code and Reference 
number as well as the date and time when these expire

• Key Update Options: includes key lifetime and expiry dates

• DN Changes: includes a complete list of all the DN changes the user has 
experienced as well as the date when these changes occurred

• Encryption OIDs: includes available and assigned encryption OIDs

• Verification OIDs: includes available and assigned verification OIDs

• Attribute Certificate List: includes the user’s attribute certificates

You might change a user’s properties for any number of reasons. For example, if 
a contract employee becomes a full-time employee, you will probably want to 
change the date on which their keys expire. As a contractor, this person’s 
certificates were not to be updated before expiring, and the certificate expiration 
dates matched the expiration date of the person’s contract. As a full-time 
employee, this person’s properties must change so that the keys are updated 
automatically before expire.

To view and change user properties
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose properties you want to change. See “Finding a user” on 
page 198.

3 Right-click a user and click Properties in the pop-up menu.
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The User Properties dialog box appears.

4 Click the property page that includes the properties you want to view and 
change.

Note: Your ability to change properties in this dialog box depends on the 
permissions assigned to your administrative role. For example, some 
administrative users may be able to change key update options, while other 
administrative users may not. For more information about roles and permissions, 
see the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

5 Change the properties and click Apply. Click Cancel to cancel the last change. 
Click OK to finish.
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6 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

You have now viewed and changed user properties.

Configuring the subjectAltName
The subjectAltName property provides alternate ways of identifying a user. 
Values entered in the E-mail (subjectAltName) field are added to the 
subjectAltName extension in a user’s certificates. The ways, or CHOICEs, by 
which a user can be identified with the subjectAltName include the following:

• otherName (for example, “otherName=type-identifier”, where type 
identifier is an ASCII hex DER encoding. The use of the type-identifier class 
is described in Annexes A and C of ITU-T Rec. X.681 | ISO/IEC 8824-2.)

• rfc822Name, an e-mail address format (for example, 
“rfc822Name=alice.jones@mycompany.com”)

• dNSName (for example, “dNSName=alicescomputer”, where 
alicescomputer is any IA5String that is a DNS name)

• x400Address (for example, “x400Address=16056275636B79, where 
16056275636B79 is any ASCII hex of an IA5String)

• directoryName (for example, “directoryName=cn=alice jones, o=my 
company, c=US”)

• ediPartyName (for example, “ediPartyName=16056275636B79, where 
16056275636B79 is any ASCII hex of an IA5String)

• uniformResourceIdentifier (for example, 
“uniformResourceIdentifier=http://www.mycompany.com”)

• iPAddress (for example, “iPAddress=111.111.111.111”)

• registeredID (for example, “registeredID=1.2.3.4.5”, where 1.2.3.4.5 is any 
valid OID)

Short forms of the variable names can be used when typing in the E-mail 
(subjectAltName) field. They are shown in the following table.

Variable name Short form

otherName other

rfc822Name email

dNSName dns

x400Address x400

directoryName dn
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To configure the subjectAltName
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose subjectAltName you want to configure. See “Finding a user” 
on page 198.

3 Right-click a user and click Properties in the pop-up menu.

ediPartyName edi

uniformResourceIdentifier uri

iPAddress ip

registeredID oid

Variable name Short form
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The User Properties dialog box appears.

4 Click the General property page.

5 Enter the desired values into the E-mail (subjectAltName) field.

Unless you specify otherwise, values you enter into the E-mail (subjectAltName) 
field correspond to the rfc822Name CHOICE of the subjectAltName extension. 
Values for the other CHOICEs may be entered into this field by specifying the 
CHOICE, surrounding the CHOICE in double quotation marks, and separating 
each CHOICE with a space. For example, if you want to include the OID 
1.2.3.4.5 in the registeredID CHOICE, and the IP address 111.111.111.111 in 
the iPAddress CHOICE, you would enter “registeredID=1.2.3.4.5” 
“iPAddress=111.111.111.111” in the E-mail (subjectAltName) field.

For any changes to take effect in the user’s profile, you must wait until the user’s 
keys update automatically (see “Automatic key update” on page 220), unless 
you take one of the following actions:

• Update the user’s key pairs (see “To update key pairs” on page 236).
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• Recover the user’s keys (see “Recovering a user’s keys” on page 210).

• Initiate a DN change for the user (see “Changing a DN” on page 238).

6 Click Apply. Click Cancel to cancel the last change. Click OK to finish.

You have now configured the subjectAltName.
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Determining key lifetimes 
Depending on the settings you have in the Security Policy property sheet, a 
Security Officer may have authorized administrative users to change the lifetimes 
of keys. If so, you should read this section and “Key lifetimes” on page 56. If you 
are authorized to set user key lifetimes, you should do this when you add users. 
See “Adding a user to Entrust/PKI” on page 162.

Note: It is important that you clearly understand when you should set key 
lifetimes and expiry date. When in doubt, consult a Security Officer.

Automatic key update
Automatic key update refers to the automatic and transparent generation of new 
key pairs for users before current key pairs expire. For information about how 
automatic key update works, refer to “Updating keys” on page 58.

Automatic key update means that administrative users do not have to be 
involved with issuing new key pairs to users when their key pairs expire. Because 
automatic key update occurs transparently, users do not have to understand that 
their key pairs need to be updated.

Most users in your organization should be set up to have automatic key update. 
There are certain types of users, however, who should not have automatic key 
update. For example, your security needs may dictate that contractors working 
for fixed periods of time in your organization should not have their keys updated 
automatically.

Check with a Security Officer regarding your organization’s key update policy. 
When in doubt, choose the default key update policy.

Setting key expiry dates
Users not requiring automatic key update can be set up so that their key pairs 
have a fixed lifetime with no automatic update. You set the expiry date, and the 
keys expire at midnight on that date. 

Typically, you would choose no key update for users who have a planned 
termination date (such as contractors or temporary employees) and for users 
working on special projects. For instance, you could set the expiry date of the 
encryption public key and the signing private key to coincide with the contract or 
project end date. After this date, the owner of the keys would no longer be able 
to log in to Entrust-Ready applications. In addition, other users would not be able 
to encrypt files for this user. 
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The expiry date of the verification public key should reflect the type of 
information that will be signed by the user. If the user is signing files that must 
be verifiable for a long time, the verification public key should be valid for this 
period of time. This way, the digital signature can be verified during the entire 
life cycle of the documents. For example, suppose an organization submits signed 
travel expenses online, and they are archived for auditing purposes. The lifetime 
of the verification public key should be at least as long as the audit period. 
Conversely, if the owner of the keys will be signing information that has a short 
lifetime, the lifetime of the verification public key need not extend much longer 
than that of the corresponding signing private key. Examples of such information 
may include e-mail messages and attachments. 

Once a verification public key expires, users can still use it to verify the signature. 
However, they will receive a warning explaining that the key has expired and that 
the signature should not necessarily be trusted.

You must include two dates: 

• the date the encryption public and signing private keys expire (the lifetime 
restrictions in Table 6 on page 57 apply)

• the date the verification public key expires (again, the lifetime restrictions in 
Table 6 on page 57 apply)

Note: A single-key-pair user’s certificate expiry and lifetime are controlled by 
the verification settings for certificate lifetimes in the Entrust/RA security policy 
settings. When the dual-usage certificate approaches expiry, the user’s key pair 
will be automatically updated (if the user policy is set for automatic key update). 
The previous dual-usage certificate will no longer be used for encryption. The 
decryption function of the previous dual-usage private key, however, does not 
expire; it can always be used to decrypt data that was encrypted using the 
previous dual-usage certificate.

To set key lifetime and expiry dates
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 If necessary, find the user whose properties you want to change. See “Finding a 
user” on page 198.

3 Right-click a user and click Properties in the pop-up menu.
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4 In the User Properties dialog box, click the Key Update Options property page.

5 To set key lifetimes manually, clear the Use default key update policy check box.

6 Click Set key lifetimes if you are setting key lifetimes rather than expiry dates.

7 Type a value in the Encryption public key lifetime box (for more information, see 
“Public-key cryptography” on page 23).

You can set the encryption public key lifetime from 2 to 60 months, in one-month 
increments. For more information about setting key lifetimes, see “Automatic 
key update” on page 220.

8 Type a value in the Verification public key lifetime box.

You can set the verification public key lifetime from 2 to 60 months, in 
one-month increments. For more information about setting key lifetimes, see 
“Automatic key update” on page 220.

9 Type a percentage value in the Signing private key lifetime field.

10 Click Set Key Expiry if you are setting key expiry dates rather than key lifetimes.
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11 Type the date when you want the encryption public key to expire in the 
Encryption public and signing private keys expire on field.

The key will expire at midnight on this date, as will the signing private key.

For more information about key expiry dates, see “Setting key expiry dates” on 
page 220.

12 Type the date when you want the verification public key to expire in the 
Verification public key expires on field and click OK. The key will expire at 
midnight on this date.

If you are adding a new user, you have now set key lifetime and expiry dates.

If, however, you are changing the key lifetime and expiry dates of an existing 
user, you will receive a message indicating that you must set the user up for key 
recovery. This user will require new certificates with the new expiry dates.

You have now set key lifetime and expiry dates.

Note: The decryption private key has no expiry date. This key is used to decrypt 
data encrypted with a matching encryption public key. If this key were to expire, 
you would not be able to decrypt data encrypted with the encryption public key. 
For more information, read “Public-key cryptography” on page 23.
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Deactivating and reactivating users and 
revoking certificates

Deactivating and revoking certificates are related tasks that, together, restrict 
users from using Entrust/PKI. Deactivating and revoking a user does not remove 
the user from the Entrust/Authority database, however. Users that have never 
been activated, or that have been archived, can be fully removed (see “To 
remove a user from the Entrust/Authority database” on page 234).

You can restrict a user from using Entrust in one of the following ways:

• You can deactivate them. When you deactivate a user, that user cannot use 
Entrust. This state can be temporary. Later, you can reactivate the user, 
assuming the certificates have not been revoked (for example, if the user has 
left the organization on maternity leave and will return).

The user limit count increases by one when you deactivate a user.

Once you have deactivated a user, they can be archived. Archiving a user 
removes their information from the Entrust/Authority database. For more 
information, see “Archiving and retrieving a user” on page 330.

When you deactivate a user without a key history, the user is automatically 
removed from the PKI.

See “Deactivating a user” on page 224 and “Reactivating a user” on 
page 225.

• You can deactivate them and revoke their certificates. You can choose to 
revoke all their keys or individual keys. The user can be reactivated at a later 
time. See “Revoking certificates” on page 226.

• Finally, if the user is without a key history, or has never been activated, you 
can remove them from the Entrust/Authority database as well. 

For information about how to delete a Directory entry, see the “Other 
administrative tasks” chapter in Administering Entrust/PKI 6.0 on Windows.

Deactivating a user 
When you deactivate a user, their Entrust information is removed from their 
entry in the Directory and they cannot log in to their Entrust-Ready application. 
A copy of the information is stored in the Entrust/Authority database so you can 
reactivate them later.

Note: If a user has been added but has not yet created their Entrust profile, 
deactivating them removes all of their user information, including the 
information in the Entrust/Authority database.
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Licenses
For each Enterprise user you deactivate, the number of available licenses for 
enabling new users in your organization increases by one. For example, if you 
have 1000 licenses and they are all in use, deactivating a user allows you to add 
one new user. The total number of licenses (1000) has not changed. For Web 
licenses, you cannot deactivate a Web user as a way to reuse Web licenses. One 
Web license is permanently used each time a Web certificate is issued.

To deactivate a user 
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user you want to deactivate. See “Finding a user” on page 198.

3 In the right pane in Entrust/RA, right-click the user and click Deactivate in the 
pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

The Operation Completed Successfully dialog box appears stating that the user 
was successfully deactivated.

5 Click OK.

You have now deactivated a user. Notice that the current user state has changed 
from Active to Deactivated.

Note: You can only reactivate a user if there is at least one unused license. If a 
user forgets their Entrust-Ready application password or loses their Entrust 
profile, or if their signing private keys have expired, you will need to set them up 
for key recovery.

Security Officers and administrative users with sufficient permissions can 
reactivate a user. Reactivating users returns them from the Deactivated to the 
Active state in Entrust/RA.

Reactivating a user
You can reactivate a user that has been previously deactivated to let the user 
begin using Entrust-Ready applications once again.

To reactivate a user 
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user you want to reactivate. See “Finding a user” on page 198.
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3 In the right pane in Entrust/RA, right-click a user and click Reactivate in the 
pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

A dialog box appears stating that the operation was completed successfully.

5 Click OK. 

You have now reactivated a user. Notice that the state has changed from 
Deactivated to Active in Entrust/RA.

Revoking certificates
Most users possess two kinds of user certificates: an encryption certificate and a 
verification certificate. To revoke a certificate, the user can be in any state. 
Depending on which key you revoke, the user will be unable to log in to Entrust 
or force a key update during login. Other users, too, may be restricted from 
encrypting for the user (see Table 12 on page 228).

Note: Single-key-pair users have a dual-usage certificate, which is used both for 
encryption and verification purposes. If you revoke the certificate of a 
single-key-pair user, the user will be unable to log in to Entrust, and other users 
may be restricted from encrypting for the user. For more information on 
single-key-pair users, see “Using a single key pair” on page 35 and “Adding 
single-key-pair users” on page 185.

You might revoke a user’s certificates when the user is no longer trusted, for 
example, if you suspect that their Entrust profile and password have been 
compromised by an attacker. You can also revoke certificates even when there is 
no suspicion of compromise (for instance, when a user’s DN changes).

You can revoke all or selected certificates. See “To revoke all user certificates” on 
page 231 and “To revoke a certificate” on page 229.
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When you revoke a user’s certificate you must choose a reason for revocation 
(see Table 11).

Table 11: Reasons for revoking a user’s certificates 

Reason Definition

On Hold The user has misplaced their smartcard or token, so the certificate may be 
in danger of compromise. 

Specifying this reason for revocation suspends the certificate.

If the user finds the card, you can take the certificate off hold. If the user 
doesn’t find the card, you can permanently revoke the certificates.

If you revoke the verification certificate, the user cannot log in. The user 
receives an error message when they attempt to do so.

Superseded The certificate has been replaced but there is no suspicion of compromise. 
Depending on your organization’s security policy, you may wish to revoke 
non-current certificates after a key update has occurred.

If you revoke the encryption certificate, a key update occurs when the user 
next logs in.

If you revoke the verification certificate, the user cannot log in. The user 
receives an error message when they attempt to do so.

Key Compromise The private key corresponding to the public key in the certificate has been 
compromised or is suspected to be compromised.

If you revoke the encryption certificate, a key update occurs when the user 
next logs in.

If you revoke the verification certificate, the user cannot log in. The user 
receives an error message when they attempt to do so.

Affiliation Change The name or location on the subject of the certificate has changed, but 
there is no suspicion of compromise. 

For example, your organization may have a policy to revoke the certificates 
in a user’s Entrust profile after a Change DN operation (in which new 
certificates are generated). In this case, you would specify the Affiliation 
Change revocation reason during the revocation operation. 

If you revoke the encryption certificate, a key update occurs when the user 
next logs in. This allows users to automatically complete a Change DN 
operation the next time they log in.

If you revoke the verification certificate (and there’s a change DN 
impending), the user cannot log in. The user receives an error message 
when they attempt to do so.
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Table 12 lists the messages a user will recieve when logging in to an Entrust client 
after one or more of their certificates have been revoked.

Cessation of 
Operation

The certificate is no longer needed for its original purpose, but there is no 
suspicion of compromise.

If you revoke the encryption certificate, a key update occurs when the user 
next logs in.

If you revoke the verification certificate, the user cannot log in. The user 
receives an error message when they attempt to do so.

Unspecified None of the other revocation reasons apply as to why the certificate was 
revoked.

You can clarify the revocation reason by adding a comment in the 
Certificate revocation comment field in the Revoke Certificate dialog box.

If you revoke the encryption certificate, a key update occurs when the user 
next logs in.

If you revoke the verification certificate, the user cannot log in. The user 
receives an error message when they attempt to do so.

Table 12: Log in messages received after certificate revocation  

Revocation 
reason1

Both certificates Verification certificate Encryption certificate

On Hold N/A. You cannot 
revoke both 
certificates for this 
reason. It is 
unavailable.

The user’s public or 
private key information 
is invalid.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

Superseded The user’s public or 
private key 
information is invalid.

The user’s public or 
private key information 
is invalid.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

Table 11: Reasons for revoking a user’s certificates (continued)

Reason Definition
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To revoke a certificate
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose certificate you want to revoke. See “Finding a user” on 
page 198.

Key Compromise The user’s public or 
private key 
information is invalid.

The user’s public or 
private key information 
is invalid.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

Affiliation Change Your signing certificate 
has been revoked. 
Please contact your 
Administrator to 
recover your profile.

Your signing certificate 
has been revoked. 
Please contact your 
Administrator to recover 
your profile.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

Cessation of 
Operation

The user’s public or 
private key 
information is invalid.

The user’s public or 
private key information 
is invalid.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

Unspecified The user’s public or 
private key 
information is invalid.

The user’s public or 
private key information 
is invalid.

Your Entrust profile has 
been automatically 
updated. If you have 
made any copies of 
your profile, DO NOT 
use those copies any 
more.

1. The results shown in this table depend on the state of CRL caching. If CRL caching is on, the most recent local CRL on 
disk isn’t affected until it expires and is updated (after which, the user will receive the log in messages shown in this 
table). When CRL caching is off, the most recent CRL is taken from directory at log in time and the results shown in the 
table occur immediately.
By default, CRL caching is enabled. To disable CRL caching, open the entrust.ini file and change the setting 
CrlCacheEnabled=1 to CrlCachEnabled=0 and save the file.

Table 12: Log in messages received after certificate revocation  (continued)

Revocation 
reason1

Both certificates Verification certificate Encryption certificate
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3 Right-click the user in the right pane of Entrust/RA and click Properties in the 
pop-up menu.

4 The User Properties dialog box appears. Click the Certificate List property page.

Note: Single-key-pair users have a dual-usage certificate, which is used both for 
encryption and verification purposes. Dual-usage certificates appear in the Usage 
column of the Certificate List property page as Encryption/Verification. For more 
information on single-key-pair users, see “Adding single-key-pair users” on 
page 185.

5 Right-click the certificate, click Revoke this certificate, then choose a revocation 
reason in the pop-up menu. See Table 11 on page 227 for the possible revocation 
reasons.

The Revoke Certificate dialog box appears.

6 Type a comment in the Certificate revocation comment field. Later, you can 
review this comment by clicking this user and then clicking the Certificate List 
property page (depending on the certificate revoked).

7 If you have selected Key Compromise as the revocation reason, type the date 
when the certificate was last known to be uncompromised (when you believe 
that the certificate was last trustworthy). Entrust-Ready applications will use the 
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date the key was last known to be uncompromised when verifying a signed and 
timestamped file. If the timestamp precedes the date when the certificate was 
last known to be uncompromised, the signed file is verified. See the 
Entrust/Timestamp 4.0 User Guide for more information about the Timestamp 
server.

8 Select Issue the CRL associated with this certificate if you want to immediately 
re-issue the CRL associated with this certificate. If you do not select this check 
box, the CRL is not updated immediately. The certificate revocation will not take 
effect until after the CRL expires and is updated. The CRL update period setting 
is defined in the Security Policy Administration Policy page.

If the CRL policy states that CRLs are always issued after certificate revocation, 
this option will be selected for you and grayed out, ensuring that the CRL is 
issued. Administrative users may be restricted when issuing CRLs. See 
“Certificate revocation lists (CRLs)” on page 61 for when administrative users 
can issue CRLs. 

When you revoke the certificates of a Security Officer or administrative user 
(including the defaults: Administrator, Directory Administrator, Auditor) Entrust 
Technologies suggests that you issue a new certificate revocation list (CRL) 
immediately. See “Issuing a new CRL after revoking a certificate” on page 233.

9 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

A dialog box appears confirming that the certificate is revoked. You have now 
revoked a certificate.

To revoke all user certificates
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose certificates you want to revoke. See “Finding a user” on 
page 198.

3 In the right pane in Entrust/RA, right-click the user, click Revoke Certificates in 
the pop-up menu and click a revocation reason in the cascading menu. See 
Table 11 on page 227.

After you 
revoke a 
certificate, the 
certificate 
status changes 
accordingly.
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A message box appears asking if you want to continue.

4 Click Yes to continue.

The Revoke Certificate dialog box appears displaying the revocation reason, for 
example, Affiliation changed.

5 Type a comment in the Certificate revocation comment field. Later, you can 
review this comment by clicking this user and then clicking the Encryption 
Certificates or Verification Certificates property page (depending on the 
certificate revoked).

6 If you have selected Key Compromise as the revocation reason, type the date 
when the certificate was last known to be uncompromised (when you believe 
that the certificate was last trustworthy). Entrust-Ready applications will use the 
date the key was last known to be uncompromised when verifying a signed and 
timestamped file. If the timestamp precedes the date when the certificate was 
last known to be uncompromised, the signed file is verified. See the 
Entrust/Timestamp 4.0 User Guide for more information about the Timestamp 
server.

7 Select Issue the CRL associated with this certificate if you want to immediately 
re-issue the CRL associated with this certificate. If you do not select this check 
box, the CRL is not updated immediately. The certificate revocation will not take 
effect until after the CRL expires and is updated. The CRL update period setting 
is defined in the Security Policy Administration Policy page.

However, if the CRL policy states that CRLs are always issued after certificate 
revocation, this option will be selected for you and grayed out, ensuring that the 
CRL is issued. Administrative users may be restricted when issuing CRLs. See 
“Certificate revocation lists (CRLs)” on page 61 for when administrative users 
can issue CRLs. 

See “Issuing a new CRL after revoking a certificate” on page 233.

If you do not select the Issue the CRL associated with this certificate check box, 
and if you revoke a certificate that has expired, the certificate may not appear on 
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the CRL. This does not present a security risk. A revoked, expired certificate 
doesn’t appear on the CRL when the Revoked certificates that have expired 
remain on the CRL check box on the Administration Policy property page (this 
property page appears when you select Security Policy in the tree view) is 
cleared. For more information, see Step 8 of “Setting the Administration policy” 
on page 120.

You have now revoked all user certificates. The user cannot log in using their 
Entrust profile.

Issuing a new CRL after revoking a 
certificate
A new certificate revocation list (CRL) showing newly revoked certificates may 
be issued automatically. See “Certificate revocation lists (CRLs)” on page 61.

To issue a CRL 
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Click CAs > Issue Updated CRLs.

3 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

The number of administrative users required to authorize the change depends on 
your organization’s Security Policy.

A dialog box appears confirming that all certificate revocation lists are issued.

You have now issued CRLs that have been updated since they were last used.
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Removing a user from the 
Entrust/Authority database

You can remove users from the Entrust/Authority database. However, certain 
restrictions apply. If you have sufficient administrative permissions, you can 
remove a user if the user has never been activated (the user is in the Added state).

You cannot remove a user that has been activated for Entrust unless you 
deactivate them and then archive them. Once a user has been activated, a record 
of the user’s key history is retained and stored in the Entrust/Authority Database, 
and cannot be deleted. The inability to fully delete a user is a safeguard against 
accidentally deleting a user’s keys that are needed to open encrypted files. For 
example, if an important employee leaves your organization, you will probably 
want access to their encrypted files.

When you archive a user, information about that user is removed from the 
database. For example, you may choose to archive users when they leave your 
organization. The size of the database is minimized because it contains only 
information about users who belong to, and are actively working from the CA.

For more information, see “Archiving a user” on page 332.

To remove a user from the Entrust/Authority database
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user you want to remove. See “Finding a user” on page 198.

3 In the right pane in Entrust/RA, right-click the user in the Added or Non-Entrust 
state and click Remove in the pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

A dialog box appears stating that the operation completed successfully.

5 Click OK. 

You have now removed a user from the Entrust/Authority database.
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Restoring a user’s certificates to the 
Directory

You can restore a user’s certificates to the Directory if the certificates are 
accidentally deleted or corrupted.

Note: You should back up your Directory on a regular basis using your Directory 
backup tools. The procedure described in this section will only restore certificate 
information. If any other type of Directory information becomes corrupt or is lost, 
such as object classes, Directory entries, or Directory attributes, you can only 
retrieve this information from a backup generated by your Directory backup 
tools. For more information on backing up your Directory, see “Backing up the 
Directory” on page 74.

To restore a user’s certificates to the Directory
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose certificates you want to restore. See “Finding a user” on 
page 198.

3 Right-click the user and click Restore Entrust Info to the Directory in the pop-up 
menu.

The user’s certificates are restored to the Directory.
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Updating a user’s key pairs
At times you may want to change a user’s properties and update their keys to 
ensure the changes are recognized immediately by Entrust. For instance, you may 
need to add e-mail addresses to your users’ certificates. You can do this and have 
these new properties recognized by Entrust without having to recover these 
users. By updating keys, the user’s Entrust profile is automatically updated with 
a new encryption key pair and a new signing key pair the next time the user logs 
in to an Entrust-Ready application.

Entrust can also automatically update key pairs. If users have automatic key 
update, an Entrust-Ready application will automatically generate new key pairs 
before their old certificates expire. The feature explained in this section is useful 
when you need to immediately register some change to a user. For example, 
when you revoke a user’s certificate, you may wish to update the keys 
immediately. 

Note: It is not possible for an administrative user to update a single-key-pair 
user’s key pair, because a single-key-pair user’s keys are generated by an 
Entrust-Ready application on the end user’s workstation. For more information 
on single-key-pair users, see “Adding single-key-pair users” on page 185.

To update key pairs
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose keys you want to update. See “Finding a user” on page 198.

3 Right-click the user and click Update Key Pairs in the pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

A dialog box appears stating that the operation completed successfully.

5 Click OK. 

You have now updated a user’s key pairs. 
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Modifying a user’s distinguished name 
(DN)

Administrative users with sufficient permissions can modify distinguished names 
(DN). A DN is a user’s Directory name, the standard representation of a Directory 
entry in an LDAP-compliant Directory.

About DNs
A DN consists of attributes (for example, “cn”, “serialnumber”, “uid”, “o”, “c”, 
and so on) that define an entry in the Directory.

The portion of the DN used to name an entry relative to its parent is called the 
relative distinguished name (RDN). For example, assume that the following two 
DNs have been defined in the “o=My Company, c=US” branch of the Directory:

cn=Jenny Jessup + uid=0003, o=My Company, c=US

cn=John Jones + uid=0005, o=My Company, c=US

The RDN of the entries makes them unique within the branch. The RDN of the 
first entry is “cn=Jenny Jessup + uid=0003”. The RDN of the second entry is 
“cn=John Jones + uid=0005”.

When Entrust/RA records a DN (for example, when recording results of a bulk 
operation in a log file), Entrust/RA doesn’t guarantee the order of the RDN 
attributes. The order of the attributes within a multi-attribute RDN isn’t 
significant. The following example shows two RDN formats for the same DN:

cn=Jenny Jessup + uid=0003, o=My Company, c=US

uid=0003 + cn=Jenny Jessup, o=My Company, c=US

Both formats are equivalent according to the LDAP and X.500 standards.

There are only two cases that cause Entrust/RA to record the RDN attributes in 
a specific order:

• when defining a DN in a certificate to meet LDAP and X.500 standards

• when adding a new Directory entry to avoid Directory issues related to 
inconsistent ordering

In both cases, distinguished encoding rules (DER) are applied.
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Changing a DN
Once a user is activated you can change their DN for any number of reasons, 
including 

• when a user’s name is legally changed

• to add or remove an e-mail address in the DN

• when a user moves to a different department or location

• to correct spelling mistakes

You cannot change the DN of user in the Added state or of a user set up for key 
recovery.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
change the DN in Active Directory using Microsoft tools, and then assign the new 
DN to the user in Entrust/RA (see “Assigning a new DN” on page 242).

Renaming or keeping the old Directory entry
When you perform a Change DN operation, you must choose what to do with 
the existing DN:

• you can create a new DN and keep the old entry in the Directory (this option 
is available only if you are using an LDAP v3 Directory)

When you choose to keep the old entry in the Directory, a new entry is 
created in the Directory using the new DN and the attributes from the old 
entry are copied into the new entry. This doesn’t include any non-Entrust 
managed certificates that are present in the old entry. These certificates must 
be copied over manually. The user's Entrust public encryption certificate 
(which is stored in the userCertificate attribute) is added to the user's new 
Directory entry after the user has logged in to either Entrust/RA (for 
administrative users only) or Entrust/Entelligence (for administrative or end 
users) and completed the Change DN operation

• you can rename the existing entry, in which case the DN is replaced (this 
option is available only if you are using an LDAP v3 Directory)

Alternatively, when you rename the existing entry, the Change DN 
operation is implemented with the LDAP modifyDN operation. The old RDN 
of the entry isn’t deleted. This may cause errors with some Directories. If 
leaving the old RDN in the entry introduces interoperability problems with 
your Directory, the old RDN must be removed from the entry immediately 
after performing the Change DN operation. This can be done using the 
Directory Browser.
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Changing the First Officer’s DN
Entrust Technologies recommends that you do not change the DN of the First 
Officer. If you do so, make sure you also change the DN in the entmgr.ini file.

The entmgr.ini includes the First Officer’s DN, for example:

[policy]
FirstOfficerDN=cn=First Officer,o=Your Company,c=US

Type the new DN in the entmgr.ini file exactly as it appears in Entrust/RA.

Including an e-mail address in the DN
Due to changing recommendations in the current S/MIME standard, Entrust 
Technologies recommends that you don’t include an e-mail address in a user’s 
DN.

Rather, include the e-mail address in the subjectAltName attribute of the user’s 
X.509 certificate. Existing user's who already have their e-mail address in their 
DN may continue to work with compliant S/MIME applications. However, such 
users should be updated so their e-mail address is moved into the 
subjectAltName. To do this, perform a Change DN operation (see “Modifying a 
user’s distinguished name (DN)” on page 237).

Updating a DN
After you change a user’s DN, the DN in both the Entrust/Authority database and 
the Directory are updated when the user logs in to their Entrust-Ready 
application (for example, Entrust/Entelligence). Until they do, the user remains in 
the Change DN state.

To change a DN
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user whose DN you want to change. See “Finding a user” on page 198.

3 Right-click the user and click Change DN in the pop-up menu.
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The Change DN dialog box appears. However, if the User Type dialog box 
appears first, this indicates that more than one user type includes attributes 
common to this user in the Directory. Select the correct user type and click OK.

4 Type the user’s first name in the First Name field. By default, this attribute is 
required.

An asterisk appears beside required fields. Make sure that you type information 
into all fields with asterisks. 

Note: To change an attribute in the DN that is not western European (for 
example, Japanese), see “Entering international characters in distinguished 
names” on page 411.

5 Type the user’s last name in the Last Name field. By default, this attribute is 
required.

6 Type the user’s serial number (for example, the employee number) in the Serial 
Number field. By default, this attribute is optional.

Depending on your organization, the serial number may not be the employee 
number. Check with a Security Officer if you’re not sure about what number to 
type here.

7 Type the user’s e-mail address in the Email field. 
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8 Choose a searchbase in the Change searchbase to list. By default, CA Domain 
Searchbase is listed first and is often the top-level searchbase in an organization. 
If you are uncertain about which searchbase to choose, check with a Security 
Officer.

See “About searchbases” on page 135.

9 Do one of the following:

• Select Keep old entry in the Directory to keep a copy of the old DN in the 
Directory.

• Select Rename existing Directory entry to replace the existing DN with the 
new DN. When you select this option, you can choose to keep or delete the 
old attributes in the entry. Select Retain old DN values in the entry to keep 
the old attributes and the new attributes you assign when you change the 
user’s DN. Clear Retain old DN values in the entry to replace the old 
attributes with the new ones when you change the user’s DN. For more 
information see the “Customizing the initialization files” appendix in 
Administering Entrust/PKI 6.0 on Windows.

For more information about which option to choose, see “Renaming or keeping 
the old Directory entry” on page 238.

10 Click OK.

11 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK. 

The number of administrative users required to authorize the change depends on 
your organization’s Security Policy.

You have now changed a user’s DN. The user is now in Change DN state. When 
they next log in, the DN is automatically changed in both the Entrust/Authority 
database and in the Directory.

Revoking certificates after you change a DN
Depending on your organization’s security needs, you may wish to revoke the 
old certificates. If you revoke certificates because of an “Affiliation Change”, the 
user can log in (and complete the Change DN process by doing so). But if you 
revoke their verification public key certificate for a reason other than Affiliation 
Change, the user cannot log in to complete the process.

Canceling a Change DN
You can cancel a change DN to any user that you have put in a Change DN state. 
Canceling a DN change can only be done before the user logs in to their 
Entrust-Ready application. When a user in the Change DN state logs in, their DN 
is updated.
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When you cancel a DN change, the user becomes a Non-Entrust user. The user 
must be reactivated once again to use an Entrust-Ready application. This means 
that the user must enter the new activation codes generated by a Reactivate 
operation in order to start over. See “Confirming that a user has created their 
profile” on page 172.

To cancel a Change DN
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user. See “Finding a user” on page 198.

3 Right-click the user and click Cancel DN Change in the pop-up menu.

4 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

A message appears stating that the operation was successful. 

5 Click OK.

You have now canceled a Change DN operation.

Assigning a new DN
In Entrust/PKI, the DN is the link between the Entrust/Authority database and 
the Directory. The DN must be the same in both places. Consequently, if a DN 
changes in the Directory, you must update it in the Entrust/Authority database 
using Entrust/RA. To do this, use the Assign new DN dialog box as described in 
“To assign a new DN” on page 242.

Note: When you assign a new DN, you change the DN in the Entrust/Authority 
database only.

To assign a new DN
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user for whom you want to assign a new DN. See “Finding a user” on 
page 198.

3 Right-click the user and click Assign new DN in the pop-up menu.
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The Assign new DN dialog box appears.

The current DN is displayed in the Old DN field.

4 Type the new DN in the Enter the DN of an existing Directory entry field and click 
OK.

If the DN you enter cannot be assigned because there is no corresponding 
Directory entry, a message appears. 

5 If the Authorization Required dialog box appears, type the required passwords 
into each field in the dialog box and click OK.

The number of administrative users required to authorize the change depends on 
your organization’s security policy.

You have now assigned a new DN.

Deleting an entry in the Directory after a 
Change DN
Depending on your organization’s security requirements, you can delete old 
entries from the Directory before or after the user logs in to an Entrust-Ready 
application to complete a Change DN operation. 

To delete a DN
1 Change the user’s DN. See “Changing a DN” on page 238.

Before you delete an old DN, make sure that you can see both the old and a new 
DN in Entrust/RA.

If you plan to revoke their certificates, do it now. See “Revoking certificates” on 
page 226. If you revoke the verification public key certificate for a reason other 
than Affiliation Change before the user has completed the Change DN operation, 
they may not be able to complete the Change DN operation. In this case you 
must set up the user for key recovery.

2 Click Operations > Directory Browser.

The Directory Browser opens.
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3 In the tree-view, right-click the old Directory entry and click Delete in the pop-up 
menu.

You have now deleted the old Directory entry.
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Allowing profile export
Entrust/Entelligence Release 6.0 allows a user to export their profile in two ways, 
as long as the required conditions are met:

• to PKCS #12 format. This feature allows Entrust users to interoperate with 
non-Entrust-Ready applications. The PKCS #12 standard specifies a method 
for storing certificates and keys for transport.

• to Microsoft CryptoAPI (Cryptographic Application Programming Interface). 
This feature allows a user to synchronize their profile with CryptoAPI so that 
the user’s certificates and private keys can be imported into the Microsoft 
CryptoAPI store. The user’s certificates and private keys will be imported to 
the CryptoAPI store for use with CryptoAPI-enabled applications (such as 
Microsoft Outlook Express and Microsoft Internet Explorer).

Note: CryptoAPI profile export is not supported for users in subordinate CAs.

This section shows you how to allow users to export their profiles to PKCS #12 
format and to CryptoAPI.

Overview of allowing profile export
Before a user can export their profile, two conditions must be met:

• The user’s encryption certificate, verification certificate, or both certificates 
must contain an extension allowing profile export. (If the user is a 
single-key-pair user, the user’s dual-usage certificate must contain the 
extension.)

• The user’s policy certificate must allow PKCS #12 export, CryptoAPI export, 
or both.

To meet these two conditions, an Entrust/PKI administrative user must perform 
the following tasks:

• A Security Officer (or other administrative user with appropriate permissions) 
must edit a user policy or create a new user policy to allow profile export to 
PKCS #12 format, CryptoAPI, or both. See “Creating a user policy to allow 
profile export” on page 247.

• A Security Officer (or other administrative user with appropriate permissions) 
must associate the user policy allowing profile export with a particular role. 
You can either edit an existing role or create a new role for this purpose. See 
“Creating a user role to allow profile export” on page 247.

• An administrative user must either create new users in the role allowing 
profile export and apply the Export certificate type, or change the role of 
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existing users and apply the Export certificate type. See “Creating users with 
profile export capability” on page 247.

Once these tasks are complete, all new users created with profile export 
capability will have the profile export extension included in their user certificates 
when they create their profile. 

Depending on which keys the certificate extension allows the user to export, the 
user with profile export capability will be able to export their private signing key, 
their private decryption key, or both keys. If the user is exporting to CryptoAPI, 
their encryption public key certificate, verification public key certificate, or both 
certificates will be exported along with the corresponding private key.

Existing users given profile export capability must have their keys updated by an 
administrative user or wait for automatic key update for the required extension 
to appear in their certificates. For information on updating a user’s key pairs, see 
“Updating a user’s key pairs” on page 236. For information on when automatic 
key update will occur, see “Automatic key update” on page 220.

Note: Users who use hardware tokens cannot export their profiles in PKCS #12 
format. For details on the use of hardware tokens, see “Setting Entrust/PKI user 
policies” in Administering Entrust/PKI 6.0 on Windows.

Roaming users and CryptoAPI profile export
CryptoAPI profile export is supported for roaming users, but is not recommended 
in all situations. Roaming typically mandates a zero footprint on the client 
machine, while CryptoAPI is based on local storage of certificates and keys. 
CryptoAPI export will be executed whenever an Entrust user logs in using a 
roaming profile. The certificates and keys imported into the CryptoAPI store will 
remain once the user has logged out.

When deciding whether to enable CryptoAPI export for a roaming user, consider 
the following:

• If the roaming user consistently logs in to their personal Windows account 
on one or more machines, and the operating system is Windows NT or 
Windows 2000, then it is acceptable to allow CryptoAPI export for the user. 

• If roaming users are sharing Windows accounts (in a kiosk situation or on 
home computers) or are using Windows 95, Windows 98 or Windows ME 
(where Windows accounts are not strongly protected), Entrust Technologies 
does not recommend allowing CryptoAPI export.
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Creating a user policy to allow profile 
export
To allow users to export their profiles, a Security Officer (or other administrative 
user with appropriate permissions) must create a new user policy or edit an 
existing user policy.

You can create a user policy that allows only PKCS #12 profile export, only 
CryptoAPI profile export, or both PKCS #12 and CryptoAPI profile export.

Two user policy settings affect PKCS #12 profile export: Allow PKCS #12 export 
and Minimum hash count. To learn more about these two settings and how to 
edit or create a user policy, see “Setting Entrust/PKI user policies” in 
Administering Entrust/PKI 6.0 on Windows.

Three user policy settings affect CryptoAPI profile export: Allow CAPI Export, 
Allow unprotected CAPI Export, and Allow CAPI Key Export. To learn more 
about these settings and how to edit or create a user policy, see “Setting 
Entrust/PKI user policies” in Administering Entrust/PKI 6.0 on Windows.

Creating a user role to allow profile export
Once the client settings have been set in the user policy to allow profile export, 
a Security Officer (or other administrative user with appropriate permissions) 
must associate the user policy with a user role. A Security Officer can do either 
of the following:

• create a new user role and apply the user policy to it

• customize an existing user role by applying the user policy to it

Note: If you create a new role, Entrust Technologies recommends that you do 
so by copying an existing role and modifying the copy.

You can create a user role that allows only PKCS #12 profile export, only 
CryptoAPI profile export, or both PKCS #12 and CryptoAPI profile export.

To learn how to create a new role or apply a policy to an existing role, see 
“Creating a role” in Administering Entrust/PKI 6.0 on Windows.

Creating users with profile export capability
Once the user policy allows profile export for a particular role, an administrative 
user can either create new users with that role and apply the Export certificate 
type, or change the role of existing users and apply the Export certificate type.

To learn how to create a new user with profile export capability, see “Adding a 
user with customized properties” on page 178.
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To allow an existing user to export their profile
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Find the user. See “Finding a user” on page 198.

3 Right-click the user and click Properties in the pop-up menu.

4 Make sure the General property page is selected.

5 In the User role list, select the user role that allows profile export.

6 Click the Certificate Info property page.

7 In the Type list, select the Export certificate type, and click OK.

8 If the Authorization Required dialog box appears, type the required passwords in 
the fields and click OK.

9 The Operation Completed Successfully dialog box appears. Click OK.

You have now allowed an existing user to export their profile.

Note: Existing users given profile export capability must have their keys updated 
by an administrative user, or wait for automatic key update, for the required 
extension to appear in their certificates. For information on updating a user’s key 
pairs, see “Updating a user’s key pairs” on page 236. For information on when 
automatic key update will occur, see “Automatic key update” on page 220. 
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Chapter 6
Administering multiple users

This chapter includes comprehensive information about bulk scripts and running 
bulk operations.

It includes the following sections:

• “Overview” on page 250

• “Running bulk command files” on page 251

• “Authorizing operations in bulk command files” on page 255

• “Bulk command syntax” on page 257

• “Tcl syntax” on page 260

• “Adding users in bulk to Entrust/PKI” on page 262

• “Setting up users for key recovery in bulk” on page 273

• “Deactivating, reactivating, revoking, and deleting users in bulk” on 
page 275

• “Changing user information in bulk” on page 279

• “Restoring information to the Directory in bulk” on page 296

• “Updating users’ key pairs in bulk” on page 297

• “Reissuing users’ activation codes in bulk” on page 298

• “Advanced bulk processing” on page 299
249
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Overview
You can perform operations on Entrust/PKI users in two ways: through 
Entrust/RA (changing one user at a time) or through bulk files (processing many 
users at one time). This section describes all the bulk operations that you can 
perform on multiple users.

To perform bulk operations, you write scripts and save them in a bulk command 
file. You then process the files in the Bulk Console window. For general 
information on the syntax used for writing scripts, see “Bulk command syntax” 
on page 257. For information about creating and processing bulk files, see 
“Running bulk command files” on page 251.

Bulk operations are divided into two categories: authorization commands and 
user commands.

• Authorization commands are used to collect additional authorizations as 
required, depending on the administrative user running the bulk command 
script and the type of bulk commands that are being processed. See 
“Authorizing operations in bulk command files” on page 255.

• User commands are used to add, manipulate, and delete Entrust/PKI users in 
bulk. See “Adding users in bulk to Entrust/PKI” on page 262.

For information on moving users between CAs, see “Moving a user to a new CA” 
on page 312.

For information on archiving and retrieving users in bulk, see “Archiving and 
retrieving a user” on page 330.

For a syntax summary of the bulk commands in Entrust/PKI 6.0, see “Bulk 
commands syntax summary” on page 361.

To make writing bulk scripts easier, you can save the results of a Find Users 
operation to a text file. You can also customize the text file to contain only the 
user information you need. For information on saving a user list to file, see 
“Saving a user list to file” on page 203.
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Running bulk command files
Entrust/PKI 6.0 bulk operations use Tcl syntax (for information on Tcl, see “Tcl 
syntax” on page 260). To run Release 6.0 bulk operations, see “Entrust/PKI bulk 
operations” on page 251.

If you are performing a large bulk operation such as a bulk-add, first back up the 
Entrust/Authority database before carrying out the bulk operation. Contact one 
of your Master Users to do a manual backup before you continue.

Errors occurring in a bulk script will not cause the previous operations to be 
undone. For example, consider the following bulk script:

user_createdirentry user
user_add user

If the user_add operation fails, the entry created in the Directory is not removed.

Entrust/PKI bulk operations
To perform bulk operations, you must first prepare a bulk command file. The next 
step is to process the file in the Bulk Console window. Processing the bulk 
command file produces a bulk log file that contains the results of the bulk 
processing (see “Viewing the bulk output log file” on page 253).

To create a bulk command file
1 Open a new file in any text editor.

2 Create a script by entering bulk commands. Specific bulk commands are 
described in detail starting with “Adding users in bulk to Entrust/PKI” on 
page 262.

3 Save the file with an .entra extension. The file can be stored anywhere, and can 
have any name (for example, bulk.entra, newusers.entra, changeDN.entra, 
anything.entra, and so on).

Note: Save the bulk command file as ASCII, not as Unicode. Entrust/RA does 
not support Unicode.

To process a bulk command file in the Bulk Console window
1 Log in to Entrust/RA as an administrative user. See “Logging in to Entrust/RA as 

an administrative user” on page 117.

2 Click Operations > Bulk Console.
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The Bulk Console window appears.

3 Click Browse next to the Input script field, navigate to the file you want to 
process, and then click Open. Otherwise, you can indicate the location of the 
bulk command file by typing the path and filename in the Input script field.

4 Leave the Output log field as is to accept the default name and location of the 
bulk output log (.log) file. Otherwise, click Browse next to the Output log field 
to indicate a different name or location for the bulk output log file. For more 
information on the bulk output log file, see “Viewing the bulk output log file” on 
page 253.

5 Click Go to begin processing the bulk command file listed in the Input script field. 
The Bulk Console window displays information about the progress of the bulk 
processing operation. If you do not want this information to be displayed, click 
Log.

If any authorizations are required to complete a given bulk command, the 
Authorization Required dialog box appears. Enter your password and click OK.
CHAPTER 6
Administering multiple users



6 Click Pause if you wish to halt the processing at any time. Clicking Pause will halt 
bulk processing as soon as the current bulk command has completed.

Click Go to resume bulk processing.

Clicking Close will stop the processing of the current file and close the Bulk 
Console window. After you click Close, click Yes in the dialog box that appears 
to confirm that you want to close the Bulk Console window.

7 If you want to process another bulk input file, click Reset and repeat Step 3 to 
Step 5. Otherwise, click Close to close the Bulk Console window.

You have now completed a bulk operation.

Viewing the bulk output log file
To view the results of processing a bulk command file, open the bulk output log 
(.log) file using any text editor. The .log file is located in the directory you 
specified in Step 4 of “To process a bulk command file in the Bulk Console 
window”.

A success/failure message appears in the .log file for every command that has 
been executed.

The general syntax for a success message is

[time-stamp] command-name:
context-specific-information

The meaning of each term in the success message is as follows:

• The variable “time-stamp” is the time the command was executed in 
DD/MM/YYYY HH:MM:SS format.

• The variable “command-name” is the name of the command executed.

• The variable “context-specific-information” is information specific to each 
instance of a successfully executed command. For example, each instance of 
a successfully executed user_add command will include the DN and user 
activation codes of the newly added user.

For example, the statement

[18/01/1999 12:06:27] user_add:
cn=Alice Gray + serialNumber=1QBB01, o=Your Company Inc, c=US
Reference Number: 45867568
Authorization Code: JDU9-DS3S-SAWE

shows that user cn=Alice Gray + serialNumber=1QBB01, o=Your Company Inc, 
c=US was added at 12:06:27 on 18 January 1999, and was given reference 
number 45867568 and authorization code JDU9-DS3S-SAWE.
253CHAPTER 6
Administering multiple users



254
The general syntax for a failure message is

[time-stamp] command-name: ERROR
context-specific-error-message

The meaning of each variable in the failure message is as follows:

• “time-stamp” is the time the command was executed in DD/MM/YYYY 
HH:MM:SS format

• “command-name” is the name of the command executed

• “context-specific-error-message” is one or more lines of error message 
information specific to each instance of an unsuccessfully executed 
command

For example, the statement

[18/01/1999 12:06:35] user_add: ERROR
cn=Bob Jones + serialNumber=1QFB01, o=Your Company Inc, c=US is 
not found

indicates that the bulk operation to add user cn=Bob Jones + 
serialNumber=1QFB01, o=Your Company Inc, c=US failed at 12:06:35 on 18 
January 1999 because the user’s entry was not found in the Directory.

Note: Some commands, such as user_add, user_recover, and 
user_reissueactivationcodes, return activation codes which are saved to the bulk 
.log file as part of the context specific information for the command. The 
activation codes will only appear in the bulk .log file if the administrative user 
running the bulk script has permission to view activation codes.

Because the activation codes are sensitive information, you must treat the bulk 
.log file in a secure manner.
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Authorizing operations in bulk 
command files

Many bulk commands require authorization before the command can be 
processed. The commands that require authorization, and the number of 
authorizations that are required, are determined by your security policy and by 
the role of the administrative user who is processing the bulk command file.

If your script contains a command that you do not have permission to execute, 
regardless of additional authorizations, the command will be skipped and an error 
will be logged in the output log (.log) file.

If a command in your script requires additional authorization, processing will 
pause and an Additional authorization dialog box will appear. Once the required 
authorizations have been successfully entered, processing will resume. You will 
not be required to enter additional authorizations for any subsequent 
occurrences of the same command.

If you click Cancel in the Additional authorization dialog box, processing will 
stop.

To avoid having to wait to enter authorizations for commands that might not get 
processed until well into the bulk processing operation, additional authorizations 
can be collected at the start of the bulk file using the authorize command.

Setting up your script to get authorizations
The general syntax for collecting authorizations is

authorize command

The bulk file reads this line as follows:

• The “authorize” command indicates you are collecting authorizations for a 
specified command.

• The variable “command” specifies the command for which you are 
collecting authorizations.

For example, the statement

authorize user_add

will cause the Additional authorization dialog box to appear in order to collect the 
authorizations required for the user_add command.

If an authorize command is included in your script for a specified command, but 
the bulk processing engine determines that additional authorizations are not 
required by the administrative user who is processing that command, then the 
Additional authorization dialog box will not be displayed.
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The following bulk commands can be pre-authorized using the authorize 
command:

• user_reissueactivationcodes

• user_add

• user_archive

• user_assigndn

• user_cancelchangedn

• user_cancelrecover

• user_deactivate

• user_export

• user_import

• user_reactivate

• user_recover

• user_restoretodir

• user_retrieve

• user_revoke

• user_updatekeypairs

The following settings, accessed through the user_setproperties command, can 
also be pre-authorized:

• user_setalternateid

• user_setcertificatevariable

• user_setcertificatetype

• user_setgroup

• user_setkeyexpiry

• user_setkeylifetimes

• user_setrole

For example:

authorize user_setkeyexpiry
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Bulk command syntax
To manipulate a user through bulk operations, you first identify the user’s DN. 
Once the user is identified, you can modify the user’s Entrust properties and 
Directory attributes using the appropriate bulk commands. This section describes 
the syntax for identifying users, and the general syntax for performing bulk 
commands on the users you have identified.

Identifying a user
In bulk operations, you identify a user by specifying the DN. This is done by 
declaring a user object. A user object is used in a bulk script for manipulating a 
user. When you wish to perform an operation on a user (for example, recovering 
a user), you declare a user object and associate that user object with the DN of 
the user you wish to manipulate. When you declare a user object, you also 
associate it with a userID, which provides a handle for referencing the user object 
later in the script.

The syntax for declaring a user object is

user userID <userDN> <New>

The syntax is as follows:

• “user” indicates that a user object is being declared.

• “userID” is the label used to identify the user object. This label is used to 
reference the user object elsewhere in the bulk script. The userID can be any 
combination of alphanumeric characters.

• “userDN” is the complete DN of a user. The angle brackets around 
“userDN” indicate that this is an optional variable that is not required when 
declaring a user object. For example, when creating a new Directory entry 
with a template, you cannot specify the userDN because the user’s DN does 
not yet exist.

• “New” is used to indicate that you are creating a new, customized Directory 
entry, as opposed to a template-based user. You will most likely create 
template-based users, as described in “Adding users in bulk using default 
settings” on page 262. Adding customized Directory entries is discussed in 
“Creating customized Directory entries in bulk” on page 301.

In the following example, the statement

user x "cn=Alice Gray, o=Your Company Inc, c=US"

declares a user object with a userID of “x”, and associates the user object with 
the DN “cn=Alice Gray + serialNumber=1QBB01, o=Your Company Inc, c=US”. 
(The double quotation marks are required to keep the DN information together 
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as a single argument. For more information on the use of arguments in bulk 
syntax, see “General syntax of bulk commands” on page 259.)

Once you have declared a user object, such as

user x "cn=Alice Gray + serialNumber=1QBB01, o=Your Company \
Inc, c=US"

you can then execute commands such as

user_deactivate x
user_deletedirentry x
user_restoretodir x
user_updatekeypairs x

without having to redeclare Alice’s DN for each command. In these examples, x 
is used regularly as the userID, but the userID can be any combination of 
numbers and letters.

If a user object with a userID of x is declared again, the original associations of 
user object x will be replaced with new ones. For example, the script

user x "cn=Alice Gray + serialNumber=1QBB01, o=Your Company \
Inc, c=US"
user_updatekeypairs x

user x "cn=Bob Jones + serialNumber=1QFB01, o=Your Company \
Inc, c=US"
user_updatekeypairs x

declares user object x, associates user object x with Alice’s Directory entry (that 
is, cn=Alice Gray + serialNumber=1QBB01, o=Your Company Inc, c=US), and 
then updates Alice’s key pairs.

The script then redeclares the user object x and associates it with the Bob’s 
Directory entry (that is, cn=Bob Jones + serialNumber=1QFB01, o=Your 
Company Inc, c=US). When the user_updatekeypairs command is executed for 
the second time, Bob’s key pairs are updated, because the user object “x” is now 
associated with Bob’s Directory entry.

The statement

user y

declares a user object with a userID of y. Since a DN is not provided, user object 
y can be used to create a new, template-based user in the Directory. For more 
information on creating new users, see “Adding users in bulk using default 
settings” on page 262, and “Adding users in bulk with customized properties” 
on page 265. For more information on templates, see the “Customizing 
Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on Windows.
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General syntax of bulk commands
Once a user object is declared, you can start manipulating that user object with 
bulk user commands. The general syntax for bulk user commands is

user_command userID <arg1> <arg2>...

The syntax is defined as follows:

• “user” indicates the command is to be performed on a user.

• “command” identifies the user command to be executed. The available user 
commands are described in detail in the following sections.

• “userID” is the name that identifies the user object.

• “arg1”, “arg2”, and so on, are optional, as indicated by the angle brackets. 
These are the none, one, or multiple arguments required by the specified 
command.

To illustrate, the following example declares a user object and then performs a 
command on that object:

user x
user_setattribute x cn + "Celeste Yim"

The first line gives a name to the user object. That is, the user object is declared 
and given a userID of x. The second line assigns a “cn” attribute to the user 
object x. This is done by executing the user_setattribute command, and 
identifying x as the target of the user_setattribute operation.

In this particular example, the user_setattribute command takes three arguments: 
“cn”, “+” , and “Celeste Yim”. The first argument (cn) identifies which attribute 
is being set. The third argument (Celeste Yim) identifies the value the attribute is 
being set to. The second argument (+) indicates that the value, Celeste Yim, is 
being appended to the cn attribute.
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Tcl syntax
Bulk operations in Entrust/PKI are based on a scripting language called Tcl. You 
do not need to have worked with programming or scripting languages before to 
be able to run bulk commands using Tcl.

Later sections of this chapter (beginning with “Adding users in bulk to 
Entrust/PKI” on page 262) describe working examples of all the available bulk 
commands. However, as with any scripting or programming language, learning 
some of the basic Tcl syntax rules can help you to understand how bulk 
commands work in Entrust/PKI.

Commands and arguments
A Tcl command is formed by words separated by blank spaces:

command argument argument argument

The command indicates what action you are performing. The arguments provide 
additional information to a given command.

Backslash
The backslash serves to keep commands and arguments together if they span 
more than one line. For example, the following statement

user ent_user "cn=Bob Jones + serialNumber=1QFB01, o=Your \
Company Inc, c=US"

contains a backslash as the last character of the first line to indicate that the 
information on the second line belongs with the first line. The backslash must be 
the last character with no trailing spaces.

The backslash is used in other ways as well. One use is in quoting special 
characters. For example, the special character \n generates a new line. The 
backslash is also used to turn off the special meanings of certain symbols, such as 
quotation marks, curly braces, square brackets, and dollar signs. Square brackets 
and dollar signs are not covered in this section; see “Where to find more 
information on Tcl” on page 261.

Double quotation marks
Double quotation marks are used to group words into a single argument. For 
example, the following statement

user x "Alice Gray"

declares a user, Alice Gray. The double quotation marks indicate that the words 
“Alice” and “Gray” belong together as a single argument. Without the double 
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quotation marks, the words “Alice” and “Gray” would be read as two separate 
arguments.

Curly braces
Curly braces are also used to group words into a single argument. The difference 
between double quotation marks and curly braces is that Tcl elements such as 
dollar signs and square brackets are interpreted inside double quotation marks, 
but are not interpreted inside curly braces. The importance of this can be 
illustrated in the following bulk command statement:

user_import x {
rp8$W79p9ShWPyhoWGpDmNbmheDapQT5ykx]6Vn9xjXJfkIsJE03Jdhe43dg
tfh594GcaktZdBS4Vg/Vju1Rt7TdlyjnMtlyojpP3XZ7+mCar6N6QGOJ8EC5o
ivgj7o2wtzeGDHNMU+O0x4O/6lngnXITbnvr8Y0p0BBjCgXzRk9hCMRogeWAG
imxs6LATVc03NfSaB5JcOX1jkEcE[615T2Id1WrOfAr6snmvHdaIugL9fv6xP
a5AaMuhppBiIbrADJFQ41rXNn5qdT6Ck6QrCUBAJRL9wJUfWrxzmViRoliiV+
pFBL/Rqrqy66V/lzhppfE5Xki6yurd8ukiAZklAaX97z6yByMX1QjkDqiFvV6
rtyKmJBS8rk/1P$K
}

The text between the curly braces represents some user information that has 
been encrypted. The use of curly braces prevents any of the text inside the curly 
braces from being unintentionally interpreted as Tcl syntax.

The use of dollar signs and square brackets in Tcl is beyond the scope of this 
book.

Tcl output
The Bulk Console window shows the contents of the bulk .log file, but this is not 
for standard output. Output from the Tcl “puts” command should be directed to 
a file.

Where to find more information on Tcl
The information provided in this “Tcl syntax” section is enough to allow you to 
write simple scripts based on the examples provided in this chapter. However, if 
you want to write more advanced scripts, you will need to know a bit more about 
Tcl and how it works. Here are some good places to start:

• Practical Programming in Tcl and Tk Third Edition, Brent B. Welsh, Prentice 
Hall PTR, ISBN 0-13-022028-0

• Graphical Applications with Tcl & Tk Second Edition, Eric Foster-Johnson, 
M&T Books, ISBN 1-55851-569-0

• http://www.scriptics.com

• http://www.beedub.com/book
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Adding users in bulk to Entrust/PKI
Adding users in bulk to Entrust/PKI is a two-step process. First, you add the user 
through bulk processing (see “Adding users in bulk using default settings” on 
page 262 or “Adding users in bulk with customized properties” on page 265). 
Then you distribute a start-up package to each user (see “Assembling and 
distributing items required by a new user” on page 170).

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000, or with Microsoft bulk tools such as LDIFDE or CSVDE. 
Once the users are added to Active Directory, you can find the users by Directory 
Attributes and add the users to Entrust/PKI (see “Adding existing Directory 
entries to Entrust/PKI” on page 173).

Adding users in bulk using default settings
The default settings for adding users in bulk are based on the settings described 
in “Adding a user” on page 162. Make sure you are familiar with the information 
in that section before continuing here.

The following is an example of what your bulk script might look like (the number 
of entries will probably be different):

user x
user_settemplate x Person
user_setattribute x cn + "Alice Gray"
user_setattribute x sn + Gray
user_setattribute x serialNumber + 1YCAG01
user_setattribute x mail + alice.gray@your_company.com
user_setproperty x role "End User"
user_setproperty x group + default
user_createdirentry x
user_add x

user x
user_settemplate x Person
user_setattribute x cn + "Bob Jones"
user_setattribute x sn + Jones
.
.
.
#and so on

For information on using reports and scripts to generate the contents of the bulk 
command file, see “Advanced bulk processing” on page 299.
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Otherwise, if you are reading this documentation online, you can copy this 
example script directly from the PDF and paste it into any text editor. You can 
then modify the script according to your own requirements, save the file with an 
.entra extension, and process the file in the Bulk Console window.

Note: The bulk commands in the following procedure are presented as 
examples. Substitute the suggested variables and options according to your own 
requirements.

To add users in bulk using default settings
1 Open a new file in any text editor.

2 Type the following:

user x

This statement declares a user object with a userID of x. The userID can be any 
combination of letters and numbers that you want. In the following steps you will 
manipulate user object x with bulk commands in order to add a new user. For 
more information on user objects, see “Identifying a user” on page 257.

3 Set the user template type to “Person” by typing the following:

user_settemplate x Person

4 Set the user’s common name (cn) attribute by typing the following:

user_setattribute x cn + "Alice Gray"

Substitute the name “Alice Gray” with the user’s first and last name. The first and 
last name must be surrounded by double quotation marks.

The cn attribute is a required attribute, based on the settings in “Adding a user” 
on page 162.

Note: In your deployment of Entrust/PKI, the attributes that are required and 
the attributes that are optional may be different from those described in this 
procedure if a Security Officer or other administrative user has modified the 
template definition file. Contact a Security Officer for more information.

5 Set the user’s surname (sn) attribute by typing the following:

user_setattribute x sn + Gray

Substitute the name “Gray” with the user’s last name. No quotation marks are 
required unless the user’s last name is made up of two or more words.
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The sn attribute is a required attribute, based on the settings in “Adding a user” 
on page 162.

6 Set the user’s serial number attribute by typing the following:

user_setattribute x serialNumber + 1YCAG01

Substitute 1YCAG01 with the user’s serial number. The serial number can be any 
value that is used to uniquely identify the user, such as an employee number.

By default, this attribute is optional.

7 Set the user’s e-mail attribute by typing the following:

user_setattribute x mail + alice.gray@your_company.com

Substitute alice.gray@your_company.com with the user’s e-mail address.

By default, this attribute is optional.

8 Set the user’s role by typing the following:

user_setproperty x role "End User"

You must surround the term “End User”, or any other role of more than one 
word, with double quotation marks.

9 Designate which group the user will belong to by typing

user_setproperty x group + default

This statement makes the user a member of the default group.

If you would like the user to belong to all groups that currently exist and any 
groups that will be created in the future, you can use an asterisk to represent all 
current and all future group names, as follows:

user_setproperty x group + *

If you would like the user to belong only to certain specific groups, you must 
include a bulk command statement for each group the user is to belong to. For 
example, you can add the user to Group C and Group G as follows (double 
quotation marks must surround any group names of more than one word):

user_setproperty x group + "Group C"
user_setproperty x group + "Group G"

For more information on groups, see “Setting up and administering groups” on 
page 144.

10 Create the user’s Directory entry by typing the following:

user_createdirentry x

11 Add the user by typing the following:

user_add x
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12 Repeat Step 2 to Step 11 for each user you want to add.

13 Save the file with an .entra extension. The file can have any name (for example, 
bulkadd.entra, newusers.entra, some_meaningful_name.entra, and so on). Your 
file should look something like this (the number of entries will probably be 
different):

user x
user_settemplate x Person
user_setattribute x cn + "Alice Gray"
user_setattribute x sn + Gray
user_setattribute x serialNumber + 1YCAG01
user_setattribute x mail + alice.gray@your_company.com
user_setproperty x role "End User"
user_setproperty x group + default
user_createdirentry x
user_add x

user x
user_settemplate x Person
user_setattribute x cn + "Bob Jones"
user_setattribute x sn + Jones
.
.
.
#and so on

14 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

15 Open the output log file to obtain the activation codes of each new user (see 
“Viewing the bulk output log file” on page 253).

Note: The activation codes will only appear in the bulk .log file if the 
administrative user running the bulk script has permission to view activation 
codes. Because the activation codes are sensitive information, you must treat the 
bulk .log file in a secure manner.

16 Turn to “Assembling and distributing items required by a new user” on page 170 
for information on distributing a start-up package to each new user.

You have now added users with default settings using bulk commands.

Adding users in bulk with customized 
properties
In addition to the required settings, you can set a number of custom properties 
when creating new users. These properties include certificate category and 
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certificate type, key lifetimes or key expiry dates, certificate extension values, and 
the user’s parent DN.

The following is an example of what your bulk script might look like (the number 
of entries will probably be different):

user y
user_settemplate y Person
user_setattribute y cn + "Alice Gray"
user_setattribute y sn + Gray
user_setattribute y serialNumber + 1YCAG01
user_addtodn y serialNumber
user_setattribute y mail + alice.gray@your_company.com
user_setparentdn y "o=Your Company Spinoff Inc, c=US"
user_setproperty y certificate_type Web web_default
user_setproperty y role "End User"
user_setproperty y group + "Group C"
user_setproperty y group + "Group G"
user_setproperty y key_expiry 31/03/1999 01/04/1999
user_setproperty y certificate_variable userStreet "100 East\
27th Street"
user_setproperty y certificate_variable userCity "New York"
user_setproperty y certificate_variable userEmail \
alice@your_company.com
user_createdirentry y
user_add y

user y
user_settemplate y Person
user_setattribute y cn + "Bob Jones"
user_setattribute y sn + Jones
.
.
.
#and so on

If you are reading this documentation online, you can copy this script directly 
from the PDF and paste it into any text editor. You can then modify the script 
according to your own requirements, save the file with an .entra extension, and 
process the file in the Bulk Console window.
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Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
add users to Active Directory using the Active Directory Users and Computers 
tool on Windows 2000, or with Microsoft bulk tools such as LDIFDE or CSVDE. 
Once the users are added to Active Directory, you can find the users by Directory 
Attributes and add the users to Entrust/PKI (see “Adding existing Directory 
entries to Entrust/PKI” on page 173). You can then change their user properties 
(see “Changing user properties in bulk” on page 286).

Note: The bulk commands in the following procedure are presented as 
examples. Substitute the suggested variables and options according to your own 
requirements.

To add users in bulk with customized properties
1 Open a new file in any text editor.

2 Type the following:

user y

This statement declares a user object with a userID of y. The userID can be any 
combination of letters and numbers that you want. In the following steps you will 
manipulate user object y with bulk commands in order to add a new user with 
customized properties.

3 Set the user template type to “Person” by typing the following:

user_settemplate y Person

4 Set the user’s common name (cn) attribute by typing the following:

user_setattribute y cn + "Alice Gray"

Substitute the name “Alice Gray” with the user’s first and last name. The first and 
last name must be surrounded by double quotation marks.

The cn attribute is a required attribute, based on the settings described in 
“Adding a user” on page 162. To change the default settings, see the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

Note: In your deployment of Entrust/PKI, the attributes that are required and 
the attributes that are optional may be different from those described in this 
procedure if a Security Officer or other administrative user has modified the 
template definition file. Contact a Security Officer for more information.
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5 Set the user’s surname (sn) attribute by typing the following:

user_setattribute y sn + Gray

Substitute the name “Gray” with the user’s last name. No quotation marks are 
required unless the user’s last name is made up of two or more words.

The sn attribute is a required attribute, based on the settings described in 
“Adding a user” on page 162.

6 Set the user’s serial number attribute by typing the following:

user_setattribute y serialNumber + 1YCAG01

Substitute 1YCAG01 with the user’s serial number. The serial number can be any 
value that is used to uniquely identify the user, such as an employee number.

By default, this attribute is optional.

7 You can add the serial number to the user’s DN by typing the following:

user_addtodn y serialNumber

This command will make the user’s serial number appear in the user’s DN. 
According to the default settings for adding a new user, the serial number is the 
only attribute that can be added to the user’s DN. To change the default settings, 
see the “Customizing Enrtrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

The user_addtodn command is optional.

8 Set the user’s e-mail attribute by typing the following:

user_setattribute y mail + alice.gray@your_company.com

Substitute alice.gray@your_company.com with the user’s e-mail address.

By default, this attribute is optional.

9 You can set the DN under which the user is created by typing the following:

user_setparentdn y "o=Your Company Spinoff Inc, c=US"

Substitute “o=Your Company Spinoff Inc, c=US” with the DN under which you 
want to create the user. You must surround the DN with double quotation marks.

By default, users are created under the DN of the CA (for example, cn=Alice 
Gray, o=Your Company, c=US). The user_setparentdn command allows you to 
create a new user under the DN of your choice (for example, cn=Alice Gray, 
o=Your Company Spinoff Inc, c=US).

This command is optional.

10 You can set the user’s certificate category and type by typing the following:

user_setproperty y certificate_type Web web_default
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In this bulk command statement, “Web” is the certificate category, and 
“web_default” is the certificate type. This bulk command statement assumes 
that you are using Web licenses.

If you do not set the certificate category and type, by default the user is assigned 
the Enterprise certificate. For more information on certificate categories and 
types, see the “Customizing certificates” chapter in Administering Entrust/PKI 
6.0 on Windows.

11 Set the user’s role by typing the following:

user_setproperty y role "End User"

You can also create an administrative user by substituting “End User” with 
“Security Officer”, “Administrator”, “Directory Administrator”, or “Auditor”, as 
required. You must surround role names made up of two or more words (End 
User, Security Officer, Directory Administrator) with double quotation marks.

12 Designate which group the user will belong to by typing

user_setproperty y group + default

This statement makes the user a member of the default group.

If you would like the user to belong to all groups that currently exist and any 
groups that will be created in the future, you can use an asterisk to represent all 
current and all future group names, as follows:

user_setproperty y group + *

If you would like the user to belong only to certain specific groups, you must 
include a bulk command statement for each group the user is to belong to. For 
example, you can add the user to Group C and Group G as follows (double 
quotation marks must surround any group names of more than one word):

user_setproperty y group + "Group C"
user_setproperty y group + "Group G"

For more information on groups, see “Setting up and administering groups” on 
page 144.

13 You can set the user’s key lifetimes by typing the following:

user_setproperty y key_lifetimes 24 30 50

Key lifetimes and key expiry dates are mutually exclusive. If you set key lifetimes, 
you will overwrite any previously established key expiry dates. (The opposite is 
also true.) If you prefer to set key expiry dates, skip this step and proceed to 
Step 14 on page 270.

The values “24”, “30”, and “50” represent the encryption public key lifetime, 
the verification public key lifetime, and the signing private key lifetime 
respectively. Set these values according to your requirements. The encryption 
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and verification public key lifetimes are set in terms of months, with a possible 
range of 2 to 60 months. The signing private key lifetime is set as a percentage 
of the verification public key lifetime, with a possible range of 1 to 100 percent.

If you do not set the user’s key lifetimes, the user receives the default settings, as 
described in “Setting options for the various certificate categories” on page 129.

14 You can set the key expiry date by typing the following:

user_setproperty y key_expiry 03/28/2001 04/17/2001

Key expiry dates and key lifetimes are mutually exclusive. If you set key expiry 
dates, you will overwrite any previously established key lifetimes. (The opposite 
is also true.) If you prefer to set key lifetimes, return to Step 13 on page 269, then 
skip to Step 15 on page 270.

The value 03/28/2001 represents the expiry date of both the user’s encryption 
public key and the user’s signing private key. The value 04/17/2001 represents 
the expiry date of the user’s verification public key. Set these values according to 
your requirements. The format for the date is dependent on regional settings. For 
example, the default for English (US) is MM/DD/YYYY (for example, 
12/25/1999).

If you do not set the user’s key expiry dates, the user receives the default key 
lifetime settings, as described in “Setting options for the various certificate 
categories” on page 129.

15 You can set certificate extension variables by typing the following:

user_setproperty y certificate_extension userStreet "100 East\
27th Street"

In the above example, the certificate variable is userStreet, and the value is “100 
East 27th Street”. The backslash at the end of the first line is required to keep the 
information on the two lines together. Without the backslash, the two lines are 
interpreted as separate statements. The double quotation marks indicate that all 
the words inside the double quotation marks are a single argument.

To specify a certificate variable, you must use the variable’s “Var ID”, as defined 
in the master.certspec file. For more information on certificate variables and the 
master.certspec file, see the “Customizing certificates” chapter in Administering 
Entrust/PKI 6.0 on Windows.

Here are some other examples of setting certificate variables:

user_setproperty y certificate_variable userCity "New York"
user_setproperty y certificate_variable userEmail \
alice@your_company.com
user_setproperty y certificate_variable favoriteDrinks \
“cola milk”
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In the first of these command statements, “New York” is the value assigned to 
the certificate variable userCity. The double quotation marks around New York 
indicate that the words are to be treated as a single argument.

In the second command statement, “alice@your_company.com” is the variable 
assigned to the certificate variable “userEmail”. No double quotation marks are 
required because alice@your_company.com appears as a single unbroken word.

In the third command statement, the certificate variable favoriteDrinks contains 
two values. When a certificate variable requires multiple values, always specify 
the values as a space-separate list enclosed in double quotation marks.

16 Create the user’s Directory entry by typing the following:

user_createdirentry y

17 Add the user by typing the following:

user_add y

18 Repeat Step 2 to Step 17 for each user you want to add.

19 Save the file with an .entra extension. The file can have any name (for example, 
bulkadd.entra, newusers.entra, some_meaningful_name.entra, and so on). Your 
file should look something like this (the number of entries will probably be 
different):

user y
user_settemplate y Person
user_setattribute y cn + "Alice Gray"
user_setattribute y sn + Gray
user_setattribute y serialNumber + 1YCAG01
user_addtodn y + serialNumber
user_setattribute y mail + alice.gray@your_company.com
user_setparentdn y "o=Your Company Spinoff Inc, c=US"
user_setproperty y certificate_type Web web_default
user_setproperty y role "End User"
user_setproperty y group + "Group C"
user_setproperty y group + "Group G"
user_setproperty y key_expiry 31/03/1999 01/04/1999
user_setproperty y certificate_variable userStreet "100 East\
27th Street"
user_setproperty y certificate_variable userCity "New York"
user_setproperty y certificate_variable userEmail \
alice@your_company.com
user_createdirentry y
user_add y

user y
user_settemplate y Person
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user_setattribute y cn + "Bob Jones"
user_setattribute y sn + Jones
.
.
.
#and so on

20 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

21 Open the output log file to obtain the activation codes of each new user (see 
“Viewing the bulk output log file” on page 253).

Note: The activation codes will only appear in the bulk .log file if the 
administrative user running the bulk script has permission to view activation 
codes. Because the activation codes are sensitive information, you must treat the 
bulk .log file in a secure manner.

22 Turn to “Assembling and distributing items required by a new user” on page 170 
for information on distributing a start-up package to each new user.

You have now added a user with customized properties using bulk commands.
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Setting up users for key recovery in 
bulk

You must set up a user for key recovery under the following circumstances:

• When a user forgets their password. This is the most common occurrence.

• When an Entrust profile is lost or damaged.

• When a user believes that their keys are compromised or that attackers 
possess their passwords or Entrust profiles.

• When a user is set up not to have their key pairs automatically updated and 
their situation changes, for example, when a contractor’s contract is 
extended and you need to issue new keys for the extension period.

• When a user’s signing private key expires (which should rarely or never 
occur).

For more information, see “Recovering a user’s keys” on page 210.

To set up users for key recovery in bulk
1 Open a new file in any text editor.

2 Identify the user you want to recover by typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to recover. 
Remember to surround the user’s DN with double quotation marks.

3 Recover the user by typing

user_recover z

4 Repeat Step 2 and Step 3 for all the users you want to recover.

5 Save the file with an .entra extension. The file can have any name (for example, 
keyrecover.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

7 Open the output log file to obtain the activation codes of each recovered user 
(see “Viewing the bulk output log file” on page 253).

Note: The activation codes will only appear in the bulk .log file if the 
administrative user running the bulk script has permission to view activation 
codes. Because the activation codes are sensitive information, you must treat the 
bulk .log file in a secure manner.
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8 Distribute the activation codes to each recovered user.

You have now set up users for key recovery in bulk.

Canceling key recovery in bulk
The ability to cancel key recovery is very useful when users

• manage to restore their Entrust profiles from backup copies

• remember their passwords

In either case, there is no need to continue the key recovery process. Canceling 
key recovery will put users back in the Active state.

To cancel key recovery for users in bulk
1 Open a new file in any text editor.

2 Identify the user for whom you want to cancel key recovery by typing the 
following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user for whom you want 
to cancel key recovery. Remember to surround the user’s DN with double 
quotation marks.

3 Cancel key recovery for the user by typing

user_cancelrecover z

4 Repeat Step 2 and Step 3 for all the users for whom you want to cancel key 
recovery.

5 Save the file with an .entra extension. The file can have any name (for example, 
cancelkeyrecover.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now canceled key recovery for users in bulk.
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Deactivating, reactivating, revoking, 
and deleting users in bulk

Deactivating, revoking, and deleting users and entities are related tasks that 
restrict users and entities from using Entrust/PKI 6.0—or that remove them from 
the system altogether. You can restrict users and entities from using Entrust in 
several ways:

• you can deactivate them

• you can deactivate them and revoke their certificates

• you can deactivate them, revoke their certificates, and delete their Directory 
entry

For more detailed information, see “Creating an active Entrust profile in 
Entrust/RA” on page 189.

Deactivating users in bulk
For general information on deactivating users, see “Deactivating a user” on 
page 224.

To deactivate users in bulk
1 Open a new file in any text editor.

2 Identify the user you want to deactivate by typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to 
deactivate. Remember to surround the user’s DN with double quotation marks.

3 Deactivate the user by typing

user_deactivate z

4 Repeat Step 2 and Step 3 for all the users you want to deactivate.

5 Save the file with an .entra extension. The file can have any name (for example, 
deactivate.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now deactivated users in bulk.
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Reactivating users in bulk
For general information on reactivating users, see “Reactivating a user” on 
page 225.

To reactivate users in bulk
1 Open a new file in any text editor.

2 Identify the user you want to reactivate by typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to 
reactivate. Remember to surround the user’s DN with double quotation marks.

3 Reactivate the user by typing

user_reactivate z

4 Repeat Step 2 and Step 3 for all the users you want to reactivate.

5 Save the file with an .entra extension. The file can have any name (for example, 
reactivate.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now reactivated users in bulk.

Revoking user certificates in bulk
For general information on revoking user certificates, see “Revoking certificates” 
on page 226.

Note: The bulk commands in the following procedure are presented as 
examples. Substitute the suggested variables and options according to your own 
requirements.

To revoke user certificates in bulk
1 Open a new file in any text editor.

2 Identify the user whose certificates you want to revoke by typing, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose certificates 
you want to revoke. Remember to surround the user’s DN with double quotation 
marks.
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3 If you want to revoke the user’s certificates due to a key compromise, continue 
with Step 4. If you want to revoke the user’s certificates for any other reason, skip 
to Step 5.

4 Revoke the user’s certificates due to a key compromise by typing

user_revoke z "Entrust password was compromised" KC All Both \
11/04/1999

Substitute the comment “Entrust password was compromised” with a comment 
appropriate to the situation. If you do not include a comment, the comment is 
set by default to “unspecified”.

The term “KC” indicates the keys are being revoked due to key compromise.

The term “All” indicates that all keys are being revoked. If you want to revoke 
only the latest keys, use the term “Latest” instead of the term “All”. If you do 
not specify a term, the default is “All”.

The term “Both” indicates that both encryption and verification keys are being 
revoked. If you want to revoke only the encryption keys, use the term “E” 
instead of the term “Both”. If you want to revoke only the verification keys, use 
the term “V” instead of the term “Both”. If you do not specify a term, the default 
is “Both”.

The date indicates the last day the keys were known to be uncompromised. If you 
do not specify a date, the issuing date in the certificate is used.

The backslash at the end of the first line keeps the information on the first and 
second lines together as a single bulk command statement.

Now skip to Step 6.

5 Revoke the user’s certificates for any other reason by typing

user_revoke z "Contract ended" COO All Both

Substitute the comment “Contract ended” with a comment appropriate to the 
situation. If you do not include a comment, the comment is set by default to 
“unspecified”.

The term “COO” indicates the keys are being revoked due to a Cessation of 
Operation. The other possible terms are “AC” (affiliation change), “S” 
(superseded), “OH” (on hold), and “U” (unspecified). If you do not include a 
reason, the reason for revoking is set by default to “U” (unspecified).

The term “All” indicates that all keys are being revoked. If you want to revoke 
only the latest keys, use the term “Latest” instead of the term “All”. If you do 
not specify a term, the default is “All”.

The term “Both” indicates that both encryption and verification keys are being 
revoked. If you want to revoke only the encryption keys, use the term “E” 
instead of the term “Both”. If you want to revoke only the verification keys, use 
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the term “V” instead of the term “Both”. If you do not specify a term, the default 
is “Both”.

6 Repeat Step 2 to Step 5 for all the user certificates you want to revoke.

7 Save the file with an .entra extension. The file can have any name (for example, 
certrevoke.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

9 To issue a new certificate revocation list, see “Issuing a new CRL after revoking 
a certificate” on page 233.

You have now revoked user certificates in bulk.

Deleting users from the Directory in bulk
Users must be deactivated before they can be deleted from the Directory. 
Deleting a user removes the user’s entry from the Directory.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
use Microsoft Active Directory tools to delete user entries from the Directory.

To delete users in bulk
1 Open a new file in any text editor.

2 Identify the user you want to delete by typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to delete. 
Remember to surround the user’s DN with double quotation marks.

3 Delete the user by typing

user_deletedirentry z

4 Repeat Step 2 and Step 3 for all the users you want to delete.

5 Save the file with an .entra extension. The file can have any name (for example, 
deleteusers.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now deleted users from the Directory in bulk.
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Changing user information in bulk
This section describes bulk commands you can use to change user information. 
You can

• change users’ DNs (see “Changing users’ DNs in bulk” on page 279)

• change the properties on user certificates (see “Changing user properties in 
bulk” on page 286)

• add and delete users’ Directory attributes (see “Adding and deleting 
Directory attributes in bulk” on page 294)

Changing users’ DNs in bulk
You can change a user’s DN in bulk using two different methods. The first 
method involves creating a new Directory entry. The user is then assigned the DN 
of the new Directory entry. This method leaves the old entry in the Directory. You 
may want to keep the old Directory entry for other administrative purposes, or 
you may want to delete it. The second method of changing a user’s DN involves 
renaming the existing Directory entry. The second method is much easier, but is 
only possible if you are using LDAPv3 to communicate between the Directory 
and Entrust/PKI. (Whether you are using LDAPv2 or LDAPv3 was determined 
during installation.)

To use the first method, see “To change users’ DNs in bulk by creating new 
Directory entries” on page 280. To use the second method, see “To change 
users’ DNs in bulk by renaming the Directory entries” on page 282.

When renaming a DN, there are often other Directory attributes which are not 
part of the DN, but which you must also change. For example, if a person’s last 
name changes, you must change both the common name (cn) and the surname 
(sn) attributes (that is, assuming the user has an sn attribute). If the cn attribute 
is part of the user’s DN, the Change DN operation will update the cn attribute. 
However, a separate user_setattribute command must be used to update the sn 
attribute. This applies specifically to renaming Directory entries, and is illustrated 
in “To change users’ DNs in bulk by renaming the Directory entries” on 
page 282.

You can also cancel the Change DN operation. For more information, see 
“Canceling the Change DN operation in bulk” on page 284.

Note: If you are using Entrust/PKI with Microsoft Active Directory, then you’ll 
change the DN in Active Directory using Microsoft tools, and then assign the new 
DN to the user in bulk (see “To assign new DNs to users in bulk” on page 283).
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Note: The bulk commands in the following procedures are presented as 
examples. Substitute the suggested variables and options according to your own 
requirements.

To change users’ DNs in bulk by creating new Directory entries
1 Open a new file in any text editor.

2 Type the following:

user x

This statement declares a user object with a userID of x. The userID can be any 
combination of letters and numbers that you want. In the following steps you will 
manipulate user object x with bulk commands in order to create a new Directory 
entry.

3 Set the user template type to “Person” by typing the following:

user_settemplate x Person

4 Set the user’s common name (cn) attribute by typing the following:

user_setattribute x cn + "Alice Jones"

Substitute the name “Alice Jones” with the user’s first and last name. If you are 
changing the user’s DN due to a name change, use the new name. The first and 
last name must be surrounded by double quotation marks.

5 Set the user’s surname (sn) attribute by typing the following:

user_setattribute x sn + Jones

Substitute the name “Jones” with the user’s last name. If you are changing the 
user’s DN due to a changed last name, set the sn attribute with the user’s new 
last name. No quotation marks are required unless the user’s last name is made 
up of two or more words.

6 Set the user’s serial number attribute by typing the following:

user_setattribute x serialNumber + AJYC123

Substitute AJYC123 with the user’s serial number. If the user’s serial number has 
changed, set the serial number attribute with the new serial number.

The serial number can be any value that is used to uniquely identify the user, such 
as an employee number. By default, this attribute is optional.

7 Set the user’s e-mail attribute by typing the following:

user_setattribute x mail + alice.jones@your_company.com
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Substitute alice.jones@your_company.com with the user’s e-mail address. If the 
user’s e-mail address has changed, set the e-mail attribute with the new e-mail 
address.

By default, this attribute is optional.

8 Set the user’s parent DN by typing the following:

user_setparentdn x "ou=Product Management,o=Your Company,c=US"

Substitute “ou=Product Management, o=Your Company, c=US” with the user’s 
parent DN. The parent DN is any part of the DN that does not include the 
common name (that is, l=(locality), ou=(organizational unit), o=(organization), 
c=(country), and so on). Remember to surround the user’s parent DN with 
double quotation marks.

If part of the user’s parent DN has changed (for example, the user has moved 
from ou=Engineering to ou=Product Management), set the parent DN to reflect 
the latest changes.

If the user’s parent DN has not changed, you can skip this step.

9 Create the new entry in the Directory by typing

user_createdirentry x

10 Identify the user whose DN you want to change by typing

user x "cn=Alice Gray,ou=Engineering,o=Your Company,c=US"

Substitute “cn=Alice Gray, ou=Engineering, o=Your Company, c=US” with the 
user’s old DN (that is, the DN that is to be changed). Remember to surround the 
user’s DN with double quotation marks.

11 Assign the new DN to the user by typing

user_assigndn x "cn=Alice Jones,ou=Product Management,o=Your \
Company,c=US"

Substitute “cn=Alice Jones, ou=Product Management, o=Your Company,c=US” 
with the user’s new DN. Remember to surround the user’s DN with double 
quotation marks. The backslash that appears at the end of the first line is used to 
keep the information on the first and second lines together.

12 Repeat Step 2 to Step 11 for all the users whose DNs you want to change.

13 Save the file with an .entra extension. The file can have any name (for example, 
changedn.entra).

14 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.
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The user must log in to an Entrust-Ready application for the Change DN 
operation to complete.

You have now changed users’ DNs in bulk by creating a new Directory entry.

To change users’ DNs in bulk by renaming the Directory entries
1 Open a new file in any text editor.

2 Identify the user whose DN you want to change by typing

user z "cn=Alice Gray,ou=Engineering,o=Your Company,c=US"

Substitute the DN in this statement with the current DN of the user whose DN 
you want to change. Remember to surround the user’s DN with double 
quotation marks.

3 Update any attributes that don’t appear in the DN by typing

user_setattribute z sn + Jones
user_setattribute z sn - Gray

The first line in this step adds the value “Jones” to the surname (sn) attribute. 
The second line removes the value “Gray”. Any other attributes that do not 
appear in the DN, but that require updating due to the Change DN operation, 
must be updated in the manner illustrated here. (For example, if the user’s name 
has changed, their e-mail address attribute may need updating.) Any attributes 
that appear in the DN (for example, the common name (cn) attribute or the serial 
number) are updated in the following steps.

4 Rename the user’s Directory entry by typing

user_renamedirentry z "cn=Alice Jones,ou=Product Management, \
o=Your Company,c=US"

Substitute “cn=Alice Jones, ou=Product Management, o=Your Company, c=US” 
with the user’s new DN. Remember to surround the user’s DN with double 
quotation marks.

In the example above, the new DN reflects a change in the user’s common name 
(that is, a change from Alice Gray to Alice Jones), and a change for the user 
within the organization (that is, from Engineering to Product Management).

The backslash at the end of the first line is used to keep the information on the 
first and second lines together.

5 Assign the new DN to the user by typing

user_assigndn z "cn=Alice Jones,ou=Product Management,o=Your \
Company,c=US"
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Substitute “cn=Alice Jones, ou=Product Management, o=Your Company, c=US” 
with the user’s new DN. Remember to surround the user’s DN with double 
quotation marks.

The backslash at the end of the first line is used to keep the information on the 
first and second lines together.

6 Repeat Step 2 to Step 5 for all the users whose DNs you want to change.

7 Save the file with an .entra extension. The file can have any name (for example, 
changedn.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

The user must log in to an Entrust-Ready application for the Change DN 
operation to complete.

You have now changed users’ DNs in bulk by renaming the Directory entry.

To assign new DNs to users in bulk
The following procedure assumes you have already changed the user’s DN in the 
Directory.

1 Open a new file in any text editor.

2 Identify the user to whom you want to assign a new DN by typing

user z "cn=Alice Gray,ou=Sales,o=Your Company,c=US"

Substitute the DN in this statement with the old DN of the user to whom you 
want to assign a new DN. Remember to surround the user’s DN with double 
quotation marks.

3 Assign the new DN to the user by typing

user_assigndn z "cn=Alice Jones,ou=Marketing,o=Your \
Company,c=US"

Substitute “cn=Alice Jones, ou=Marketing, o=Your Company, c=US” with the 
user’s new DN. Remember to surround the user’s DN with double quotation 
marks.

The backslash at the end of the first line is used to keep the information on the 
first and second lines together.

4 Repeat Step 2 to Step 3 for all the users to whom you want to assign a new DN.

5 Save the file with an .entra extension. The file can have any name (for example, 
assigndn.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.
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The user must log in to an Entrust-Ready application for the Assign DN operation 
to complete.

You have now assigned new DNs to users in bulk.

Canceling the Change DN operation in bulk
The Change DN operation is completed when users log in to an Entrust-Ready 
application. If users have not yet logged in to an Entrust-Ready application, you 
can cancel the Change DN operation, if need be. However, before canceling the 
Change DN operation, you must ensure a Directory entry with the old DN exists. 
If the old entry does not exist, you must first rename the existing entry back to 
the old DN using the user_renamedirentry command.

If a Directory entry with the old DN still exists, see “To cancel the Change DN 
operation in bulk” on page 284. If a Directory entry with the old DN does not 
still exist, see “To cancel the Change DN operation in bulk when a Directory entry 
with the old DN no longer exists” on page 285. If you’re canceling a Change DN 
operation and the old DN no longer exists in the Directory (for example, you 
deleted it, or you used the user_renamedirentry command), then you must 
recreate the old DN entry in the Directory before canceling the Change DN 
operation.

Note: The bulk commands in the following procedures are presented as 
examples. Substitute the suggested variables and options according to your own 
requirements.

To cancel the Change DN operation in bulk
1 Open a new file in any text editor.

2 Identify the user for whom you want to cancel the Change DN operation by 
typing

user z "cn=Alice Jones,ou=Product Management,o=Your \
Company,c=US"

Substitute “cn=Alice Jones, ou=Product Management, o=Your Company, c=US” 
with the DN of the user for whom you want to cancel the Change DN operation. 
In the example above, the user is identified using their new DN. If you prefer, you 
can identify the user with the old DN, as in this example:

user z "cn=Alice Gray,ou=Engineering,o=Your Company,c=US"

Remember to surround the user’s DN with double quotation marks.

3 Cancel the DN change by typing

user_cancelchangedn z
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4 Repeat Step 2 and Step 3 for all the users for whom you want to cancel the 
Change DN operation.

5 Save the file with an .entra extension. The file can have any name (for example, 
cancelchangedn.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now canceled the Change DN operation in bulk.

To cancel the Change DN operation in bulk when a Directory entry 
with the old DN no longer exists

1 Open a new file in any text editor.

2 Identify the user for whom you want to cancel the Change DN operation by 
typing

user y "cn=Alice Jones,ou=Product Management,o=Your \
Company,c=US"

Substitute “cn=Alice Jones, ou=Product Management, o=Your Company, c=US” 
with the new DN of the user for whom you want to cancel the Change DN 
operation. You must identify the user with the user’s new DN. Remember to 
surround the user’s DN with double quotation marks.

3 Rename the user’s Directory entry with their old DN by typing

user_renamedirentry y "cn=Alice Gray,ou=Engineering,o=Your \
Company,c=US"

Substitute “cn=Alice Gray, ou=Engineering, o=Your Company, c=US” with the 
user’s old DN. Remember to surround the user’s DN with double quotation 
marks.

4 Cancel the DN change by typing

user_cancelchangedn y

5 Repeat Step 2 to Step 4 for all the users for whom you want to cancel the Change 
DN operation.

6 Save the file with an .entra extension. The file can have any name (for example, 
cancelchangedn.entra).

7 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now canceled the Change DN operation in bulk.
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Changing user properties in bulk
Administrative users can set or change a number of users’ properties using the 
user_setproperty command. If you want to set the user’s

• alternate identity, see “To set the user’s alternate identity in bulk” on 
page 286. The alternate identity is the “e-mail (subjectAltName)”. For more 
information on the alternate identity property, see “Setting the E-mail 
attribute” on page 127.

• key lifetimes, see “To set key lifetimes in bulk” on page 287. For more 
information on the key lifetimes property, see “Determining key lifetimes” 
on page 220.

• key expiry dates, see “To set key expiry dates in bulk” on page 288. For more 
information on the key expiry dates property, see “Setting key expiry dates” 
on page 220.

• group membership, see “To modify group membership in bulk” on 
page 289.

• role, see “To modify the user’s role in bulk” on page 290.

• certificate category and type, see “To set users’ certificate category and 
certificate type in bulk” on page 291.

• certificate extensions, see “To set users’ certificate extensions in bulk” on 
page 292.

To set the user’s alternate identity in bulk
1 Open a new file in any text editor.

2 Identify the user whose alternate identity property you want to set by typing the 
following, for example:

user x "cn=Bob Jones,o=Your Company,c=US"

Substitute “cn=Bob Jones, o=Your Company, c=US” with the DN of the user 
whose alternate identity you want to set. Remember to surround the user’s DN 
with double quotation marks.

3 Set the alternate identity value by typing the following, for example:

user_setproperty x alternate_id bob.+ jones@your_company.com

Substitute bob.jones@your_company.com with the user’s e-mail address.

Note: To remove a value from the alternate identity, use the subtraction 
operator rather than the addition operator.
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4 Apply the setting by typing

user_applyproperties x

5 Update the user’s certificates.

If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

6 Repeat Step 2 to Step 5 for all the users whose alternate identities you want to 
set.

7 Save the file with an .entra extension. The file can have any name (for example, 
subaltname.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now set users’ alternate identity property in bulk.

To set key lifetimes in bulk
1 Open a new file in any text editor.

2 Identify the user whose key lifetimes you want to set by typing the following, for 
example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose key lifetimes 
you want to set. Remember to surround the user’s DN with double quotation 
marks.

3 Set the user’s key lifetimes by typing the following the following, for example:

user_setproperty z key_lifetimes 24 30 50

The values “24”, “30”, and “50” represent the encryption public key lifetime, 
the verification public key lifetime, and the signing private key lifetime 
respectively. Set these values according to your requirements. The encryption 
and verification public key lifetimes are set in terms of months, with a possible 
range of 2 to 60 months. The signing private key lifetime is set as a percentage 
of the verification public key lifetime, with a possible range of 1 to 100 percent.

Key lifetimes and key expiry dates are mutually exclusive. If you set key lifetimes, 
you will overwrite any previously established key expiry dates. (The opposite is 
also true.) If you prefer to set key expiry dates, see “To set key expiry dates in 
bulk” on page 288.

4 Apply the setting by typing

user_applyproperties z
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5 Update the user’s certificates.

If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

6 Repeat Step 2 to Step 5 for all the users you whose key lifetimes you want to set.

7 Save the file with an .entra extension. The file can have any name (for example, 
keylifetimes.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now set users’ key lifetimes in bulk.

To set key expiry dates in bulk
1 Open a new file in any text editor.

2 If you have not already done so, set the user up for key recovery. See “Setting up 
users for key recovery in bulk” on page 273.

3 Identify the user whose key expiry dates you want to set by typing the following, 
for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose key expiry 
dates you want to set. Remember to surround the user’s DN with double 
quotation marks.

4 Set the user’s key expiry dates by typing the following the following, for example:

user_setproperty z key_expiry 28/03/2001 17/04/2001

The value “28/03/2001” represents the expiry date of both the user’s encryption 
public key and the user’s signing private key. The value “17/04/2001” 
represents the expiry date of the user’s verification public key. Set these values 
according to your requirements. The expiry dates are set in terms of 
dd/mm/yyyy.

Key expiry dates and key lifetimes are mutually exclusive. If you set key expiry 
dates, you will overwrite any previously established key lifetimes. (The opposite 
is also true.) If you prefer to set key lifetimes, see “To set key lifetimes in bulk” 
on page 287.

5 Apply the setting by typing

user_applyproperties z

6 Update the user’s certificates.
CHAPTER 6
Administering multiple users



If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

7 Repeat Step 3 to Step 6 for all the users you whose key expiry dates you want to 
set.

8 Save the file with an .entra extension. The file can have any name (for example, 
keyexpirydates.entra).

9 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now set users’ key expiry dates in bulk.

To modify group membership in bulk
1 Open a new file in any text editor.

2 Identify the user whose group membership you want to modify by typing the 
following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose group 
membership you want to modify. Remember to surround the user’s DN with 
double quotation marks.

3 If you want to add the user to a group, go to Step 4. If you want to remove the 
user from a group, go to Step 5.

4 Add the user to a group by typing the following, for example:

user_setproperty z group + "Group A"

Substitute Group A with the name of the group you want to add the user to. The 
group must already exist before the user can be added to it.

Note: Double quotation marks must surround any group names of more than 
one word.

To add the user to numerous groups, include a user_setproperty command for 
each group you are adding the user to. For example:

user_setproperty z group + "Group B"
user_setproperty z group + "Group C"

To add the user to all groups that currently exist as well as to any groups that will 
be created in the future, type the following:

user_setproperty z group + *
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To remove the user from a group or groups, go to Step 5. Otherwise, proceed to 
Step 6.

5 Remove the user from a group by typing the following, for example:

user_setproperty z group - “Group K”

Substitute Group K with the name of the group you want to remove the user 
from. The user must always remain a member of at least one group.

To remove the user from numerous groups, include a user_setproperty command 
for each group you are removing the user from. For example:

user_setproperty z group - "Group B"
user_setproperty z group - "Group C"

To remove the user from all groups, type the following:

user_setproperty z group - *

A user must belong to at least one group. To add the user to a group or groups, 
go to Step 4.

6 Apply the setting by typing

user_applyproperties z

7 Update the user’s certificates.

If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

8 Repeat Step 2 to Step 7 for all the users whose group membership you want to 
modify.

9 Save the file with an .entra extension. The file can have any name (for example, 
addgroups.entra).

10 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now modified users’ group membership in bulk.

To modify the user’s role in bulk
1 Open a new file in any text editor.

2 Identify the user whose role you want to modify by typing the following, for 
example:

user z "cn=Bob Jones,o=Your Company,c=US"
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Substitute the DN in this statement with the DN of the user whose role you want 
to modify. Remember to surround the user’s DN with double quotation marks.

3 Modify the user’s role by typing the following:

user_setproperty z role "End User"

You can also create an administrative user by substituting “End User” with 
“Security Officer”, “Administrator”, “Directory Administrator”, or “Auditor”, as 
required. You must surround role names made up of two or more words (End 
User, Security Officer, Directory Administrator) with double quotation marks.

4 Apply the modification by typing:

user_applyproperties z

5 Update the user’s certificates.

If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

6 Repeat Step 2 to Step 5 for all the users whose roles you want to modify.

7 Save the file with an .entra extension. The file can have any name (for example, 
changerole.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now modified users’ roles in bulk.

To set users’ certificate category and certificate type in bulk
1 Open a new file in any text editor.

2 Identify the user whose certificate category and type you want to set by typing 
the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose certificate 
category and type you want to set. Remember to surround the user’s DN with 
double quotation marks.

3 Set the user’s certificate category and type by typing the following, for example:

user_setproperty z certificate_type Web web_default

Substitute “Web” in this statement with the certificate category you want to 
assign to the user. Your certificate category options are Enterprise or Web. Note 
that you can only assign a Web certificate to a user if you have purchased licenses 
for Web certificates.
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Substitute “web_default” in the above statement with the appropriate certificate 
type. To see what certificate categories and types are available to you, log in to 
Entrust/RA as an administrative user and click Users > New User. Then follow the 
steps in “To specify certificate extension information” on page 182. When you 
are done viewing the certificate categories and types, click Cancel and continue 
with the procedure here.

4 Apply the setting by typing

user_applyproperties z

5 Update the user’s certificates.

If the user’s certificates are set for automatic key rollover, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

6 Repeat Step 2 to Step 5 for all the users whose certificate category and type you 
want to set.

7 Save the file with an .entra extension. The file can have any name (for example, 
certcategories.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now set users’ certificate category and type in bulk.

To set users’ certificate extensions in bulk
1 Open a new file in any text editor.

2 Identify the user whose certificate extensions you want to set by typing the 
following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose certificate 
extensions you want to set. Remember to surround the user’s DN with double 
quotation marks.

3 Set the user’s certificate extensions by typing the following, for example:

user_setproperty z certificate_extension userStreet "100 East\
27th Street"

In the above example, the certificate extension is userStreet, and the value is 
“100 East 27th Street”. The backslash at the end of the first line is required to 
keep the information on the two lines together. Without the backslash, the two 
lines are interpreted as separate statements. The double quotation marks indicate 
that all the words inside the double quotation marks are a single argument.
CHAPTER 6
Administering multiple users



To specify a certificate extension, you must use the extension’s “Var ID”, as 
defined in the master.certspec file. For more information on certificate extensions 
and the master.certspec file, see the “Customizing certificates” chapter in 
Administering Entrust/PKI 6.0 on Windows.

Here are some other examples of setting certificate extensions:

user_setproperty z certificate_extension userCity "New York"
user_setproperty z certificate_extension userEmail \
bob@your_company.com
user_setproperty z certificate_extension policyOIDS \
"2.6.7.1.47.98.2 2.6.7.1.47.98.4"

In the first of these command statements, “New York” is the value assigned to 
the certificate extension userCity. The double quotation marks around New York 
indicate that the words are to be treated as a single argument.

In the second command statement, “bob@your_company.com” is the extension 
assigned to the certificate extension “userEmail”. No double quotation marks are 
required because bob@your_company.com appears as a single unbroken word.

In the third command statement, the certificate extension policyOIDS contains 
two values: 2.6.7.1.47.98.2 and 2.6.7.1.47.98.4. When a certificate extension 
requires multiple values, always specify the values as a space-separated list 
enclosed in double quotation marks.

4 Apply the setting by typing

user_applyproperties z

5 Update the user’s certificates.

If the user’s certificates are set for automatic key update, update the user’s key 
pairs using the user_updatekeypairs command. If the user’s certificates are set for 
key expiry, then put the user into key recovery by using the user_recover 
command.

6 Repeat Step 2 to Step 5 for all the users whose certificate extensions you want to 
specify.

7 Save the file with an .entra extension. The file can have any name (for example, 
certextensions.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now specified users’ certificate extensions in bulk.
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Adding and deleting Directory attributes in 
bulk
The command that is used to add Directory attributes when creating a new user 
in the Directory (user_setattribute) is the same command that is used to add and 
delete Directory attributes for existing users.

The user_setattribute command creates new attributes and adds values to 
existing attributes. If an attribute is already assigned a value, new values added 
to the attribute will be added to the existing list of values.

The user_setattribute command also deletes attribute values and attributes. If an 
attribute has only one value, then deleting that value will also delete the 
attribute.

The user_setattribute command can also be used to add and delete Directory 
attributes for entries in your Directory that are not related to Entrust/PKI.

For more information, see the “Other administrative tasks” chapter in 
Administering Entrust/PKI 6.0 on Windows.

To add and delete Directory attributes in bulk
1 Open a new file in any text editor.

2 Identify the user whose Directory attribute you want to add, delete, or modify by 
typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to modify. 
Remember to surround the user’s DN with double quotation marks.

3 If you want to add a Directory attribute, or set an attribute value, go to Step 4. 
If you want to delete a Directory attribute or remove an attribute value, go to 
Step 5.

4 Add a Directory attribute by typing the following, for example:

user_setattribute z FavoriteFoods + Potatoes

Substitute “FavoriteFoods” with the name of the Directory attribute you want to 
create. Substitute “Potatoes” with the value you want to assign to the new 
Directory attribute.

You can also add values to a Directory attribute that already exists by typing the 
following, for example:

user_setattribute z FavoriteFoods + Pasta
user_setattribute z FavoriteFoods + Porridge
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Substitute “FavoriteFoods” with the name of the Directory attribute you are 
adding values to. Substitute “Pasta” and “Porridge” with the values you want to 
add to the given Directory attribute.

5 Delete a Directory attribute by typing the following, for example:

user_setattribute z FavoriteFoods - *

Substitute “FavoriteFoods” with the name of the Directory attribute you want to 
delete. This bulk command statement removes the given Directory attribute and 
all values assigned to this attribute.

If you want to remove a specific value from the Directory attribute, type the 
following, for example:

user_setattribute z FavoriteFoods - Porridge

Substitute “FavoriteFoods” with the name of the Directory attribute you want to 
remove a value from. Substitute “Porridge” with the value you want to remove.

Note: The Directory attribute itself is deleted if you remove all values from the 
attribute.

6 Repeat Step 2 to Step 5 for all the users whose Directory attributes you want to 
modify.

7 Save the file with an .entra extension. The file can have any name (for example, 
addattribute.entra).

8 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now modified users’ Directory attributes in bulk.
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Restoring information to the Directory in 
bulk

You can restore a user’s certificates to the Directory if the certificates are 
accidentally deleted or corrupted.

Note: You should back up your Directory on a regular basis using your Directory 
backup tools. The procedure described in this section will only restore certificate 
information. If any other type of Directory information becomes corrupt or is lost, 
such as object classes, Directory entries, or Directory attributes, you can only 
retrieve this information from a backup generated by your Directory backup 
tools. For more information on backing up your Directory, see “Backing up the 
Directory” on page 74.

To restore users’ certificates to the Directory in bulk
1 Open a new file in any text editor.

2 Identify the user whose certificates you want to restore by typing the following, 
for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose certificates 
you want to restore. Remember to surround the user’s DN with double quotation 
marks.

3 Restore the user’s certificates by typing

user_restoretodir z

4 Repeat Step 2 and Step 3 for all the users whose certificates you want to restore.

5 Save the file with an .entra extension. The file can have any name (for example, 
restorecerts.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now restored users’ certificates in bulk.
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Updating users’ key pairs in bulk
For general information on updating key pairs, see “Updating a user’s key pairs” 
on page 236.

To update users’ key pairs in bulk
1 Open a new file in any text editor.

2 Identify the user whose key pairs you want to update by typing the following, for 
example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose key pairs you 
want to update. Remember to surround the user’s DN with double quotation 
marks.

3 Update the user’s key pairs by typing

user_updatekeypairs z

4 Repeat Step 2 and Step 3 for all the users whose key pairs you want to update.

5 Save the file with an .entra extension. The file can have any name (for example, 
updatekeypairs.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now updated users’ key pairs in bulk.
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Reissuing users’ activation codes in bulk
Reissuing activation codes generates new codes with new creation and expiry 
dates. The validity of the previous activation codes will not affect this procedure. 
You can reissue new activation codes before the old activation codes expire (for 
example, when a user’s activation codes are lost or stolen). For more information 
on activation code lifetimes, see “Setting the lifetime of activation codes” on 
page 104.

If the administrative user who processes the bulk command file has permission to 
view activation codes, the activation codes will appear in the bulk .log output file.

To reissue users’ activation codes in bulk
1 Open a new file in any text editor.

2 Identify the user whose activation codes you want to reissue by typing the 
following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user whose activation 
codes you want to reissue. Remember to surround the user’s DN with double 
quotation marks.

3 Reissue the user’s activation codes by typing

user_reissueactivationcodes z

4 Repeat Step 2 and Step 3 for all the users whose activation codes you want to 
reissue.

5 Save the file with an .entra extension. The file can have any name (for example, 
actcodes.entra).

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now reissued users’ activation codes in bulk.
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Advanced bulk processing 
Once you have become familiar with the Entrust/PKI bulk command syntax, you 
can start taking advantage of the fact that Entrust/PKI bulk operations are 
written in Tcl, a full-fledged scripting language. This section includes an example 
script that shows you how you can create powerful automated scripts using Tcl.

This section also describes how to create customized Directory entries.

Advanced scripts
You can use Tcl to produce powerful, automated bulk scripts. Included in the 
installation of Entrust/PKI (either Entrust/Authority or a stand-alone Entrust/RA) 
are sample bulk scripts that illustrate ways of processing users in bulk using 
information from other sources, such as automatically generated reports. These 
sample scripts can be found in the Bulk/Samples directory, which is located off 
the main Entrust install directory.

One such example illustrates adding users to Entrust/PKI using the information 
in a .csv (Comma Separated Values) file. The .csv file contains each user’s last 
name, first name, serial number, and e-mail address. When you process the bulk 
script in the Bulk Console window, the script finds the .csv file and adds each 
user, based on the information in the .csv file.

An alternative method involves saving the results of a Find Users operation to a 
file through Entrust/RA. For more information, see “Administering individual 
users” on page 161.

If you intend to create users in the Directory, but not to add them to Entrust (as 
you would when you move users from one CA to another), you can use the script 
shown here, as long as you do not include any of the commands that appear after 
the user_createdirentry command. All the commands following the 
user_createdirentry command are used for adding the user to Entrust/PKI.

To add users to Entrust/PKI using a .csv file
1 Using a database or spreadsheet application (such as Microsoft Excel), create a 

.csv file that looks something like this:

# Line Format:
# Firstname, Lastname, serial number, email address
#
# Leading and trailing spaces will be trimmed from each value.
#
Alan, Aardvark, Alpha1, Alan.Aardvark@entrust.com
Bobbi, Bobcat, Bravo2, Bobbi.Bobcat@entrust.com
Cathy, Cuttlefish, Charlie3, Cathy.Cuttlefish@entrust.com
Douglas, Dog, Delta4, Douglas.Dog@entrust.com
Esther, Eagle, Echo5, Esther.Eagle@entrust.com
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Frank, Fish, Foxtrot6, Frank.Fish@entrust.com
George, Gila Monster, Golf7, George.GilaMonster@entrust.com
Harry, Hippopotamus, Hotel8, Harry.Hippopotamus@entrust.com
Irene, Iguana, India9, Irene.Iguana@entrust.com
Jamie, Jackal, Juliet10, Jamie.Jackal@entrust.com
Katheryn, Kangaroo, Kilo11, Katheryn.Kangaroo@entrust.com
Larry, Llama, Lima12, Larry.Llama@entrust.com
Mary, Mongoose, Mike13, Mary.Mongoose@entrust.com
Niomi, Ngege, November14, Niomi.Ngege@entrust.com
Ophelia, Ostrich, Oscar15, Ophelia.Ostrich@entrust.com
Patti, Panda, Papa16, Patti.Panda@entrust.com
Quincy, Quagga, Quebec17, Quincy.Quagga@entrust.com
Randy, Racoon, Romeo18, Randy.Racoon@entrust.com
Sylvester, Snake, Sierra19, Sylvester.Snake@entrust.com
Tamara, Tiget, Tango20, Tamara.Tiget@entrust.com
Uretha, Ungulate, Uniform21, Uretha.Ungulate@entrust.com
Veronica, Viper, Victor22, Veronica.Viper@entrust.com
Wilma, Wolf, Whisky23, Wilma.Wolf@entrust.com
Xylia, Xtinct, X-Ray24, Xylia.Xtinct@entrust.com
Yolanda, Yak, Yankee25, Yolanda.Yak@entrust.com
Zeke, Zebra, Zulu26, Zeke.Zebra@entrust.com

2 Save this file with the name “user_data.csv”.

3 Create a bulk script that looks something like this:

set fileid [open user_data.csv r]

while {[gets $fileid line] >=0} {

    if {[string compare [string index $line 0] "#"] == 0} {
        continue
    }

    set namedata [split $line ","]
    set firstName [string trim [lindex $namedata 0]]
    set lastName [string trim [lindex $namedata 1]]
    set serialNumber [string trim [lindex $namedata 2]]
    set mail [string trim [lindex $namedata 3]]

    user X

    user_settemplate X Person

    user_setattribute X cn + "$firstName $lastName"
    user_setattribute X sn + $lastName
    user_setattribute X serialNumber + $serialNumber
    user_setattribute X mail + $mail

    user_createdirentry X
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user_setproperty X group + default
    user_setproperty X role "End User"

    user_add X

}

4 Modify this file according to your needs (for example, you may want to set key 
expiry dates as well, or add the users to specific groups, as opposed to all groups).

5 Save the file with an .entra extension. The file can have any name (for example, 
addusers.entra). Ensure you save this file to the same location as the 
user_data.csv file.

6 Process the .entra file in the Bulk Console window. See “To process a bulk 
command file in the Bulk Console window” on page 251.

7 Open the output log file to obtain the activation codes of each new user (see 
“Viewing the bulk output log file” on page 253).

8 Turn to “Assembling and distributing items required by a new user” on page 170 
for information on distributing a start-up package to each new user.

You have now added users to Entrust/PKI using an advanced bulk script.

Creating customized Directory entries in 
bulk
An administrative user can add customized entries to the Directory through bulk 
processing. A customized entry is an entry in the Directory that is not based on a 
predefined user type. To add a customized Directory entry, you must

• specify the complete DN of the user when you declare the user object

• include the argument “New” when you declare the user object

• specify values for the objectClass attribute, instead of using the 
user_settemplate command

• specify values for any other required attributes

• use the user_createdirentry command to create the entry in the Directory

Administrative users must be careful when creating customized Directory entries. 
If you create entries using an uncommon object class, you might encounter 
difficulties when searching for those entries. Also, when you change the DN of 
an entry, Entrust/Authority will try to match the entry to a template. Errors may 
occur if the entry does not match any of your templates.

To create customized Directory entries
1 Open a new file in any text editor.
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2 Declare the DN of the new Directory entry by typing the following, for example:

user z "cn=Bob Jones + serialNumber=1QFB01, o=Your Company \
Inc, c=US" New

Substitute the DN in this statement with the DN of the entry you want to create. 
Include the argument “New” after the DN. Remember to surround the user’s DN 
with double quotation marks. The backslash is required to keep the information 
in the first and second lines together as a single bulk command statement.

3 Add values to the objectClass attribute by typing

user_setattribute z objectClass + organizationalPerson
user_setattribute z objectClass + Person

Substitute the values “organizationalPerson” and “Person” with values you want 
to add to the objectClass attribute. Also, add any other values to the objectClass 
attribute that are required by your Directory schema.

Note: If you do not add all the values to the objectClass attribute that are 
required by the Directory schema, the user_createdirentry command may fail.

4 Set attributes for the user by typing the following, for example:

user_setattribute z sn + Jones
user_setattribute z mail + jones@your_company.com

Substitute these attributes and add any others according to your requirements for 
this Directory entry. Attributes are set in the same way as any regular Directory 
entry. For other examples, see “Adding users in bulk with customized properties” 
on page 265.

5 Create the Directory entry by typing

user_createdirentry z

6 If you wish to add the entry in Entrust/PKI, type the following, for example:

user_setproperty z role "End User"
user_setproperty z group + default
user_add z

Substitute the values for the role and group as required. You can set any other 
Entrust/PKI properties here as well. For more information on setting properties, 
see “Changing user properties in bulk” on page 286.

If you want to create a Directory entry but do not want to add the entry in 
Entrust/PKI, do not include the commands in this step.

7 Repeat Step 2 to Step 6 for all the customized Directory entries you want to 
create.
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8 Save the file with an .entra extension. The file can have any name (for example, 
customentries.entra).

9 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 251.

You have now created customized Directory entries in bulk.
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Chapter 7
Suspending a certificate

This chapter includes the following sections:

• “Overview” on page 306

• “Putting a user certificate on hold” on page 306

• “Putting a subordinate CA certificate on hold” on page 307

• “Taking a certificate off hold” on page 307
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Overview
Entrust/PKI lets you permanently revoke certificates when they are no longer 
trusted. For more information about revoking certificates, see “Administering 
individual users” on page 161.

With this release of Entrust/PKI, you can also suspend certificates (that is, you can 
put them “on hold”). For example, if a user misplaces their smartcard, you can 
suspend the certificates on that card. If the user finds the card, you can take the 
certificates off hold. If the user doesn’t find the smartcard, you can permanently 
revoke the certificates.

You can suspend user certificates and subordinate CA certificates. At a later time, 
you resolve the certificate suspension by either

• permanently revoking the certificate. For information, see “Revoking 
certificates” on page 226.

• taking the suspended certificate off hold.

Note: The effects of suspending a certificate are significant. A suspended 
certificate is not trusted in the same way that revoked certificates are not trusted.

Putting a user certificate on hold
You put a user certificate on hold when you are unsure that the certificate can be 
trusted. Entrust/PKI adds an entry to the CRL for the certificate. The entry 
indicates that the certificate has been suspended, and is not trusted at this time.

To put a user certificate on hold
1 In Entrust/RA, right-click the certificate you want to put on hold, and click 

Revoke this certificate > On Hold in the pop-up menu.

The Revoke Certificate dialog box appears.

2 In the Certificate revocation comment field, type a comment that describes why 
the certificate is being put on hold.

3 Select “Issue the CRL associated with this certificate” if you want 
Entrust/Authority to immediately publish a new CRL with the entry that indicates 
this certificate is suspended. 

Note: Depending on your administrative permissions, you may not be able to 
choose this option. If you cannot set this option, an entry that indicates this 
certificate is suspended will be included in the next CRL issued by default.
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4 Click OK.

You have now put a user certificate on hold. The certificate is no longer trusted.

Putting a subordinate CA certificate on hold
You put a subordinate certificate on hold when you are unsure that the 
CA can be trusted. Entrust/PKI adds an entry to the authority revocation 
list for the certificate. The entry indicates that the certificate has been 
suspended, and is not trusted at this time.

Attention: This is a serious operation. The subordinate CA certificate will be 
revoked and therefore will be unusable while it is suspended.

To put a subordinate CA certificate on hold
1 In Entrust/RA, right-click the certificate you want to put on hold, and click 

Revoke this certificate > On Hold in the pop-up menu.

A warning appears, indicating that the subordinate CA certificate will be revoked 
and unusable while it is suspended.

2 Click Yes.

You have now put a subordinate CA certificate on hold. The certificate is no 
longer trusted.

Taking a certificate off hold
You can resolve a certificate suspension by taking it off hold.

To take a user certificate off hold
1 In Entrust/RA, right-click the certificate, and click Cancel Hold in the pop-up 

menu.

The Cancel Hold dialog box appears.

2 Select Issue the CRL associated with this certificate to immediately issue a new 
CRL in which the entry for the certificate no longer appears, and then click OK.

Entrust/RA removes the entry that indicates the certificate is on hold from the 
CRL.

You have now taken a user certificate off hold. The certificate is trusted.
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To take a subordinate CA certificate off hold
To take a subordinate CA certificate off hold, right-click the certificate, and click 
Cancel Hold in the pop-up menu.

Entrust/RA removes from the ARL the entry that indicates the certificate is on 
hold.

You have now taken a subordinate CA certificate off hold. The certificate is 
trusted.
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Chapter 8
Maintaining the Certification 
Authority

Once you have set up a Certification Authority (CA), you need to maintain it. For 
example, you may need to revoke the CA signing key pair, move a user to a new 
CA, or archive users. This chapter describes how to perform each of these tasks:

• “Recovering all users” on page 310

• “Moving a user to a new CA” on page 312 

• “Archiving and retrieving a user” on page 330
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Recovering all users
Recovering all users places all users into key-recovery mode. This operation 
allows you to issue new encryption and verification certificates to all users in your 
CA domain. This is a very serious operation. When you recover all users, you 
must distribute new activation codes to every single user. Carrying out this task 
requires finding a secure channel for distributing the activation codes. Delivering 
the activation codes to each user in person is probably the most secure method 
of distribution.

You may need to recover all users if the majority of your users’ certificates have 
been signed by the CA signing private key you are revoking. You probably need 
to recover all users if you are revoking the latest CA signing key pair, and you 
definitely need to recover all users if you have never updated or revoked the CA 
signing key pair. It is necessary to recover all users in such situations because most 
(if not all) user certificates are no longer valid once the CA signing key pair has 
been revoked. Users must be issued new certificates signed by the current valid 
CA. To achieve this, after the CA signing key pair has been revoked (and 
automatically updated), a Master User must log in to Entrust/Authority Master 
Control and run the Recover All Users command.

You can also recover all users at the command line. See “Command line interface 
for Entrust/Authority Master Control” in Administering Entrust/PKI 6.0 on 
Windows.

To recover all users
1 Log in to Entrust/Authority Master Control. For more information see “Logging 

in to Entrust/Authority Master Control” on page 77.

2 Click Configuration > Recover All Users.

An authorization dialog box appears.

3 Enter your Master User password and click OK.

The Result dialog box appears. This dialog box contains the activation codes you 
need for recovering the CA’s Security Officers. This information can be saved to 
a file, allowing you to retrieve the Security Officer activation codes when you are 
ready to recover the Security Officer profiles. Activation codes for End Users are 
also generated by the Recover All Users command, but they are not displayed in 
the Result dialog box.

4 Click Save to file.

A Save As dialog box appears.

5 Name the file in the File name field, using any filename extension. Using the .txt 
filename extension allows you to open this file in any text editor. Choose where 
to save the file and click Save.
CHAPTER 8
Maintaining the Certification Authority



The Result dialog box appears again.

6 Click OK.

7 In the Windows taskbar, click Start > Programs > Entrust PKI > Entrust RA.

The Entrust/RA Log in dialog box appears.

8 Select a Security Officer profile (for example, “First Officer.epf”) from the User 
profile drop-down list.

9 Click Recover Profile.

The Recover profile dialog box appears.

10 Type the name of the Security Officer (for example, “First Officer”) in the User 
profile name field.

11 Open the file that contains the Security Officer activation codes and copy the 
reference number and authorization code of the Security Officer you are 
recovering into the respective fields in the Recover profile dialog box.

Note: In the file containing the activation codes, the reference number is 
displayed to the right of the authorization code. The authorization code contains 
both letters and numbers, while the reference number contains only numbers.

12 Click OK.

A warning dialog box appears asking whether you want to write over a profile 
that already exists.

13 Click Yes.

14 Repeat Step 7 through Step 13 for the other Security Officers.

15 Distribute the activation codes for all the other administrative users and end 
users. Each administrative user and end user recovers their profile when they log 
in to an Entrust-Ready application (such as Entrust/RA or Entrust/Entelligence). 
For information on where to locate the activation codes for each user, see “To 
find a user’s activation codes” on page 168.

You have now recovered all users.
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Moving a user to a new CA
A CA enforces security policies for the users that belong to it. Security policies are 
reflected in such Entrust settings as the administration policies, password rules, 
and login policies. For more information about these Entrust settings, see 
“Determining Security Policy settings” on page 120. 

Depending on your organization’s business requirements, it may use more than 
one CA, and it may customize the security policies for each CA. For example, 
your organization may use a different CA to manage each branch office, and 
each CA may enforce a different set of password rules (for example, passwords 
expire every six months for one CA and passwords expire every three months for 
another CA).

Because a CA enforces security policies for the users that belong to it, and 
because security policies can be customized for each CA, it is important that each 
user belongs to the CA with the security policies that are appropriate for that user. 
This means that when a user’s position, function, or location within your 
organization changes, you may need to move the user to another CA. 

For example, suppose that one CA manages the Boston branch office and a 
different CA manages the Chicago branch office. If a user transfers from the 
Boston branch office to the Chicago branch office, you should move the user 
from the CA for the Boston office to the CA for the Chicago office. This move 
ensures that the security policies of the CA for the Chicago office are being 
enforced for the user. You no longer want the CA for the Boston office enforcing 
its security policies for the user.

Entrust Technologies recommends that you move a user only between 
cross-certified CAs (that is, CAs that have a network or hierarchical trust 
relationship). When you move a user, sensitive information is transferred from 
the old CA to the new CA. Although you can move a user between CAs that are 
not cross-certified, Entrust Technologies intends this to occur only when system 
limitations prevent CAs from cross-certifying (for example, you cannot connect 
the Directories used by the CAs).

Moving a user versus creating a user
At first, it may seem that the easiest way to move a user is to simply deactivate 
the user in the old CA and add the user in the new CA. The problem with this 
method is that the user in the new CA has no convenient and safe way to access 
their encrypted data in the old CA. (Encrypted data in the old CA is referred to as 
“previously encrypted data”.) 

To access previously encrypted data, a user requires their decryption private keys 
from the old CA. Without these keys, the only way for a user to access previously 
encrypted data is to transfer it to the new CA in an unencrypted state. However, 
the security risk of leaving sensitive data unencrypted is unacceptable.
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A user who has been added to a CA as a new user can keep their private 
decryption keys from another CA only by maintaining two Entrust profiles: 

• the profile used in the old CA contains the decryption private keys necessary 
to access encrypted data in the old CA

• the profile used in the new CA contains the decryption private keys necessary 
to access encrypted data in the new CA

Maintaining two profiles, however, is inconvenient. For example, suppose that 
your organization encrypts e-mail messages sent internally. To read messages 
that were encrypted in the old CA, the user would first have to log in to the CA 
using the profile for that CA. 

Moving a user’s decryption private keys
To provide a safe and convenient way for a user to maintain access to previously 
encrypted data, Entrust/PKI lets you move an Enterprise user from one CA to 
another CA (that is, it lets you move a user’s decryption private keys to another 
CA in a safe manner). After moving to the new CA, a user has a single Entrust 
profile that can be used to access data that was encrypted in both the old CA and 
in the new CA, and that can be recovered if it becomes corrupt or lost.

Note: You cannot move Web users from one CA to another CA.

Moving a user’s certificates
Entrust/PKI also moves the user’s valid encryption and verification certificates to 
the new CA to provide a record of the kind of certificates that were issued to the 
user by the old CA.

The new CA may also use the most recent verification certificate to verify the 
user’s digital signature when they log in for the first time. For more information 
about how the new CA uses the most recent verification certificate, see “Logging 
in to the new CA” on page 326.

Summary of steps for moving a user
The steps to move a user involve at least one administrative user at the old CA 
and at least one administrative user at the new CA. The number of administrative 
users required at each CA depends on how many administrative users are 
required to authorize sensitive operations. For more information, see 
“Authorizing a sensitive operation” on page 103.

The following procedure summarizes the steps for moving a user and identifies 
where you can obtain more information about each step.
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To move a user from an old CA to a new CA
1 The administrative users at both the old and new CAs establish trust between 

their CAs.

For information about establishing trust for moving a user, see “Establishing trust 
between the CAs” on page 314.

2 The administrative user at the old CA collects the information that is required by 
the new CA, and provides the information to the administrative user at the new 
CA. This process is called “exporting a user”. 

For information about exporting a user, see “Providing information for the new 
CA” on page 318.

3 The administrative user at the new CA writes the information received from the 
administrative user at the old CA to the new CA. This process is called “importing 
a user”. 

For information about importing a user, see “Writing information to the new CA” 
on page 323.

4 The administrative user at the new CA provides the user with an entrust.ini file, 
and the user logs in to the new CA. (Some users may also be required to recover 
their profiles before logging in to the new CA.) 

For more information about logging the user in to the new CA, see “Logging in 
to the new CA” on page 326.

5 When the user has successfully logged in to the new CA, the administrative user 
at the new CA informs the administrative user at the old CA that the user has 
been imported. The administrative user at the old CA completes the user export 
to prevent the user from logging in to that CA and to prevent other users from 
using the certificates for that user. 

For information about completing the export, see “Completing the user export” 
on page 328.

When you complete these procedures, you have moved a user from the old CA 
to the new CA.

Establishing trust between the CAs
You move users between CAs that have a trust relationship. CAs that have a trust 
relationship can access the keys necessary to protect sensitive information (that 
is, the user’s decryption private keys and public certificates) during the move. The 
keys used to protect sensitive information during a move are the CA user keys.

Note: Do not confuse the CA user keys with the CA signing private key, which 
can be used only to sign certificates, CRLs, and ARLs.
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To protect sensitive information during a move, the old CA

• encrypts the sensitive information using the new CA user’s encryption public 
key

• digitally signs the sensitive information using its own CA user’s signing 
private key

The old CA always has access to its own CA user’s signing private key. The new 
CA user’s encryption public key, however, is contained in the new CA user’s 
encryption certificate, which is available to the old CA only if a trust relationship 
exists between the CAs. For the purposes of moving a user, trust can be 
established between the CAs

• by cross-certifying the CAs online (see the “Cross-certifying with other CAs” 
chapter in Administering Entrust/PKI 6.0 on Windows) or by creating a strict 
hierarchy of CAs online (see the “Creating a hierarchy of CAs” chapter in 
Administering Entrust/PKI 6.0 on Windows). The old CA can access the new 
CA user’s encryption certificate from the new CA’s Directory.

• by exchanging the CA user’s public keys offline.

Entrust Technologies strongly recommends that CAs exchange their CA user’s 
public keys only if system issues prevent the CAs from establishing trust online. 
For example, if the CAs are using different Directories, the CAs may not be able 
to establish the Directory connectivity required for online cross-certification. 
When trust is established through CA public-key exchange, the CAs’ Directories 
are not connected. This means that a CA cannot check whether the other CA 
user’s certificates have expired, or whether they have been updated or revoked. 

Exchanging CA user’s public keys
A CA user’s public keys include its encryption public key and its verification public 
key. When two CAs exchange their CA users’ public keys, each CA has the CA 
user’s public keys for the other CA. Exchanging CA users’ public keys establishes 
trust between the CAs in an offline manner.

You can exchange the CA user’s public keys for your CA if you are a Security 
Officer (or an administrative user with the appropriate permissions) for your own 
CA. Exchanging CA user public keys requires at least one Security Officer from 
each CA. At each CA, a Security Officer exports the CA user’s public keys to a file 
that is referred to as a “CA user public key file”. At each CA, a Security Officer 
imports the CA user’s public keys for the other CA from the CA user public key 
file. 

To export the CA user’s public keys from your CA
1 Log in to Entrust/RA as a Security Officer for your CA (or as an administrative 

user with the appropriate permissions). See “Logging in to Entrust/RA as an 
administrative user” on page 117.
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2 Double-click Certification Authority in the tree view of the Entrust/RA window.

3 Right-click Imported CAs and click Export CA Public Key in the pop-up menu.

The Save As dialog box appears.

4 Choose a destination folder, type a name for the CA user’s public key file, and 
click Save. An extension of .cert is automatically appended to the filename.

The CA DN dialog box appears.

5 Type the DN of the new CA and click OK.

Entrust/Authority writes the CA user’s public keys to the file and generates a 
validation string. A dialog box similar to this one appears.

6 Write down the validation string and click OK.

You have now successfully exported the CA user public keys for your CA.

After exporting the CA user’s public keys, give the CA user’s public-key file and 
validation string to the Security Officer for the CA that will import your CA user’s 
public keys (that is, the CA you identified in Step 5). You must transfer the 
validation string and the file separately. For example, use e-mail to send the file 
to the other administrative user and the telephone to inform the other 
administrative user of the validation string if the other administrative user 
recognizes your voice.

To import the CA user’s public keys for another CA into your CA
1 Obtain the CA public key file and validation string from the Security Officer for 

the CA that exported its CA user’s public keys.

2 Log in to Entrust/RA as a Security Officer for your CA (or as an administrative 
user with the appropriate permissions). See “Logging in to Entrust/RA as an 
administrative user” on page 117.
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3 Double-click Certification Authority in the tree view of the Entrust/RA window.

4 Right-click Imported CAs and click Import CA Public Key in the pop-up menu.

The Open dialog box appears.

5 Locate and double-click the CA user’s public-key file.

A dialog box similar to this one appears.

6 Compare the validation string in the dialog box to the one you received from the 
administrative user at the new CA.

If the validation strings do not match, delete the file and ask the administrative 
user at the new CA to export the CA user’s public keys again. The file may have 
become corrupt or may have been tampered with.

7 If the validation strings match, click OK.

Entrust/Authority imports the contents of the CA user’s public-key file. If you 
have previously imported CA user public keys from this CA, the older keys are 
overwritten.

A dialog box appears when the keys have been imported from the file. 

8 Click OK.
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The Entrust/RA window shows the CA under Imported CAs in the tree view.

You have now imported another CA user’s public keys. 

To delete an imported CA
1 Log in to Entrust/RA as a Security Officer (or as an administrative user with the 

appropriate permissions). See “Logging in to Entrust/RA as an administrative 
user” on page 117.

2 Double-click Certification Authority in the tree view of the Entrust/RA window.

3 Double-click Imported CAs.

The list of imported CAs appears.

4 Right-click a CA and click Delete in the pop-up menu.

You have now deleted an imported CA. 

Providing information for the new CA
Once you establish trust between the old CA and the new CA, you can export 
the user to gather the information for the new CA. You can export a user if you 
are a Security Officer for the old CA or if you have the “Export to another CA” 
permission as described in the “Customizing Entrust/PKI” chapter in 
Administering Entrust/PKI 6.0 on Windows.
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You export a user using bulk operations. To perform bulk operations, you prepare 
a bulk command file and then process this file in the Bulk Console window. 
Processing the bulk command file produces a file that contains the information 
collected from the old CA (that is, the user’s decryption private keys and 
verification certificates). This file is referred to as an “import file”. The import file 
is given the name “bulk-file-name_import.entra”, where “bulk-file-name” is the 
name you give to the export file that you create in “To export users” on 
page 319. For example, if you create an export file called “movingusers.entra”, 
an import file is created when you process movingusers.entra in the Bulk Console 
window. This import file is called “movingusers_import.entra”.

The information in the import file is encrypted and signed using CA users’ key 
pairs (see “Establishing trust between the CAs” on page 314). You give this file 
to the administrative user of the new CA, who processes the file to import the 
user into the new CA (see “Writing information to the new CA” on page 323). 

Because the information in the import file is encrypted and signed, it also includes 
the following items:

• The old CA user’s verification certificate. When the new CA processes the 
import file, it uses this certificate to verify the old CA user’s digital signature 
on the encrypted information.

• The identifier of an encryption key pair. When the new CA processes the 
import file, it uses the identifier to determine which private key corresponds 
to the public key used by the old CA to encrypt the information. Only the 
corresponding private key can decrypt the information.

Note: An encryption key pair is made up of a public key used to encrypt 
information and the corresponding private key used to decrypt that information. 
Because encryption key pairs are updated at regular intervals, every key pair has 
an identifier. 

To export users
1 Open a new file in any text editor.

2 Identify the user you want to move by typing the following, for example:

user z "cn=Bob Jones,ou=Chicago,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to move. 
This is the DN the user has before being moved. Remember to surround the 
user’s DN with double quotation marks.
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3 Write the user’s key history to file by typing the following, for example:

user_export z start "ou=Boston,o=Your Company,c=US" "cn=Bob \ 
Jones,ou=Boston,o=Your Company,c=US"

Substitute “ou=Boston, o=Your Company, c=US” with the DN of the CA you are 
moving your user to. Substitute “cn=Bob Jones, ou=Boston, o=Your Company, 
c=US” with the DN the user will have when they are moved to the new CA. It is 
optional to include the user’s new DN here. If you do not know the user’s new 
DN, or cannot otherwise include it here, the user’s old DN is written to the 
bulk-file-name_import.entra file (where “bulk-file-name” is the name you give 
to the export file in Step 5 of this procedure). An administrative user at the new 
CA can update the DN before processing the import file in the Bulk Console 
window.

4 Repeat Step 2 and Step 3 for all the users you want to move.

Note: Because signed and encrypted data for all users specified in the bulk 
export file is written to a single bulk import file, it’s a good idea to include only 
users who are moving to the same CA in one bulk export file. For example, use 
one bulk command file to export users moving to the Finance CA and use a 
different bulk command file to export users moving to the Marketing CA. This 
approach avoids complications for administrative users at the new CAs (see 
“Writing information to the new CA” on page 323).

5 Save the file with an .entra extension. The file can have any name (for example, 
movingusers.entra) as long as it has the .entra extension.

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 320.

You have now exported users from the old CA in bulk. These users are now in 
the Export Hold state. The number of available Entrust licenses remains the same 
until the export procedure is completed by the new CA.

To complete exporting a user, give the import file created by processing the bulk 
command file to the administrative user at the new CA. Because the information 
in the file is signed and encrypted, you can transfer the file using an unsecured 
method (for example, e-mail).

To process a bulk command file in the Bulk Console window
1 Log in to Entrust/RA or the Directory Browser as a Security Officer (or as an 

administrative user with the appropriate permissions). See “Logging in to 
Entrust/RA as an administrative user” on page 117.

2 Click Operations > Bulk Console.
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The Bulk Console window appears.

3 Click Browse next to the Input script field, navigate to the bulk command file, 
and click Open. Otherwise, you can indicate the location of the bulk command 
file by typing the path and filename in the Input script field. The file must have 
an .entra extension.

4 Leave the Output log field as is to accept the default name and location for the 
bulk output log (.log) file where the results of the bulk processing are recorded. 
Otherwise, click Browse next to the Output log field to indicate a different name 
or location for the bulk output log file. For more information on the bulk output 
log file, see “Viewing the bulk output log file” on page 253.

5 Click Go to begin processing the bulk command file listed in the Input script field. 
The Bulk Console window displays information about the progress of the bulk 
processing operation. If you do not want this information to be displayed, click 
Log.

The Authorization Required dialog box appears. 

6 Enter your password and click OK.
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The number of authorizations required depends on how many administrative 
users are required to authorize sensitive operations. For more information, see 
“Authorizing a sensitive operation” on page 103.

After you authorize the operation, Entrust/Authority processes the file. If the file 
contains a script for more than one user, Entrust/Authority processes each user 
individually. 

7 When processing is complete, click Close.

Viewing the contents of an import file
You can view the contents of an import file to determine which users are included 
in the file. To view the contents of an import file, open the file in a text editor 
such as Notepad.

When you open an import file, you can see the users’ DNs and the signed and 
encrypted information (although the information is unreadable).

Canceling an export
If you decide that you don’t want to export a user after writing the user 
information to the import file, you can cancel the export. For example, suppose 
that you inadvertently declare the wrong user in the bulk input file. You can 
cancel the export, which returns the user to the state they were in before they 
were exported. For example, when you export an active user, the user becomes 
an exported user. If you cancel the export, the user becomes an active user again, 
and all their user properties remain intact. 

To cancel an export
1 Open a new file in any text editor.

2 Identify the user for whom you want to cancel an export by typing the following, 
for example:

user z "cn=Bob Jones,ou=Boston,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user for whom you want 
to cancel the export operation. This is the DN the user has before being moved. 
Remember to surround the user’s DN with double quotation marks.

3 Cancel the user export operation by typing, for example:

user_export z cancel

4 Repeat Step 2 and Step 3 for all the users for whom you are canceling the export 
operation.

5 Save the file with an .entra extension. The file can have any name (for example, 
cancelexport.entra) as long as it has the .entra extension.
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6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 320.

You have now canceled a user export operation in bulk.

How does being exported affect the user?
When you export an activated user, Entrust/Authority doesn’t remove their 
certificates from the Directory. These users can continue to work in the old CA, 
meaning that their work is not interrupted by the move. However, to ensure that 
the exported information is complete (that is, no more decryption private keys or 
verification certificates are created after the user is exported), the old CA doesn’t 
perform any more key updates. 

Note: Deactivated users cannot work on the CA before or after you export 
them. Entrust/Authority removes their certificates from the Directory when they 
are deactivated.

Because the old CA doesn’t perform any more key updates for an exported user, 
Entrust Technologies recommends that the administrative user for the new CA 
import the user as promptly as possible. If the user’s keys expire in the old CA 
before the user has been imported in the new CA, the user will not be able to log 
in to any CA.

Writing information to the new CA
Once the administrative user at the old CA has exported a user and given you 
the import file, you can import the user. You can import a user if you are a 
Security Officer for the new CA or if you have the “Import new user” permission 
as described in the “Customizing Entrust/PKI” chapter in Administering 
Entrust/PKI 6.0 on Windows.

You import a user by editing the import file and then processing the import file. 
Before you process the import file, the Directory must include an entry for the 
user. You can create a Directory entry using the Directory Browser, a separate 
bulk command file, or a third-party tool.

To import users
1 Create an entry in the Directory for each user that is being imported.

For information on how to create Directory entries using bulk scripts, see 
“Advanced scripts” on page 299. To create the Directory entries properly, 
remove all lines in the sample script that appear after the user_createdirentry 
command. Removing these lines prevents the user from being activated in the 
new CA. Users are added to the new CA along with their key histories when you 
process the import file.
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2 Open the import.entra file you received from the administrative user at the old 
CA using any text editor.

Attention: Do not change a single character of the encrypted and signed 
information. If you make changes, the key history for that user will be lost and 
you will have to cancel and restart the export operation.

3 If the DNs in the import file do not identify the users as belonging to the new CA, 
change the users’ DNs to reflect the new CA DN. For example, if the user Bob 
Jones is being moved from CA “ou=Boston,o=Your Company,c=US” to CA 
“ou=Chicago,o=Your Company,c=US”, Bob’s DN should now be “cn=Bob 
Jones,ou=Chicago,o=Your Company,c=US”.

You must assign a new DN to ensure that the user’s new name is within the name 
space managed by the new CA. This new DN may be assigned by the 
administrative user at the old CA, or it can be done now at the new CA.

Note: You can reuse DNs for returning users. For example, suppose that a 
different CA manages each branch office and you move users among CAs as they 
transfer offices. A user may return to a branch office that they previously 
belonged to, meaning that you must import a user who previously belonged to 
your CA. If you re-use a DN, a new audit is generated to identify a returning user. 
For information, see the “Audit logs” appendix in Administering Entrust/PKI 6.0 
on Windows.

4 Review the line between the user DN and the user_import command that sets 
each user’s role to ensure that the assigned role is correct. For example:

user_setproperty u role "End User"

Possible role names include “End User”, “Security Officer”, “Administrator”, 
“Directory Administrator”, and “Auditor”. Role names made up of two or more 
words (End User, Security Officer, Directory Administrator) must be surrounded 
by double quotation marks.

By default, the generated import.entra file includes a line that assigns a role. By 
default, this role is assigned to End User. If your organization is using custom 
roles, you can use them in this place as well as the other role names listed in the 
previous paragraph.

5 Review the line between the user DN and the user_import command that 
designates which group the user will belong to, to ensure that the assigned group 
is correct. For example:

user_setproperty u group + *
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This statement makes the user a member of all groups that currently exist and 
any groups that will be created in the future. The asterisk is used to represent all 
current and all future group names.

If you would like the user to belong only to certain specific groups, you must 
include a bulk command statement for each group the user is to belong to. For 
example, you can add the user to Group C and Group G as follows (double 
quotation marks must surround any group names of more than one word):

user_setproperty u group + "Group C"
user_setproperty u group + "Group G"

For more information on groups, see “Setting up and administering groups” on 
page 144.

6 Repeat Step 3 through Step 5 for all the users you are importing.

7 Review the import file. It should look something like this (although the number 
of entries will probably be different, and the encrypted key histories have been 
abbreviated for display purposes):

user u "cn=Bob Jones,ou=Chicago,o=Your Company,c=US"
user_setproperty u role "End User"
user_setproperty u group + *
user_import u {
30820ECB02010330820EC406092A864886F70D010702A0820EB530820EB1020
1013109300706052B0E03021A30820AED06092A864886F70D010701A0820ADE
04820ADA30820AD630820A0106092A864886F70D010703A08209F2308209EE0
201013182016630820162020101303C3034310B300906035504061302555331
15301
}

user u "cn=Alice Gray,ou=Chicago,o=Your Company,c=US"
user_setproperty u role "End User"
user_setproperty u group + *
user_import u {
30C596F757220436F6D70616E79311430120603550403130B53616C6C79204A
6F6E657330819F300D06092A864886F70D010101050003818D0030818902818
100D0FCD99D5AFC070BE5BCD7C5F5FAC022A029E4DDE698E76FC9C88511BED4
A1D10CCD692D94C54B5A010A359C3E491CB6B0ADABFD618BE2D2E508C0AE38E
185D4D2B9D6D8811224488827CC8D27516B879342258C61951BB5F8D96A0303
057761EDE989C5106730090603551D1304023000301906092A864886F67D074
100040C300A1B0456352E30030204B0300D06092A864886F70D010105050003
}

The information between the curly brackets is the signed and encrypted key 
history.
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Attention: You must not change any of the characters between the curly 
brackets or you risk losing the user’s key history!

8 Save your changes.

9 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 320.

You have now imported users into the new CA. The number of available Entrust 
licenses decreases by one for each imported user.

After you import a user, you can help the user log in to the new CA. See “Logging 
in to the new CA” on page 326.

Logging in to the new CA
While administrative users at the old and new CAs are moving a user, the user 
can continue to work on the old CA so that their work is not interrupted by the 
move. The user can log in to the new CA after the administrative user imports 
the user into the new CA. 

Before logging in for the first time, users require an updated entrust.ini file that 
points to the new CA. Entrust-Ready applications use the entrust.ini file to locate 
the new CA. You can give users an updated entrust.ini file or you can let the users 
edit their own entrust.ini file based on information you provide.

To edit the entrust.ini file
1 Open the entrust.ini file in any text editor.

2 Locate the [Entrust Settings] section.

3 Change the IP address (or DNS name) and port for the Authority= entry to the 
settings for the new CA:

Authority=IP+port

where “IP” represents the address or DNS name, and “port” represents the port 
number used by Entrust/PKI 6.0 applications to connect to Entrust/Authority. For 
example:

Authority=1.2.3.4+389

or

Authority=NameOfMachine+389
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4 Change the IP address and port for the Server= entry to the settings for the new 
CA:

Server=IP+port

where “IP” represents the IP address and “port” represents the port number 
used by Entrust/PKI applications to connect to an LDAP-compliant Directory (or 
LDAP servers fronting a Directory).

5 If the user is using Entrust/Entelligence 5.0 or later and their most recent 
verification certificate is valid (that is, it isn’t expired or revoked) and that user 
moved between CAs that are cross-certified online, type the following on a new 
line below the Server= entry:

MovingDomain=1

6 Save and close the entrust.ini file.

You have now edited the entrust.ini file.

Once a user receives the updated entrust.ini file, they can log in to the new CA. 
During first-time login, the user must recover their Entrust profile. However, if the 
user is using Entrust/Entelligence 5.0 or later and the user moved between CAs 
that are cross-certified online, the new CA automatically recovers the Entrust 
profile when the user logs in. All other users must manually recover their profiles 
(see “Recovering the Entrust profile manually” on page 327).

Recovering the Entrust profile manually
The following users must recover their Entrust profile manually during first-time 
login:

• users of Entrust/Entelligence 5.0 or later whose most recent verification 
certificate is not valid (that is, it is expired or revoked)

• users of any release of Entrust/Entelligence prior to Release 5.0

• users of any Entrust-Ready application other than Entrust/Entelligence 
Release 5.0 or later

• users who moved between CAs that established trust through CA public-key 
exchange

Note: During profile recovery, users must provide activation codes (that is, an 
authorization code and reference number). The activation codes were generated 
when the user was imported.

After recovering their profile, the user is logged in to the new CA. A message 
appears that indicates the user has changed CAs.
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Completing the user export
Once a user has successfully logged in to the new CA, the administrative user at 
the new CA informs the administrative user at the old CA that the user has been 
imported. At this time, the administrative user at the old CA completes the user 
export operation. When the administrative user completes exporting the user, 
Entrust/Authority removes the user’s certificates from the Directory and the 
license count increases by one. The user can no longer log in to the old CA and 
other users cannot access the user’s certificates in the old CA.

Note: Because a deactivated user is not able to work in a CA, users that are 
deactivated when you export them are automatically in the Export state. You 
don’t need to complete the export operation.

You can complete the user export if you are a Security Officer for that CA or if 
you have the “Export to another CA” permission as described in the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows.

You remove a user using bulk operations. To perform bulk operations, you 
prepare a bulk command file and then process this file in the Bulk Console 
window.

To complete the export operation
1 Open a new file in any text editor.

2 Identify the user for whom you want to complete the export operation by typing 
the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user for whom you are 
completing the export operation. Remember to surround the user’s DN with 
double quotation marks.

3 Complete the export operation by typing, for example:

user_export z finish

4 Repeat Step 2 and Step 3 for all the users for whom you are completing the 
export operation.

5 Save the file with an .entra extension. The file can have any name (for example, 
finishexport.entra) as long as it has the .entra extension.

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 320.

You have now completed the export operation. The number of available Entrust 
licenses at the old CA increases by one for every exported user.
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After you have completed the export, you may want to archive a user to remove 
their information from the Entrust/Authority database. For more information, see 
“Archiving and retrieving a user” on page 330.
329CHAPTER 8
Maintaining the Certification Authority



330
Archiving and retrieving a user
The Entrust/Authority database contains important information about Entrust 
users, such as their decryption private keys. As the number of users who belong 
to a CA increases, so does the size of its database. The size of the 
Entrust/Authority database affects its performance. For example, the larger the 
database, the longer it takes to validate and back up the database. 

To optimize the performance of the database, you can archive users. When you 
archive a user, information about that user is removed from the database. For 
example, you may choose to archive users when they leave your organization. 
The size of the database is minimized because it contains only information about 
users who belong to, and are actively working from, the CA.

When you archive a user, some of the information that is removed from the 
database is written to a file. This information includes the critical user data (such 
as the user’s decryption private keys). Because critical information is saved to a 
file, you can retrieve a user if necessary. For example, if your organization rehires 
a previously archived user, you can retrieve the critical information about that 
user from the file. The retrieved information is returned to the Entrust/Authority 
database. Because new information is added to the retrieved information, the 
Entrust/Authority database contains a complete history of the information for 
that user.

Note: Because only some of the information removed from the database can be 
retrieved, Entrust Technologies recommends that you archive users only when 
you do not expect them to return to the CA. For example, don’t archive a user 
who is taking parental leave and will return to work in a few months.

You can archive a user if you are a Security Officer or if you have the “Archive 
keys” permission as described in the “Customizing Entrust/PKI” chapter in 
Administering Entrust/PKI 6.0 on Windows. You can retrieve a user if you are a 
Security Officer or if you have the “Retrieve keys” permission as described in the 
“Customizing Entrust/PKI” chapter in Administering Entrust/PKI 6.0 on 
Windows. 

What information is removed from the 
database?
When you archive a user, the CA removes the following information from the 
Entrust/Authority database:

• the user’s distinguished name (DN)

• the user’s properties (for example, the user’s group, certificate types, and key 
lifetime settings) 
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• the user’s decryption private keys and their corresponding encryption 
certificates

• the user’s verification certificates

• any user custom settings for custom variables and custom certificate file 
variables

Note: The signing private keys that correspond to the user’s verification 
certificates are created by Entrust/Entelligence and never leave the user’s Entrust 
profile (unless the user is a single key pair user). Therefore they are not available 
in the database and cannot be archived.

The CA removes the user’s encryption public certificates from the Directory. The 
CA does not remove the user’s entry from the Directory.

The CA saves some of the information removed from the Entrust/Authority 
database. This is referred to as “archiving” information.

What information is archived?
Entrust/Authority archives some of the information removed from the 
Entrust/Authority database. This information includes the user’s

• decryption private keys and their corresponding encryption certificates

• verification certificates

Note: Because only some of the information removed from the 
Entrust/Authority database is archived, Entrust Technologies recommends that 
you not archive users who you expect to return to the CA. For example, don’t 
archive a user who is going on parental leave and will return to work in a few 
months.

Entrust/Authority archives information by writing it to a file. This file is referred 
to as an “archive file”. 

What is an archive file?
An archive file contains the information that Entrust/Authority saves after 
removing it from the Entrust/Authority database. Each archive file contains 
information for only one user. 

Archive files are stored in the archive folder. Entrust/Authority creates the archive 
folder in the following default location the first time that you archive a user:

c:\entmgrdata\archive
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The name of each archive file is a hash of the user’s DN. The file extension 
represents the time that the user was archived. The format of the file type is 
yyyymmddhhmmssZ, where “yyyy” represents the year, “mm” represents the 
month, “dd” represents the day, “hh” represents the hour, “mm” represents the 
minute, and “ss” represents the second. “Z” indicates that the time is 
represented using Greenwich Mean Time.

The following example shows three archive folders in Windows Explorer. 

Attention: Do not change the names of the archive files or you will not be able 
to retrieve archived users at a later time. In addition, do not add files of any type 
in this folder, or you will not be able to retrieve users at a later date.

Protecting information in an archive file
An archive file contains sensitive information (that is, a user’s decryption private 
keys and verification public certificates). To ensure the security of this 
information, Entrust/Authority encrypts the sensitive information and signs all 
the data before writing it to the archive file. Entrust/Authority encrypts 
information using its CA user’s encryption public key. Entrust/Authority signs 
infopermissionrmation using its CA user’s signing private key. 

Note: Do not confuse these CA user keys with the CA signing private key that 
can be used only to sign certificates and CRLs. For more information about CA 
user keys and the CA signing private key, see the “Command-line interface for 
Entrust/Authority Master Control” chapter in Administering Entrust/PKI 6.0 on 
Windows.

Archiving a user
You can archive a user that has been deactivated or exported. If the user is a 
Security Officer, enough Security Officers must remain to authorize sensitive 
operations (see “Authorizing a sensitive operation” on page 103). The only user 
that you cannot archive is the CA user.
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Note: Archiving users is intended only for the permanent removal of user 
information from the database, and only some of the information removed from 
the database is written to the archive file.

Once you archive a user, you cannot perform administrative tasks for that user. 
Ensure that you have performed any necessary administrative tasks, such as 
revoking the user’s certificates, before you archive a user.

You archive a user using bulk operations. To perform bulk operations, you first 
prepare a bulk command file and then you process this file in the Bulk Console 
window. Processing the bulk command file produces an archive file that contains 
the information archived for the user.

The information in the archive file is encrypted and signed using the CA user’s 
key pairs (see “Protecting information in an archive file” on page 332). Because 
the information in the archive file is encrypted and signed, the archive file also 
includes the following items:

• The CA user’s verification certificate. If you need to retrieve this user, the CA 
uses this certificate to verify its own digital signature on the encrypted 
information.

• The identifier of an encryption key pair. If you need to retrieve this user, the 
CA uses the identifier to determine which private key corresponds to the 
public key it used to encrypt the information. Only the corresponding private 
key can decrypt the information.

Note: An encryption key pair is made up of a public key used to encrypt 
information and the corresponding private key used to decrypt that information. 
Because encryption key pairs are updated at regular intervals, every key pair has 
an identifier. 

If a user’s certificates are to be revoked, this must be done before the user is 
archived.

To archive users
1 Open a new file in any text editor.

2 Identify the user you want to archive by typing the following, for example:

user z "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to archive. 
Remember to surround the user’s DN with double quotation marks.

3 Archive the user by typing, for example:

user_archive z
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Entrust/Authority removes the user’s information from the database and the 
Directory, collects the necessary information, encrypts and signs the collected 
information, and writes the encrypted and signed information to an archive file.

4 Repeat Step 2 and Step 3 for all the users you want to archive.

5 Save the file with an .entra extension. The file can have any name (for example, 
archive.entra) as long as it has the .entra extension.

6 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 334.

You have now archived users in bulk.

To process a bulk command file in the Bulk Console window
1 Log in to Entrust/RA or the Directory Browser as a Security Officer (or as an 

administrative user with the appropriate permissions). See “Logging in to 
Entrust/RA as an administrative user” on page 117.

2 Ensure that the user is deactivated or exported.

3 Click Operations > Bulk Console.

The Bulk Console window appears.
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4 Click Browse next to the Input script field, navigate to the bulk command file, 
and click Open. Otherwise, you can indicate the location of the bulk command 
file by typing the path and filename in the Input script field. The file must have 
an .entra extension.

5 Leave the Output log field as is to accept the default name and location for the 
bulk output log (.log) file where the results of the bulk processing are recorded. 
Otherwise, click Browse next to the Output log field to indicate a different name 
or location for the bulk output log file. For more information on the bulk output 
log file, see “Viewing the bulk output log file” on page 253.

6 Click Go to begin processing the bulk command file listed in the Input script field. 
The Bulk Console window displays information about the progress of the bulk 
processing operation. If you do not want this information to be displayed, click 
Log.

The Authorization Required dialog box appears.

7 Enter your password and click OK.

The number of authorizations required depends on how many administrative 
users are required to authorize sensitive operations. For more information, see 
“Authorizing a sensitive operation” on page 103.

After you authorize the operation, Entrust/Authority processes the file. If the file 
contains a script for more than one user, Entrust/Authority processes each user 
individually.

8 When processing is complete, click Close.

Viewing the contents of an archive file
You can view the contents of an archive file using a text editor such as Notepad. 
Because the archived information is encrypted, you cannot read this information. 
However, the archive file shows the DN of the archived user, which is the only 
way to determine which archive file belongs to each user. You may want to view 
the contents of an archive file to locate a particular user’s DN. For example, if you 
want to delete the archive file for a particular user, you can check the DNs in the 
archive files to locate the one you are looking for.
335CHAPTER 8
Maintaining the Certification Authority



336
The following example shows the contents of the archive file for a user named 
“Alice Jones”.

Moving an archive file
Entrust/Authority creates archive files in the archive folder (see “What is an 
archive file?” on page 331). Entrust Technologies recommends that you 
periodically move archive files to another location for long-term storage. As the 
number of archive files in the archive folder increases, more time may be required 
to complete operations such as backing up the Entrust/Authority data files.

Because the sensitive information in archive files is signed and encrypted, you can 
move the files using an unsecured method (for example, using Windows 
Explorer).

If you need to retrieve an archived user, you must first move the archive file into 
the archive folder. 

Deleting an archive file
Your organization’s security policies may require that you periodically delete 
archive files. For example, these policies may specify that you delete archive files 
that are more than one year old. 

Because the sensitive information in archive files is signed and encrypted, you can 
delete the files using an unsecured method (for example, by moving the files to 
the Windows Recycle Bin).

Once you delete an archive file, the user whose information was archived in the 
file is no longer listed in the Retrieve Archived Users dialog box, and the user can 
not be retrieved.

Shows the DN of 
the user

Shows the 
encrypted and 
signed 
information
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Retrieving an archived user
You can retrieve an archived user to return the information in the archive file to 
the Entrust/Authority database. Entrust Technologies does not intend that you 
use this feature frequently. It has been provided only for exceptional 
circumstances.

You can retrieve an archived user at any time as long as their DN is not being used 
by another user. If the DN is being used, the current user represented by that DN 
must change their DN. 

After you retrieve an archived user, new information (such as decryption private 
keys generated when the user logs in for the first time) is appended to the 
retrieved information. Because new information is appended to retrieved 
information, the Entrust/Authority database provides a complete history for the 
user.

Note: If you simply add the user as a new Entrust user instead of retrieving the 
archived information, you cannot associate the new information generated for 
the user with the archived information.

You can retrieve one archived user at a time. Because an archive file doesn’t 
contain information about the user’s properties, Entrust/Authority creates default 
properties in the same way that it creates properties for a new user.

To retrieve an archived user
1 Log in to Entrust/RA as a Security Officer (or as an administrative user with the 

appropriate permissions). See “Logging in to Entrust/RA as an administrative 
user” on page 117.

2 Ensure that an entry exists in the Directory for the user.

3 Click Users > Archived Users.

The Retrieve Archived User dialog box appears. This dialog box shows all the 
archived users whose archive file is located in the archive folder (see “What is an 
archive file?” on page 331).

Note: Only Security Officers can view archived users by default. If you are not 
a Security Officer, you must have the “View archived users” permission as 
described in the “Customizing Entrust/PKI” chapter in Administering Entrust/PKI 
6.0 on Windows. 

4 Select a user and click OK. 

The Authorization Required dialog box appears.

5 Enter your password and click OK.
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The number of authorizations required depends on how many administrative 
users are required to authorize sensitive operations. For more information, see 
“Authorizing a sensitive operation” on page 103.

Entrust/Authority 

• verifies the digital signature on the archive data

• decrypts the archive data 

• writes the information in the archive file to the Entrust/Authority database

Note: Entrust/Authority does not automatically activate the user. See 
“Reactivating a retrieved user” on page 341.

When Entrust/Authority has completed processing the file, a dialog box appears, 
indicating that the retrieval completed successfully.

6 Click OK.

You have now retrieved an archived user.

Retrieving more than one archived user at a time
You can retrieve more than one archived user at a time using bulk commands. In 
a bulk command file, you create a script for each user you want to retrieve. When 
you process the bulk command file, Entrust/Authority writes the information 
from the archive files to the Entrust/Authority database.

To retrieve a user, you must first recreate the user’s entry in the Directory. You can 
also set other user properties at this time, such as group membership and key 
update options. See “Reactivating a retrieved user” on page 341 for details on 
reactivating retrieved users.

If the administrative user who processes the bulk command file has permission to 
view activation codes, the activation codes will appear in the bulk.log output file.

To retrieve users in bulk
1 Open a new file in any text editor.

Note: The bulk commands in this procedure are presented as examples. 
Substitute the suggested variables and options according to your own 
requirements.

2 Identify the user you want to retrieve by typing the following:

user x "cn=Bob Jones,o=Your Company,c=US"

Substitute the DN in this statement with the DN of the user you want to retrieve. 
Remember to surround the user’s DN with double quotation marks.
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3 Set the user template type to “Person” by typing the following:

user_settemplate x Person

4 Set the user’s common name (cn) attribute by typing the following:

user_setattribute x cn + "Bob Jones"

Substitute the name “Bob Jones” with the user’s first and last name. The first and 
last name must be surrounded by double quotation marks.

The cn attribute is a required attribute, based on the default settings in “Adding 
a user” on page 162.

Note: In your setup of Entrust/PKI, the attributes that are required and the 
attributes that are optional may be different from those described in this 
procedure if a Security Officer or other administrative user has modified the 
template definition file. Contact a Security Officer for more information.

5 Set the user’s surname (sn) attribute by typing the following:

user_setattribute x sn + Jones

Substitute the name “Jones” with the user’s last name. No quotation marks are 
required unless the user’s last name is made up of two or more words.

The sn attribute is a required attribute, based on the default settings in “Adding 
a user” on page 162.

6 Set the user’s serial number attribute by typing the following:

user_setattribute x serialNumber + 1YCBJ01

Substitute “1YCBJ01” with the user’s serial number. The serial number can be 
any value that is used to uniquely identify the user, such as an employee number.

By default, this attribute is optional.

7 Set the user’s e-mail attribute by typing the following:

user_setattribute x email + bob.jones@your_company.com

Substitute “bob.jones@your_company.com” with the user’s e-mail address.

By default, this attribute is optional.

8 Set the user’s role by typing the following:

user_setproperty x role "End User"

Substitute the role name “End User” with the user’s role name. You must 
surround role names made up of two or more words (for example, End User, 
Security Officer, Directory Administrator) with double quotation marks.
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9 Designate which group the user will belong to by typing

user_setproperty x group + *

This statement makes the user a member of all groups that currently exist and 
any groups that will be created in the future. The asterisk is used to represent all 
current and all future group names.

If you would like the user to belong only to certain specific groups, you must 
include a bulk command statement for each group the user is to belong to. For 
example, you can add the user to Group C and Group G as follows (double 
quotation marks must surround any group names of more than one word):

user_setproperty x group + "Group C"
user_setproperty x group + "Group G"

For more information on groups, see “Setting up and administering groups” on 
page 144.

10 Create the user’s Directory entry by typing the following:

user_createdirentry x

11 Retrieve the user by typing the following:

user_retrieve x

12 Repeat Step 2 through Step 11 for each user you want to retrieve.

13 Save the file with an .entra extension. The file can have any name (for example, 
retrieve.entra) as long as it has the .entra extension.

14 Your file should look something like this (the number of entries will probably be 
different):

user x "cn=Bob Jones,o=Your Company,c=US"
user_settemplate x Person
user_setattribute x cn + "Bob Jones"
user_setattribute x sn + Jones
user_setattribute x serialNumber + 1YCAG01
user_setattribute x email + bob.jones@your_company.com
user_setproperty x role "End User"
user_setproperty x group + *
user_createdirentry x
user_retrieve x

user x "cn=Alice Gray,o=Your Company,c=US"
user_settemplate x Person
user_setattribute x cn + "Alice Gray"
user_setattribute x sn + Gray

15 Process this file in the Bulk Console window. See “To process a bulk command 
file in the Bulk Console window” on page 334.
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16 Open the output log file to obtain the activation codes of each retrieved user (see 
“Viewing the bulk output log file” on page 253).

17 Distribute the respective activation codes to each retrieved user. Each user uses 
the activation codes to recover their profile when they log in to an Entrust-Ready 
application for the first time.

You have now retrieved users with default settings using bulk commands.

Reactivating a retrieved user
After the user is retrieved, the user will return to the same state they were in 
before they were archived. 

• If the user was Deactivated before being archived, their state will be 
Deactivated when they are retrieved. Reactivate the user, or recover their 
keys if their certificates have expired. See “Deactivating and reactivating 
users and revoking certificates” on page 224 or “Recovering a user’s keys” 
on page 210.

• If the user was in the Export state before being archived, their state will be 
Export when they are retrieved. Cancel the export to reactivate the user (see 
“To cancel an export” on page 322).
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Chapter 9
Issuing attribute certificates

Entrust/PKI allows you to issue attribute certificates directly to individual 
Entrust/PKI users.

This chapter includes the following sections:

• “What are attribute certificates?” on page 344

• “Steps for working with attribute certificates” on page 347

• “Creating custom attribute certificate types” on page 348

• “Issuing an attribute certificate” on page 349

• “Administering attribute certificates” on page 353

Note: If you are planning to issue attribute certificates to end users, you should 
update your Directory schema to include the attributeCertificateAttribute 
attribute and the pmiUser object class (the default attribute and object class used 
for issuing attribute certificates). For information on Entrust 6.0 schema 
requirements, see the white paper “Entrust Directory Schema requirements for 
Entrust 6.0”, available on the Entrust Support extranet and at the Resource 
Center at http://www.entrust.com. Check the extranet or contact your Directory 
vendor for instructions on adding the Entrust 6.0 schema to your Directory.
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What are attribute certificates?
Attribute certificates are a mechanism, based on the X.509 standard, for 
conveying privilege information to support authorization services. The specific 
privilege information being conveyed may be assignment of a user to a role or 
assignment of specific privileges to a user or role.

Attribute certificates are similar to public-key certificates in that they are digitally 
signed by an issuing authority and they provide a secure binding of the certificate 
content to the entity to which the certificate is issued. In the case of public-key 
certificates, the issuing authority is a Certification Authority (CA) and the 
certificate binds a public key to the entity. In the case of attribute certificates, the 
issuing authority is an Attribute Authority (AA) and the certificate binds a set of 
attributes or privileges to the entity. Attribute certificates do not contain public 
keys. 

Note: A single issuing authority can act as both a CA and an AA, issuing public 
key and attribute certificates to its user population.

How are attribute certificates used?
Attribute certificates may be used for a number of purposes, including 
authorization of users to perform specific functions (for example, to download 
specific entertainment media) or assignment of users to roles (for example, 
purchasing agent). 

Policy certificates, used by Entrust/PKI for setting user policies, are an example of 
an attribute certificate. For complete details on user policies in Entrust/PKI, see 
“Setting Entrust/PKI user policies” in Chapter 11 of Administering Entrust/PKI 
6.0 on Windows.

Entrust/PKI, in addition to its support for policy certificates, now supports the 
issuance of more general attribute certificates to users. The privilege information 
contained in the attribute certificates can be customized to meet specific 
application and operating environment requirements. The same tools used to 
customize public-key certificates are used to define the attributes that carry 
privilege information. Once issued, attribute certificates are stored in the user's 
Directory entry and can be retrieved by applications built with Entrust/Toolkit for 
Java.
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Examples of using attribute certificates 
The following are two specific examples of how attribute certificates can be used 
to convey permissions and ensure authentication.

• A web site can issue attribute certificates to site visitors, conveying 
permissions to download entertainment media for a limited time. When a site 
visitor attempts to download a song, for example, the Java application 
checks the visitor’s attribute certificate in the Directory to verify that they 
have permissions to download the item.

• A hospital can issue attribute certificates to its emergency room medical staff, 
conveying permissions to administer medication, issue prescriptions and 
access patient records. When a staff member attempts to access and modify 
a patient record, for example, the Java application checks the staff member’s 
attribute certificate in the Directory to verify that they have permissions to 
both view and modify the record in question.

In each of these cases, the Java application, built with Entrust/Toolkit for Java, 
checks the attribute certificate to verify that the user has valid permissions.

Attribute certificates and Entrust/Toolkit for 
Java
Entrust/Toolkit for Java enables developers to build applications that work with 
attribute certificates. Specifically, Entrust/Toolkit for Java 

• retrieves the user’s attribute certificates from the Directory

• ensures that the signature on the attribute certificate is from a valid source

• validates the attribute certificate’s integrity

• passes the contents of the attribute certificate to the application

About Entrust/Toolkit for Java
Entrust/Toolkit for Java enables developers to build applications with flexible, 
modular security services for encryption, decryption, digital signatures and 
verification with X.509 managed certificates. Entrust/Toolkit for Java makes it 
easy to build interoperable Java applications, applets or servlets with multiple PKI 
solutions. For more information on Entrust/Toolkit for Java, go to 
www.entrust.com and search on Entrust/Toolkit for Java.
345CHAPTER 9
Issuing attribute certificates



346
Who can issue attribute certificates?
To issue attribute certificates in Entrust/RA, you must have permissions to create 
and modify Entrust/PKI user policies. While the Security Officer is the only 
default role in Entrust/PKI with sufficient permissions to issue attribute 
certificates, you can create a custom role for issuing attribute certificates. For 
information on the permissions associated with default roles, as well as to learn 
how to create custom roles, see “Creating roles” in Chapter 11 of Administering 
Entrust/PKI 6.0 on Windows.
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Steps for working with attribute 
certificates

The steps involved in working with attribute certificates are as follows:

1 Create a new attribute certificate type by editing the master.certspec file. See 
“Creating custom attribute certificate types” on page 348. 

2 Find the user you want to issue an attribute certificate to. See “Finding a user” 
on page 198.

3 Issue an attribute certificate to the user. See “Issuing an attribute certificate” on 
page 349.

4 Now you can save, reissue, or delete the certificate, as well as view and modify 
its properties. See “Administering attribute certificates” on page 353.

Note: You can issue attribute certificates only to Active users.
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Creating custom attribute certificate 
types

In order to issue an attribute certificate to a user, you must first create a custom 
attribute certificate type by editing the master.certspec file. You create a custom 
certificate type using a certificate type definition and one or more certificate 
attributes.

For complete details on creating a custom attribute certificate type, see 
“Customizing policy certificates” in Chapter 14 of Administering Entrust/PKI 6.0 
on Windows. Although “Customizing policy certificates” deals with policy 
certificates, which are one form of attribute certificates, the section covers all of 
the steps necessary for creating a new attribute certificate type, including 

• adding a certificate type definition

• editing certificate attributes

• defining variables for a certificate attribute

After you create a custom certificate type and process the master.certspec file, 
the Add Attribute Certificate dialog box lists the custom certificate type the next 
time you open it.
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Issuing an attribute certificate
After you have created a custom attribute certificate type and have found users, 
you can issue attribute certificates. For details on creating custom attribute 
certificate types, see “Creating custom attribute certificate types” on page 348.

This section describes the steps involved in issuing an attribute certificate to a 
user. You must be a Security Officer, or otherwise have the appropriate 
permissions, to issue an attribute certificate. For more details on who can work 
with attribute certificates, see “Who can issue attribute certificates?” on 
page 346.

Note: You can issue attribute certificates only to users in the Active state. 
However, you can manage existing attribute certificates for users in other states.

To issue an attribute certificate
1 Find the user you want to issue an attribute certificate to.

2 In the right pane of Entrust/RA, select the user entry.

3 Click Users > Selected User > Add Attribute Certificate. You can also right-click 
the user entry in the right pane of Entrust/RA and click Add Attribute Certificate 
in the pop-up menu.
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4 The Add Attribute Certificate dialog box appears. 

5 In the Label field, type a name for the attribute certificate. The name should 
describe the particular attribute certificate you will issue for this user. A user 
cannot have two attribute certificates with the same label.

6 In the Lifetime field, type the number of hours that the certificate will be valid. 
The minimum value is one hour, and the lifetime of the certificate (that is, start 
time plus lifetime) cannot exceed the lifetime of the CA certificate (since the CA 
signs the attribute certificate).

7 In the Start time field, type the time when this attribute certificate will become 
active. The current time appears by default.

8 Select Automatically reissue the certificate when it expires if you want 
Entrust/Authority to automatically reissue the certificate. For details on automatic 
reissue of attribute certificates, see “Automatic reissue of attribute certificates” 
on page 353.

9 Select one of your custom attribute certificate types in the Type box. When you 
click a certificate type, its attributes are displayed.
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10 Fill in the Attributes fields as required. When you click in one of the fields, a 
description and permitted values appear in an information box below the 
attributes.

Note: The Attributes fields are case-sensitive. Type permitted values exactly as 
they appear in the information box.

11 Specify whether the certificate will be stored in a text (.txt) file or published to 
the Directory. To store the certificate in a text file, click File. To store the 
certificate in the Directory, click Directory.

Normally, you should store a new attribute certificate in the Directory, but if you 
want to save it to file for future reference instead, you can do so here. You can 
also save an attribute certificate to file at any time after it is created. For more 
details on saving a certificate to file, see “Saving attribute certificates to file” on 
page 359.

As long as you specify that an attribute certificate be stored in the Directory, the 
attribute certificate will always immediately be re-posted to the Directory if it is 
reissued, replaced or modified. However, if you specify that the attribute 
certificate be saved to file (at creation or at a later time), the certificate is not 
automatically re-saved to file if it is reissued, replaced or modified, nor is it posted 
to the Directory.

Note: If you specify that an attribute certificate which was previously saved to 
file be stored in the Directory, the attribute certificate is immediately posted to 
the Directory and reissued. The start time of the certificate does not change.

12 Click OK.

13 If you specified that the attribute certificate be saved to file in Step 11, continue 
with Step 14. Otherwise go to Step 18.
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14 The Attribute Certificate Save As dialog box appears.

15 Choose a destination folder and type a name for your attribute certificate file. An 
extension of .txt is automatically appended to the filename.

16 Choose either Binary or PEM encoded by clicking the appropriate option.

17 Click Save.

18 Depending on your company’s security policy, one or more Authorization 
Required dialog boxes may appear. Authorize the transaction if required, and 
click OK.

19 A dialog box informs you that the attribute certificate was created. Click OK.

You have now issued an attribute certificate to a user.
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Administering attribute certificates
Once you have issued an attribute certificate to a user’s entry, you can reissue, 
delete, or replace it, as well as view its contents and save it to file.

This section shows you how to

• reissue an expired attribute certificate. See“Reissuing attribute certificates” 
on page 353.

• delete an attribute certificate. See “Deleting attribute certificates” on 
page 356.

• replace an attribute certificate. See “Replacing attribute certificates” on 
page 357.

• view the contents of an attribute certificate. See “Viewing the contents of 
attribute certificates” on page 358.

• save the contents of an attribute certificate to file. See “Saving attribute 
certificates to file” on page 359.

In addition, this section includes notes on attribute certificates related to 
administering users. See “Administering users with attribute certificates” on 
page 360.

Reissuing attribute certificates
If an attribute certificate has expired, you may want to reissue it. You must be a 
Security Officer, or otherwise have the appropriate permissions, to reissue an 
attribute certificate. For more details on who can work with attribute certificates, 
see “Who can issue attribute certificates?” on page 346.

You can reissue attribute certificates only for users in the Active state. If you try 
to reissue an attribute certificate to a user in any other state, such as Added, 
Deactivated, or Key Recovery, a dialog box will appear with the error message 
“User is not in the correct state”.

This section explains how to reissue an attribute certificate to a user’s entry.

Automatic reissue of attribute certificates
To prevent expiry of attribute certificates, you can specify automatic reissue 
when you create, modify or replace the certificate. For details on how to specify 
automatic reissue when you create an attribute certificate, see “Issuing an 
attribute certificate” on page 349. For details on how to specify automatic 
reissue for an existing attribute certificate, see “Replacing attribute certificates” 
on page 357.

By default, Entrust/Authority reissues certificates when they are within 24 hours 
of expiring. A periodic process checks for certificates that are about to expire. By 
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default, the periodic process checks when Entrust/PKI is started and every 20 
hours thereafter.

To ensure that the periodic process does not spend all of its time reissuing 
attribute certificates, it reissues the certificates in blocks. After each block, it will 
perform other periodic functions (such as reissuing CRLs) before reissuing the 
next block of attribute certificates. By default, the block size is 100 certificates.

To adjust the timer controls for automatic reissue of attribute certificates, you can 
specify settings in the entmgr.ini file. For details on these settings, see the 
“Customizing the initialization files” appendix of Administering Entrust/PKI 6.0 
on Windows.

If you have specified that the attribute certificate be posted to the Directory, 
when Entrust/Authority reissues the certificate it also posts the certificate to the 
Directory. If you have specified that the attribute certificate be saved to file, the 
certificate is not automatically re-saved to file upon reissue.

To manually reissue an attribute certificate to a user’s entry
1 Find the user for whom you want to reissue an attribute certificate.

2 In the right pane of Entrust/RA, double-click the user entry. You can also select 
the user entry and click Users > Selected User > Properties.
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3 The User Properties dialog box for the selected user appears.

4 Scroll to and click the Attribute Certificate List property page.

Note: To see this property page, you must have issued an attribute certificate to 
the user.

5 The attribute certificates for the selected user are displayed.

6 Right-click the expired certificate and click Reissue in the pop-up menu.

7 Depending on your company’s policies and procedures, one or more 
Authorization Required dialog boxes may appear. Authorize the transaction if 
required, and click OK.

8 The Valid From column for the reissued certificate now displays the current time.

You have now reissued an attribute certificate to a user’s entry.
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Deleting attribute certificates
You may want to delete an attribute certificate. You must be a Security Officer, 
or otherwise have the appropriate permissions, to delete an attribute certificate. 
For more details on who can work with attribute certificates, see “Who can issue 
attribute certificates?” on page 346.

When you delete an attribute certificate, you remove it from Entrust/Authority 
and from the Directory, if the attribute certificate was published to the Directory. 
However, the deleted attribute certificate is not revoked. If the attribute 
certificate was originally saved to file, the file is not deleted when you delete the 
attribute certificate. 

Note: It is not possible to revoke an attribute certificate. Since attribute 
certificates are designed to be short-lived certificates that you can set to renew 
automatically, there is no need to publish revocation lists.

You can delete attribute certificates from both Active and non-active users’ 
entries.

To delete an attribute certificate from a user’s entry
1 Find the user for whom you want to delete an attribute certificate.

2 In the right pane of Entrust/RA, double-click the user entry. You can also select 
the user entry and click Users > Selected User > Properties.

3 The User Properties dialog box for the selected user appears.

4 Scroll to and click the Attribute Certificate List property page.

5 The attribute certificates for the selected user are displayed.

6 Right-click the certificate you wish to delete and click Delete in the pop-up menu.

7 Depending on your company’s policies and procedures, one or more 
Authorization Required dialog boxes may appear. Authorize the transaction if 
required, and click OK.
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8 The certificate disappears from the certificate list.

You have now deleted an attribute certificate from a user’s entry.

Replacing attribute certificates
Once you have issued an attribute certificate to a user’s entry, you can replace it 
with a newly issued certificate with different properties. You must be a Security 
Officer, or otherwise have the appropriate permissions, to replace an attribute 
certificate. For more details on who can work with attribute certificates, see 
“Who can issue attribute certificates?” on page 346.

You can replace attribute certificates only for users in the Active state. If you try 
to replace an attribute certificate for a user in any other state, such as Added, 
Deactivated, or Key Recovery, a dialog box will appear with the error message 
“User is not in the correct state”.

To replace an attribute certificate
1 Find the user for whom you want to replace an attribute certificate. 

2 In the right pane of Entrust/RA, double-click the user entry. You can also select 
the user entry and click Users > Selected User > Properties.

3 The User Properties dialog box for the selected user appears.

4 Scroll to and click the Attribute Certificate List property page.

5 The attribute certificates for the selected user are displayed.

6 Right-click the certificate you want to replace, and click Properties in the pop-up 
menu. You can also double-click the certificate entry.

7 The Attribute Certificate Properties dialog box appears. Make sure the Attribute 
Certificate Information property page is selected.

8 Edit the fields you want to change. For information on the fields, see “Issuing an 
attribute certificate” on page 349.

9 When you have finished editing the fields, click OK.

10 Depending on your company’s policies and procedures, one or more 
Authorization Required dialog boxes may appear. Authorize the transaction if 
required, and click OK.

11 A dialog box appears telling you that the operation completed successfully. Click 
OK.

12 Click OK again to exit the User Properties dialog box.

You have now replaced a user’s attribute certificate.
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Viewing the contents of attribute certificates
After an attribute certificate has been created for a user, you can view the 
certificate’s contents.

By default, both Administrators and Security Officers may view the contents of 
an attribute certificate. However, since Administrators can find only End Users, 
they can view only the contents of End Users’ attribute certificates. For more 
details on who can work with attribute certificates, see “Who can issue attribute 
certificates?” on page 346.

You can view the contents of attribute certificates for both Active and non-active 
users’ entries.

To view the contents of an attribute certificate
1 Find the user for whom you want to view attribute certificate contents.

2 In the right pane of Entrust/RA, double-click the user entry. You can also select 
the user entry and click Users > Selected User > Properties.

3 The User Properties dialog box for the selected user appears..

4 Scroll to and click the Attribute Certificate List property page.

5 The attribute certificates for the selected user are displayed.

6 Right-click the certificate you wish to view and click Properties in the pop-up 
menu. You can also double-click the certificate entry.

7 The Attribute Certificate Properties dialog box appears. Click the Certificate 
Contents property page.

8 The certificate contents are displayed.

Note: If you have just modified the certificate in the Attribute Certificate 
Information property page, the changes will not be displayed in the Certificate 
Contents property page unless you clicked OK after making the changes.

9 Scroll down to view the certificate’s extensions and attributes.

You have now viewed the contents of an attribute certificate.
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Saving attribute certificates to file
By default, attribute certificates are stored in the Directory. You may want to save 
an attribute certificate to a file, rather than to the Directory, so that it is available 
for use in applications that do not use the Directory. Entrust/PKI allows you to 
save attribute certificates to file in either binary or PEM-encoded text.

You can save attribute certificates to file

• when they are created, via the Add Attribute Certificate dialog box

• at any time after they are issued, via the Attribute Certificate List

This procedure assumes you are saving an attribute certificate to a file after the 
certificate has been created. To learn how to save an attribute certificate to a file 
when creating the certificate, see “Issuing an attribute certificate” on page 349.

By default, both Administrators and Security Officers may save attribute 
certificates to file. However, since Administrators can find only End Users, they 
can save attribute certificates to file only for End Users. For more details on who 
can work with attribute certificates, see “Who can issue attribute certificates?” 
on page 346.

You can save attribute certificates to file from both Active and non-active users’ 
entries.

For details on the types of applications that can work with attribute certificates, 
see “What are attribute certificates?” on page 344.

To save an attribute certificate to a file
1 Find the user whose attribute certificate you want to save to file.

2 In the right pane of Entrust/RA, double-click the user entry. You can also select 
the user entry and click Users > Selected User > Properties.

3 The User Properties dialog box for the selected user appears.

4 Scroll to and click the Attribute Certificate List property page.

5 The attribute certificates for the selected user are displayed.

6 Right-click the certificate you wish to save to file and click Save As in the pop-up 
menu.

Note: You can also save an attribute certificate to file via the Attribute 
Certificate Properties dialog box. Double-click the attribute certificate and click 
File under Store the certificate in. This brings you to the Attribute Certificate Save 
As dialog box in the next step.
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7 The Attribute Certificate Save As dialog box appears.

8 Choose a destination folder and type a name for your attribute certificate file. An 
extension of .txt is automatically appended to the filename. 

9 Choose either Binary or PEM encoded by clicking the appropriate option.

10 Click Save.

11 Depending on your company’s policies and procedures, one or more 
Authorization Required dialog boxes may appear. Authorize the transaction if 
required, and click OK.

12 The Operation Completed Successfully dialog box appears. Click OK.

You have now saved a user’s attribute certificate to a file.

Administering users with attribute 
certificates
When administering users who have attribute certificates, keep in mind the 
following:

• When a user is archived, the user’s attribute certificates are not archived.

• When a user is exported, the user’s attribute certificates are not exported.

• When a user’s DN is changed, the user’s attribute certificates are reissued 
(with the new DN).

• When a user’s public-key certificates are revoked, the user’s attribute 
certificates are not revoked. Since attribute certificates are designed to be 
short-lived certificates that you can set to renew automatically, there is no 
need to publish revocation lists.

Click either Binary 
or PEM encoded.
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Appendix A
Bulk commands syntax 
summary

This appendix provides the syntax for the following bulk commands:

• “authorize” on page 363

• “group” on page 365

• “group_create” on page 366

• “group_delete” on page 367

• “group_removeallusers” on page 368

• “searchbase” on page 369

• “searchbase_add” on page 370

• “searchbase_delete” on page 371

• “searchbase_setdn” on page 372

• “searchbase_setlabel” on page 373

• “searchbase_userscansearch” on page 374

• “user” on page 375

• “user_add” on page 376

• “user_addtodn” on page 377

• “user_applyproperties” on page 378

• “user_archive” on page 379

• “user_assigndn” on page 380

• “user_cancelchangedn” on page 381

• “user_cancelhold” on page 382
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• “user_cancelrecover” on page 383

• “user_createdirentry” on page 384

• “user_deactivate” on page 385

• “user_deletedirentry” on page 386

• “user_export” on page 387

• “user_free” on page 390

• “user_import” on page 391

• “user_reactivate” on page 392

• “user_recover” on page 393

• “user_reissueactivationcodes” on page 394

• “user_renamedirentry” on page 395

• “user_restoretodir” on page 396

• “user_retrieve” on page 397

• “user_revoke” on page 398

• “user_setattribute” on page 399

• “user_setparentdn” on page 400

• “user_setproperty” on page 401

• “user_settemplate” on page 408

• “user_updatekeypairs” on page 409
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authorize
This section provides the syntax and a brief description of the “authorize” 
command. For a more in-depth discussion, see “Authorizing operations in bulk 
command files” on page 255.

Syntax
authorize command

Where

• authorize is the bulk command to collect authorizations

• command is the name of the command to collect authorizations for

Description
The authorize command pre-authorizes bulk commands by collecting any 
additional authorizations required by the specified command. The authorize 
command causes an authorization dialog box to appear, in which one or more 
administrative users must enter their passwords. Pre-authorizing a bulk 
command avoids having the bulk processing pause when a command is used 
later in the script.

Insert the “authorize” command at the beginning of your bulk file.

Whether a command requires additional authorizations is controlled by the 
permissions of the administrative user who is processing the bulk script. If no 
additional permissions are required to execute a command, then the authorize 
command will have no effect.

All collected authorizations remain in effect until processing of the bulk script is 
complete.

The following are commands that you can pre-authorize:

• user_reissueactivationcodes

• user_add

• user_archive

• user_assigndn

• user_cancelchangedn

• user_cancelrecover

• user_deactivate

• user_export

• user_import

• user_reactivate
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• user_recover

• user_restoretodir

• user_retrieve

• user_revoke

• user_updatekeypairs

For example:

authorize user_add

The following are settings, accessed through the user_setproperties command, 
which allow pre-authorization:

• user_setalternateid

• user_setcertificatevariable

• user_setcertificatetype

• user_setgroup

• user_setkeyexpiry

• user_setkeylifetimes

• user_setrole

For example:

authorize user_setkeyexpiry
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group
This section provides the syntax and a brief description of the “group” command. 
For a more detailed discussion, see “Setting up and administering groups” on 
page 144.

Syntax
group groupID groupname

Where

• group indicates that a group object is being declared

• groupID is the identifier of the group object

• groupname is the name for the group

Description
In bulk operations, you identify a group by specifying the name of the group. This 
is done by declaring a group object. A group object is used in a bulk script for 
manipulating a group. When you want to perform an operation on a group (for 
example, deleting it), you declare a group object and associate that group object 
with the name of the group you wish to manipulate. When you declare a group 
object, you also associate it with a groupID, which provides a handle for 
referencing the group object later in the script.
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group_create
This section provides the syntax and a brief description of the “group_create” 
command. For a more detailed discussion, see “Setting up and administering 
groups” on page 144.

Syntax
group_create groupID

Where

• group_create is the bulk command to add a group

• groupID is the identifier of the group object

Description
The group_create command creates a new group. 
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group_delete
This section provides the syntax and a brief description of the “group_delete” 
command. For a more detailed discussion, see “Setting up and administering 
groups” on page 144.

Syntax
group_delete groupID

Where

• group_delete is the bulk command to delete a group

• groupID is the identifier of the group object

Description
The group_delete command deletes a group. Before you delete a group, you 
must remove all members from the group with the group_removeallusers 
command (see “group_removeallusers” on page 368). As all members must 
belong to at least one group, one group must always exist. When Entrust/PKI is 
installed, a default group is created—called “default”—which can later be 
deleted as new groups are created.
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group_removeallusers
This section provides the syntax and a brief description of the 
“group_removeallusers” command. For a more detailed discussion, see “Setting 
up and administering groups” on page 144.

Syntax
group_removeallusers groupID

Where

• group_removeallusers is the bulk command to remove all users from a group

• groupID is the identifier of the group object

Description
The group_removeallusers command removes all users from a group. You must 
remove all members from a group before deleting it (see “group_delete” on 
page 367). All users must belong to at least one group.
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searchbase
This section provides the syntax and a brief description of the “searchbase” 
command. For a more in-depth discussion, see “About searchbases” on 
page 135.

Syntax
searchbase searchbaseID searchbaseLabel searchbaseDN usersCanSearch

Where

• searchbase indicates that a searchbase object is being declared

• searchbaseID is the identifier of the searchbase object

• searchbaseLabel is the label for the new searchbase that users will see

• searchbaseDN is the complete DN of the searchbase

• usersCanSearch indicates whether or not all users will be allowed to search 
for recipients in the new searchbase (this argument has a value of either 
TRUE or FALSE)

Description
In bulk operations, you identify a searchbase by specifying the DN. This is done 
by declaring a searchbase object. A searchbase object is used in a bulk script for 
manipulating a searchbase. When you want to perform an operation on a 
searchbase (for example, changing its label), you declare a searchbase object and 
associate that searchbase object with the DN of the searchbase you wish to 
manipulate. When you declare a searchbase object, you also associate it with a 
searchbaseID, which provides a handle for referencing the searchbase object later 
in the script.
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searchbase_add
This section provides the syntax and a brief description of the “searchbase_add” 
command. For a more in-depth discussion, see “About searchbases” on 
page 135.

Syntax
searchbase_add searchbaseID

Where

• searchbase_add is the bulk command to add a searchbase

• searchbaseID is the identifier of the searchbase object

Description
The searchbase_add command adds a new searchbase. Before you add a 
searchbase with bulk commands, you must add an organizational unit in the 
Directory Browser. See “Adding an organizational unit” on page 137.
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searchbase_delete
This section provides the syntax and a brief description of the 
“searchbase_delete” command. For a more in-depth discussion, see “About 
searchbases” on page 135.

Syntax
searchbase_delete searchbaseID

Where

• searchbase_delete is the bulk command to delete a searchbase

• searchbaseID is the identifier of the searchbase object

Description
The searchbase_delete command deletes a searchbase.

You may delete a searchbase for several reasons, including

• when organizational units are used to distinguish separate locations (for 
example, the Ottawa [ou=Ottawa Office] and Washington [ou=Washington 
Office] offices, and an office is closed or offices are merged).

• after two CAs revoke cross-certification (users should not attempt to encrypt 
for users in the other CA). For more information, see the “Cross-certifying 
with other CAs” chapter in Administering Enrust/PKI 6.0 on Windows.

When you delete a searchbase, the associated Directory entry is not 
automatically deleted. Users belonging to the searchbase are not deleted from 
the Directory. Rather, users’ association to the deleted searchbase is removed.
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searchbase_setdn
This section provides the syntax and a brief description of the 
“searchbase_setdn” command. For a more in-depth discussion, see “About 
searchbases” on page 135.

Syntax
searchbase_setdn searchbaseID searchbaseDN

Where

• searchbase_setdn is the bulk command to specify the DN for a searchbase

• searchbaseID is the identifier of the searchbase object

• searchbaseDN is the DN of the searchbase

Description
The searchbase_setDN command specifies the DN of a searchbase. To exchange 
secured files with users in a cross-certified CA domain, you must create a 
searchbase for that CA using its DN. For example, if you are cross-certified with 
o=Ajax Grommets,c=US, enter that DN as the searchbase DN.

To include special characters such as a comma or backslash in a DN, you must 
escape the special character using a backslash. For more information, see 
“Special characters in names” on page 163.
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searchbase_setlabel
This section provides the syntax and a brief description of the 
“searchbase_setlabel” command. For a more in-depth discussion, see “About 
searchbases” on page 135.

Syntax
searchbase_setlabel searchbaseID searchbaselabel

Where

• searchbase_setlabel is the bulk command to specify the label for a new or 
existing searchbase

• searchbaseID is the identifier of the searchbase object

• searchbaselabel is the label of the searchbase

Description
The searchbase_setlabel command specifies the label for a new or existing 
searchbase. This label is the name users will see. Users will not see the 
distinguished name specified by the searchbase_setdn command.
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searchbase_userscansearch
This section provides the syntax and a brief description of the 
“searchbase_userscansearch” command. For a more in-depth discussion, see 
“About searchbases” on page 135.

Syntax
searchbase_userscansearch searchbaseID TRUE|FALSE

Where

• searchbase_userscansearch is the bulk command to specify that a new or 
existing searchbase can be searched by users

• searchbaseID is the identifier of the searchbase object

• TRUE specifies that users can search this searchbase; FALSE specifies that 
users will not be able to search this searchbase

Description
The searchbase_userscansearch command specifies whether an existing 
searchbase can be searched by users. You should only set this command to 
“FALSE” in the rare circumstance when you don’t want users to be able to 
encrypt files for other users in the new searchbase.
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user
This section provides the syntax and a brief description of the “user” command.

Syntax
user userID <userDN> <New>

Where

• user indicates that a user object is being declared

• userID is the identifier of the user object

• userDN is the complete DN of a user. The angle brackets around “userDN” 
indicate that this is an optional variable that is not required when declaring a 
user object. For example, when creating a new Directory entry with a 
template, you cannot specify the userDN because the user’s DN does not yet 
exist.

• New is an optional parameter to indicate that you are creating a new, 
customized Directory entry, as opposed to a template-based user.

Description
In bulk operations, you identify a user by specifying the DN. This is done by 
declaring a user object. A user object is used in a bulk script for manipulating a 
user. When you want to perform an operation on a user (for example, recovering 
a user), you declare a user object and associate that user object with the DN of 
the user you wish to manipulate. When you declare a user object, you also 
associate it with a userID, which provides a handle for referencing the user object 
later in the script.
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user_add
This section provides the syntax and a brief description of the “user_add” 
command. For a more in-depth discussion, see “Adding users in bulk to 
Entrust/PKI” on page 262.

Syntax
user_add userID

Where

• user_add is the bulk command to add users to Entrust/Authority

• userID is the identifier of the user object

Description
The user_add command adds to Entrust/Authority the user identified by the 
userID. The user must already exist in the Directory but not be already added to 
Entrust/Authority. The user_add command also commits any user properties that 
have been set with the user_setproperty command.

If the administrative user executing the bulk script has permission to view 
activation codes, then the activation codes will appear in the bulk output log file.
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user_addtodn
This section provides the syntax and a brief description of the “user_addtodn” 
command. For a more in-depth discussion, see “Adding users in bulk with 
customized properties” on page 265.

Syntax
user_addtodn userID attribute

Where

• user_addtodn is the bulk command to include an attribute in the DN

• userID is the identifier of the user object

• attribute is the name of the attribute to include in the DN

Description
The user_addtodn command specifies an additional attribute to include in the 
user's DN when the user's Directory entry is created. This command applies only 
when creating Directory entries using a template.

The following rules apply:

• The attribute specified must be identified in the template as optional for the 
DN. If the attribute is identified as not allowed in the DN, or is not identified 
at all in the template, then an error will be returned.

• Specifying an attribute already in the DN will have no effect, though no error 
will be returned.
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user_applyproperties
This section provides the syntax and a brief description of the 
“user_applyproperties” command.

Syntax
user_applyproperties userID

Where

• user_applyproperties is the bulk command to apply changes made using the 
user_setproperty command

• userID is the identifier of the user object

Description
The user_applyproperties command applies to the userID any user properties that 
have been modified using the user_setproperty command.
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user_archive
This section provides the syntax and a brief description of the “user_archive” 
command. For a more in-depth discussion, see “Archiving and retrieving a user” 
on page 330.

Syntax
user_archive userID

Where

• user_archive is the bulk command to archive users

• userID is the identifier of the user object

Description
The user_archive command archives an Entrust user's key history. When an 
Entrust user is archived, the user's key history is written to an archive file on the 
server that hosts Entrust/Authority. The Entrust/Authority database is cleared of 
all information about the user.

An archived user's key history can be retrieved from the archive file using the 
user_retrieve command (see “user_retrieve” on page 397).
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user_assigndn
This section provides the syntax and a brief description of the “user_assigndn” 
command. For a more in-depth discussion, see “Changing users’ DNs in bulk” on 
page 279.

Syntax
user_assigndn userID newDN

Where

• user_assigndn is the bulk command to assign a new DN to an Entrust user

• userID is the identifier of the user object

• newDN is the new DN of the user

Description
The user_assigndn command assigns a new DN to an Entrust user. The new DN 
must already exist in the Directory.
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user_cancelchangedn
This section provides the syntax and a brief description of the 
“user_cancelchangedn” command. For a more in-depth discussion, see 
“Canceling the Change DN operation in bulk” on page 284.

Syntax
user_cancelchangedn userID

Where

• user_cancelchangedn is the bulk command to cancel a change DN operation.

• userID is the identifier of the user object. The user object may reference 
either the old DN or the new DN.

Description
The user_cancelchangedn command cancels a change DN operation previously 
performed on an Entrust user. All references to the new DN are removed from 
the Entrust/Authority database. If the user has already logged in and completed 
the change DN operation, then this command will not work.
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user_cancelhold
This section provides the syntax and a brief description of the “user_cancelhold” 
command.

Syntax
user_cancelhold userID serialNumber E|V Y|N

Where

• user_cancelhold is the bulk command to cancel a hold on a user’s certificates

• userID is the identifier of the user object

• serialNumber is the serial number of the certificate

• E | V indicates that the hold should be cancelled on either the encryption (E) 
or verification (V) certificate

• Y | N indicates whether the CRL should be issued immediately; Y indicates 
that the CRL be issued immediately, while N indicates that the CRL should 
not be issued immediately

Description
The user_cancelhold command cancels a hold operation previously performed on 
an Entrust user’s certificates (that is, one or both of the user’s certificates were 
revoked with the reason “On Hold”). The user’s certificates become valid again 
once the user_cancelhold operation takes effect.
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user_cancelrecover
This section provides the syntax and a brief description of the 
“user_cancelrecover” command. For a more in-depth discussion, see “Canceling 
key recovery in bulk” on page 274.

Syntax
user_cancelrecover userID

Where

• user_cancelrecover is the bulk command to cancel a key recovery operation

• userID is the identifier of the user object

Description
The user_cancelrecover command returns a user to the Active state if they have 
been set for key recovery. The user must be in the Key Recovery state for this 
command to work.
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user_createdirentry
This section provides the syntax and a brief description of the 
“user_createdirentry” command. For a more in-depth discussion, see “Adding 
users in bulk to Entrust/PKI” on page 262.

Syntax
user_createdirentry userID

Where

• user_createdirentry is the bulk command to create a Directory entry

• userID is the identifier of the user object

Description
The user_createdirentry command creates an entry in the Directory. There are 
two methods for creating Directory entries using this command: the Template 
method, and the Custom method.

With the template method, the DN of the entry is not specified when the user 
object is declared. Instead, the DN of the entry is constructed from the attributes 
that are identified in the template as mandatory for the DN, and from any other 
attributes that are specified using the user_addtodn command. The template 
used to create the entry is defined using the user_settemplate command. The 
attributes that have been assigned values using the user_setattribute command 
are also added to the Directory entry.

If the state of the user object identified by the userID is such that it does not meet 
the requirements of the template (for example, not all required attributes have 
been set), then the Directory entry will not be created and an error will be 
returned.

With the custom method, the DN of the entry is specified when the user object 
is declared. Therefore, it is not required to specify a template. Attributes, 
including the objectClass attribute, are assigned values using the 
user_setattribute command. If the attributes specified are not consistent with 
both the DN and the Directory schema, then the DN will not be created and an 
error will be returned.
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user_deactivate
This section provides the syntax and a brief description of the “user_deactivate” 
command. For a more in-depth discussion, see “Deactivating users in bulk” on 
page 275.

Syntax
user_deactivate userID

Where

• user_deactivate is the bulk command to deactivate a user

• userID is the identifier of the user object

Description
The user_deactivate command deactivates the user identified by userID, putting 
the user in the Deactivated state. The user must be in the Active, Key Recovery, 
or Added state in order to be deactivated.

To reactivate a user in the Deactivated state, use the user_reactivate command 
(see “user_reactivate” on page 392).
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user_deletedirentry
This section provides the syntax and a brief description of the 
“user_deletedirentry” command. For a more in-depth discussion, see “Deleting 
users from the Directory in bulk” on page 278.

Syntax
user_deletedirentry userID

Where

• user_deletedirentry is the bulk command to delete a Directory entry

• userID is the identifier of the user object

Description
The user_deletedirentry command deletes the Directory entry for the user 
identified by the userID.
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user_export
This section provides the syntax and a description of the “user_export” 
command. This section includes syntax and descriptions for “Starting a user 
export operation” on page 387, “Finishing the user export operation” on 
page 388, and “Canceling a user export operation” on page 389. For a more 
in-depth discussion, see “Moving a user to a new CA” on page 312.

Ensure there is a trust relationship established between the old and new CA 
before you move a user from the old CA to the new CA.

Syntax
user_export userID subcommand <arg1> <arg2>

Where

• user_export is the bulk command to export a user to another CA domain.

• userID is the identifier of the user object.

• subcommand is a command that specifies what export operation is being 
performed. Valid subcommands are “start”, “finish”, and “cancel”.

• arg1, arg2 are optional arguments for the subcommands.

Description
The user_export command exports the user’s key history to a file. Use this 
command when moving a user from one CA to another CA.

Starting a user export operation
This section provides the syntax and a brief description of starting the user export 
operation.

Syntax
user_export userID start importCADN <newDN>

Where

• user_export is the bulk command to export a user to another CA domain.

• userID is the identifier of the user object.

• start is the subcommand to indicate the export operation is being initiated.
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• importCADN identifies the DN of the importing CA.

• newDN is the new DN of the user when imported into the new CA (often 
the DN is changed to reflect that the user has moved to and belongs to a new 
CA). If this argument is not provided, it is assumed that the DN is unchanged.

Description
A user export operation is started by exporting the user's key history to an export 
file. This is done using the user_export command with the start subcommand 
argument.

When the user_export command is executed, the bulk commands necessary to 
import the user into another CA are written to a file. The name of the file is the 
same as the file that issued the user_export command, with “import” appended 
before the extension. For example, if the file containing the user_export 
command is called moveusers.entra, then the new file is called 
moveusers_import.entra. The following information is written to the file:

• The user's new DN. This is specified as part of a user command. If the user's 
new DN is not provided, then the user's original DN is used.

• The user's exported key history blob. This is included using the user_import 
command:

user_import userID { key_history_blob }

The exported key history blob is an encoded and encrypted string of information 
(much like the private keys in an .epf file). To keep line lengths to a minimum, the 
key history blob is broken up into multiple lines of 80 characters each. The entire 
blob argument is enclosed inside curly braces to ensure that the Tcl interpreter 
does not do any argument substitution in the encoded string.

The commands written to the file are necessary, but not sufficient, to import the 
user into another CA. An administrative user at the importing CA must edit this 
file to specify CA-specific information.

After a user’s key history is exported, the user is placed in the Export Hold state 
at the exporting CA.

Finishing the user export operation
This section provides the syntax and a brief description of finishing the user 
export operation at the old CA.

Syntax
user_export userID finish
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Where

• user_export is the bulk command to export a user to another CA domain

• userID is the identifier of the user object

• finish is the subcommand to indicate the export operation is being completed

Description
Once the user has been successfully imported into the importing CA, the 
exporting CA needs to complete the export operation by moving the user from 
the Export Hold state to the Export state. This is done using the “user_export” 
command with the “finish” subcommand argument.

Canceling a user export operation
This section provides the syntax and a brief description of canceling the user 
export operation.

Syntax
user_export userID cancel

Where

• user_export is the bulk command to export a user to another CA

• userID is the identifier of the user object

• cancel is the subcommand to indicate the export operation is being canceled

Description
If, for some reason, the export operation needs to be canceled (for example, the 
wrong user was exported by mistake), the user can be moved from the Export 
Hold or Export state to whatever state the user was in when the export operation 
was started. To do this, use the “user_export” command with the “cancel” 
subcommand argument.
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user_free
This section provides the syntax and a brief description of the “user_free” 
command.

Syntax
user_free userID

Where

• user_free is the bulk command to free any resources associated with a user 
object

• userID is the identifier of the user object

Description
The user_free command frees the resources associated with a user object. Use 
this command in a bulk script once the user object identified by the userID is no 
longer required. This saves memory if many unique userIDs are used in a bulk 
script.
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user_import
This section provides the syntax and a brief description of the “user_import” 
command. For a more in-depth discussion, see “Moving a user to a new CA” on 
page 312.

Syntax
user_import userID { key_history_blob }

Where

• user_import is the bulk command to import a user from another CA

• userID is the identifier of the user object

• key_history_blob is the encoded key history for the user

Description
The user_import command adds to Entrust/Authority the user identified by the 
userID, and imports the provided key history.

The user_import command is written to an export file when a user is exported, 
and should never be manually coded or edited in a bulk script.

The key history blob is an encoded and encrypted string of information (much 
like the private keys is an .epf file). The entire blob is enclosed in curly brackets 
("{}") so that the Tcl interpreter does not perform any variable substitution in the 
encoded string.
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user_reactivate
This section provides the syntax and a brief description of the “user_reactivate” 
command. For a more in-depth discussion, see “Reactivating users in bulk” on 
page 276.

Syntax
user_reactivate userID

Where

• user_reactivate is the bulk command to reactivate a user in the Deactivated 
state

• userID is the identifier of the user object

Description
The user_reactivate command reactivates the user identified by the userID. The 
user must be in the Deactivated state to be reactivated.
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user_recover
This section provides the syntax and a brief description of the “user_recover” 
command. For a more in-depth discussion, see “Setting up users for key recovery 
in bulk” on page 273.

Syntax
user_recover userID

Where

• user_recover is the bulk command to set a user for key recovery

• userID is the identifier of the user object

Description
The user_recover command sets up the user identified by the userID for key 
recovery. This command requires that the user be in the Active state.

If the administrative user executing the bulk script has permission to view 
activation codes, then the activation codes will appear in the bulk output log file.
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user_reissueactivationcodes
This section provides the syntax and a brief description of the 
“user_reissueactivationcodes” command. For a more in-depth discussion, see 
“Reissuing users’ activation codes in bulk” on page 298.

Syntax
user_reissueactivationcodes userID

Where

• user_reissueactivationcodes is the bulk command to reissue activation codes 
to a user

• userID is the identifier of the user object

Description
The user_reissueactivationcodes command reissues the activation codes for the 
user identified by userID. The user must be in the Added or Key Recovery state.

If the administrative user executing the bulk script has permission to view 
activation codes, then the activation codes will appear in the bulk output log file.
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user_renamedirentry
This section provides the syntax and a brief description of the 
“user_renamedirentry” command. For a more in-depth discussion, see 
“Changing users’ DNs in bulk” on page 279.

Syntax
user_renamedirentry userID

Where

• user_renamedirentry is the bulk command to rename a Directory entry

• userID is the identifier of the user object

Description
The user_renamedirentry command renames the Directory entry identified by the 
userID. If the Directory entry is also an Entrust user, then Entrust/Authority 
should be updated using the user_assigndn command (see “user_assigndn” on 
page 380).

This command works only if your Directory is LDAPv3 compliant.
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user_restoretodir
This section provides the syntax and a brief description of the “user_restoretodir” 
command. For a more in-depth discussion, see “Restoring information to the 
Directory in bulk” on page 296.

Syntax
user_restoretodir userID

Where

• user_restoretodir is the bulk command to restore a user’s Entrust-specific 
information to the Directory

• userID is the identifier of the user object

Description
The user_restoretodir command restores to the Directory the Entrust-specific 
information for the user identified by the userID. This command only restores 
attribute information, so the Directory entry for the userID must already exist.
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user_retrieve
This section provides the syntax and a brief description of the “user_retrieve” 
command. For a more in-depth discussion, see “Archiving and retrieving a user” 
on page 330.

Syntax
user_retrieve userID

Where

• user_retrieve is the bulk command to retrieve a user’s key history from an 
Entrust/Authority archive file

• userID is the identifier of the user object

Description
The user_retrieve command retrieves from the Entrust/Authority archive the key 
history for the user identified by the userID. For the user_retrieve command to 
work, the user must already exist in the Directory as a non-Entrust user. This 
command also commits any user properties that have been set with the 
user_setproperty command (see “user_setproperty” on page 401).
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user_revoke
This section provides the syntax and a brief description of the “user_revoke” 
command. For a more in-depth discussion, see “Revoking user certificates in 
bulk” on page 276.

Syntax
user_revoke userID <comment> <reason> <All|Latest> <E|V|Both> 
<last_uncompromised_date>

Where

• user_revoke is the bulk command to revoke a user.

• userID is the identifier of the user object.

• comment is any text you want to associate with the revoked certificate(s). If 
no comment is specified, the default ("No comment") is used.

• reason is the reason for revoking the certificates. Valid reasons are: U 
(Unspecified), KC (Key Compromise), AC (Affiliation Change), S 
(Superseded), COO (Cessation Of Operation), OH (On Hold). If no reason 
is specified, the default (Unspecified) is used.

• All | Latest are options that specify whether to revoke all certificates, 
including expired certificates, or just the latest (that is, the most recent) 
certificates. If neither option is specified, the default (All) is used.

• E | V | Both are options that specify whether to revoke only the encryption 
certificates (E), only the verification certificates (V), or both the encryption 
and verification certificates (Both). If none of these options is specified, the 
default (Both) is used.

• last_uncompromised_date is the date the certificate(s) were last known to be 
uncompromised. This argument is only required if reason is KC. The format 
of the date is MM/DD/YYYY (that is, 12/25/1999). If reason is KC and this 
argument is not provided, then the issue date of the revoked certificate is 
used as the last uncompromised date. If the last uncompromised date 
specified precedes the issue date of the certificate being revoked, then the 
last uncompromised date for the certificate is the issues date of the 
certificate.

Description
The user_revoke command revokes certificates for the user identified by the 
userID. Which certificates are revoked, and for what reason, are controlled using 
the command parameters.
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user_setattribute
This section provides the syntax and a brief description of the “user_setattribute” 
command. For a more in-depth discussion, see “Adding and deleting Directory 
attributes in bulk” on page 294.

Syntax
user_setattribute userID attribute +|- value

Where

• user_setattribute is the bulk command to add or remove values from a user’s 
Directory attribute.

• userID is the identifier of the user object.

• attribute is the name of the attribute to assign a value to.

• + | - specifies whether a value is being added to an attribute (+) or deleted 
from an attribute (-).

• value is the value to assign to the attribute. If this argument is an asterix (*) 
and the previous argument is the subtraction operator (-), then the attribute 
is deleted along with all its values.

Description
The user_setattribute command adds or deletes values from a user's Directory 
attribute. If the userID represents an existing user in the Directory, then the 
specified attribute modification is made immediately. If the userID represents a 
new user that does not yet exist in the Directory, then the specified attribute 
modification is cached until the user_createdirentry command is issued for the 
userID (see “user_createdirentry” on page 384).
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user_setparentdn
This section provides the syntax and a brief description of the 
“user_setparentdn” command. For a more in-depth discussion, see “Adding 
users in bulk with customized properties” on page 265.

Syntax
user_setparentdn userID parentDN

Where

• user_setparentdn is the bulk command to specify under which DN a user is 
created

• userID is the identifier of the user object

• parentDN is the DN under which the user is created

Description
The user_setparentdn command specifies the DN a new Directory entry is created 
under when the user_createdirentry command is issued for the userID. This 
command is effective only when creating a Directory entry using a template. The 
parent DN must already exist in the Directory. In the absence of this command, 
the user's Directory entry is created under the DN of the CA.
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user_setproperty
This section provides the syntax and a brief description of the “user_setproperty” 
command. This section includes syntax and descriptions for

• “Setting certificate category and type” on page 401

• “Setting group membership” on page 402

• “Setting the alternate identity” on page 403

• “Setting key update options—key lifetimes” on page 404

• “Setting key update options—key expiry” on page 404

• “Setting certificate extension variable values” on page 405

• “Setting user role” on page 406

For a more in-depth discussion, see “Changing user properties in bulk” on 
page 286.

Syntax
user_setproperty userID property arg1 <arg2> ...

Where

• user_setproperty is the bulk command to set properties for a user.

• userID is the identifier of the user object.

• property is the identifier of the property to be modified. Valid identifiers are 
“certificate_type”, “group”, “alternate_id”, “key_lifetimes”, “key_expiry”, 
and “certificate_variable”.

• arg1, arg2, and so on are arguments required to set the specified property.

Description
The user_setproperty command sets properties for the user identified by the 
userID. The property to set is controlled by the property argument. The property 
modifications made with the user_setproperty command are not committed to 
Entrust/Authority until the user_applyproperties command is given (see 
“user_applyproperties” on page 378).

Setting certificate category and type
This section provides the syntax and a brief description of setting the certificate 
category and type.
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Syntax
user_setproperty userID certificate_type category type

Where

• user_setproperty is the bulk command to set properties for a user

• userID is the identifier of the user object

• certificate_type identifies the user_setproperty operation you are performing

• category identifies the category of the certificate type

• type identifies the certificate type

Description
This command-property combination sets the certificate category and type for 
the user identified by the userID. When adding or importing a user into 
Entrust/Authority, the absence of this command-property setting implies that the 
default certificate category (Enterprise) and type (ent_default) are to be used.  
There are no defaults for users who are already activated as Entrust users.

Setting group membership
This section provides the syntax and a brief description of setting group 
membership.

Syntax
user_setproperty userID group +|- groupname

Where

• user_setproperty is the bulk command to set properties for a user

• userID is the identifier of the user object

• group identifies the user_setproperty operation you are performing

• + | - specifies whether to add the user to groupname (+) or to remove the 
user from groupname (-)

• groupname is the name of the group to which to add or remove the user

Description
This command-property combination is used to add and remove from groups the 
user identified by the userID. A user can belong to more than one group, but 
must belong to at least one group. A group must already exist before a user can 
be added to that group.
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Groups that are added to the user in bulk are added to the user's existing group 
list when the user_applyproperties command is issued. It is possible to attempt to 
add to the user a group that the user is already a member of. No warning or error 
will occur in such a situation.

Groups that are removed from a user in bulk are deleted from the user's existing 
group list when the user_applyproperties command is issued. It is possible to 
attempt to remove from the user a group that the user is not a member of. No 
warning or error will occur in such a situation.

There are two special cases for adding and removing groups in bulk, as follows:

• Specifying group + * turns on the "All Groups" flag for this user. That is, the 
user becomes a member of all existing groups and all future groups. This flag 
can be turned off by adding the user to a specific group.

• Specifying group - * clears all group information. If this command is given, 
the list of groups the user belongs to is cleared. However, the user must 
belong to at least one group, so if you clear all group information in a bulk 
script, you must also include in the same bulk script a statement that adds 
the user to at least one group. Keep in mind that the statement adding a user 
to at least one group must appear after the statement clearing all group 
information.

Setting the alternate identity
This section provides the syntax and a brief description of setting the alternate 
identity.

Syntax
user_setproperty userID alternate_id +|- <value>

Where

• user_setproperty is the bulk command to set properties for a user

• userID is the identifier of the user object

• alternate_id identifies the user_setproperty operation you are performing

• + | - specifies whether a value is being added to an attribute (+) or deleted 
from an attribute (-).

• value is the value to append to or remove from the current alternate ID. If no 
value is provided and the previous argument is the subtraction operator (-), 
then the alternate identity is cleared.
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Description
This command-property combination is used to specify the value of the alternate 
ID (also know as the e-mail or subjectAltName) property for the user identified 
by userID.

Setting key update options—key lifetimes
This section provides the syntax and a brief description of setting the key update 
options using key lifetimes.

Syntax
user_setproperty userID key_lifetimes <PubEncKey_life 
PubVerKey_life PrvSignKey_life>

Where

• user_setproperty is the bulk command to set properties for a user

• userID is the identifier of the user object

• key_lifetimes identifies the user_setproperty operation you are performing

• PubEncKey_life is the encryption public key lifetime in months (2 - 60)

• PubVerKey_life is the verification public key lifetime in months (2 - 60)

• PrvSignKey_life is the signing private key lifetime expressed as a percentage 
of the public verification key lifetime (1 - 100)

Description
This command-property combination is used to set the key lifetimes for the user 
identified by the userID. The use of the key_lifetimes property argument should 
not be mixed with the use of the key_expiry property argument, since these both 
map to the key update properties. The use of one will overwrite the settings 
made with the other.

If this command-property combination is given without any of the lifetime 
arguments, then the user's key update options will be set to use the CA's default 
key update options.

Setting key update options—key expiry
This section provides the syntax and a brief description of setting the key update 
options using key expiry dates.
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Syntax
user_setproperty userID key_expiry <PubEncKey_PrvSignKey_expiry 
PubVerKey_expiry>

Where

• user_setproperty is the bulk command to set properties for a user.

• userID is the identifier of the user object.

• key_expiry identifies the user_setproperty operation you are performing.

• PubEncKey_PrvSignKey_expiry is the expiry date for the encryption public 
and signing private keys. The format for the date is dependent on regional 
settings. For example, the default for “English (US)” is MM/DD/YYYY (for 
example 12/25/1999). The specified date must be between 3 days and 60 
days in the future.

• PubVerKey_expiry is the expiry date for the verification public key. The 
format for the date is dependent on regional settings. For example, the 
default for “English (US)” is MM/DD/YYYY (for example 12/25/1999). The 
specified date must be between 3 and 60 days in the future, and must be 
later than PubEncKey_PrvSignKey_expiry.

Description
This command-property combination is used to set the key expiry dates for the 
user identified by the userID. The use of the key_expiry property argument 
should not be mixed with the use of the key_lifetimes property argument since 
these both map to the key update properties. The use of one will overwrite the 
settings made with the other.

If this command-property combination is given without any of the date 
arguments, then the user's key update options will be set to use the CA's default 
key update options.

A user must be set up for key recovery before you set their key expiry dates. See 
“user_recover” on page 393.

Setting certificate extension variable values
This section provides the syntax and a brief description of setting certificate 
extension variables.

Syntax
user_setproperty userID certificate_variable variable value
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Where

• user_setproperty is the bulk command to set properties for a user

• userID is the identifier of the user object

• certificate_variable identifies the user_setproperty operation you are 
performing

• variable is the name of the variable to assign a value to

• value is the value to assign to the extension

Description
This command-property combination is used to assign values to the certificate 
extension variables that are available for the user's certificate category and type. 
A certificate extension variable can be assigned one value only. If the specified 
variable already has a value, then the value will be replaced.

In order for the bulk interpreter to know what certificate extension variables are 
available for a user, the certificate category and type must be specified using the 
user_setproperty...certificate_type command-property combination (see 
“Setting certificate category and type” on page 401). This must be done even if 
you do not plan to change the certificate category and type.

Setting user role
This section provides the syntax and a brief description of setting a user role.

Syntax
user_setproperty userID role roleID

Where

• user_setproperty is the bulk command to set properties for a user.

• userID is the identifier of the user object.

• role identifies the user_setproperty operation you are performing.

• roleID is the name of the role to assign to the user. Both end user and 
administrative user roles can be specified. Valid roles include “End User”, 
“Security Officer”, “Administrator”, “Directory Administrator”, “Auditor”, 
and any roles that have been created in your organization for use with 
Entrust/PKI. Note that you must surround any roleID made up of two words 
or more with double quotation marks in order for the Tcl interpreter to read 
the multiple words as a single argument.
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Description
This command-property combination is used to assign the user a role. A user may 
be assigned one and only one role at a time, so this command-property 
combination will replace the user's previously assigned role.
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user_settemplate
This section provides the syntax and a brief description of the “user_settemplate” 
command.

Syntax
user_settemplate userID template

Where

• user_settemplate is the bulk command to identify the template to use when 
creating a new user

• userID is the identifier of the user object

• template is the name of the user type template

Description
The user_settemplate command sets the template for the user identified by the 
userID. This command is only required when creating a new Directory entry using 
a template.
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user_updatekeypairs
This section provides the syntax and a brief description of the 
“user_updatekeypairs” command. For a more in-depth discussion, see 
“Updating users’ key pairs in bulk” on page 297.

Syntax
user_updatekeypairs userID

Where

• user_updatekeypairs is the bulk command to update a user’s key pairs

• userID is the identifier of the user object

Description
The user_updatekeypairs command updates the key pairs for the user identified 
by the userID. When a user's key pairs are updated, the user's profile is updated 
with the new keys the next time the user logs in. An update key pairs operation 
cannot be canceled.
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Appendix B
Entering international characters 
in distinguished names

If all the distinguished names (DNs) in your PKI are expressed adequately in 
ASCII, you do not need to read this appendix.

If you are trying to enter or display DNs using an ASCII keyboard or monitor, but 
these DNs contain characters that are outside the ASCII character set, you need 
to read this appendix. For instance, if you require Latin-1 characters, Chinese, 
Japenese, and so on, and these characters may have to be displayed on ASCII 
monitors or input from ASCII keyboards, this appendix will be of interest. 

This appendix includes the following sections:

• “Using international characters” on page 412

• “Attributes that support international characters” on page 413

• “Using international characters during installation” on page 413

• “Directory issues with international characters” on page 414

• “Entering international characters from an ASCII keyboard” on page 415

• “Entering international characters using the IME” on page 416

• “How Entrust/RA displays international characters” on page 417

Note: If you are planning to use international characters in a CA DN, contact 
Entrust Support for assistance.
411



412
What is internationalization support?
Support for applications that can be run anywhere in the world requires support 
for as wide a variety of languages as possible. IS0 10646 and Unicode have 
addressed the problem of supporting different languages by creating an 
international character set, Universal Multiple-Octet Coded Character Set (UCS). 

For more information about Unicode, refer to http://www.unicode.org.

Entrust/PKI supports Unicode by using ASN.1 UTF8String and BMPString. UTF-8 
is also used with LDAP version 3 and most browsers. This format allows the 
16-bit Unicode characters to be represented by a series of 8-bit characters.

One benefit of UTF-8 is that ASCII characters are not changed when represented 
as UTF-8. UTF-8 is defined by RFC 2279. For more information about UTF-8, 
refer to http://www.cis.ohio-state.edu/htbin/rfc/rfc2279.html.

Using international characters
International characters are displayed in Entrust/PKI using an ASCII escape 
mechanism that is described in RFC 2253. Through this escape mechanism, up to 
nine ASCII characters are used to represent a single Unicode character. Unicode 
characters are used in Entrust/PKI to implement international character support.

International names for groups, roles, searchbases, and policy certificates can 
contain at least 25 Unicode characters.
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When to use international characters 
You may use international characters when entering information that affects a 
user’s Distinguished Name (DN) or their Directory attributes. You may also use 
international characters when entering other information in Entrust/RA. 

Attributes that support international 
characters
In Entrust/PKI 6.0, you can use international characters in attribute values that 
allow Unicode characters. 

Any attribute that uses the DirectoryString syntax (X.520 standard) can have a 
Unicode value.

For instance, you can use international characters while you are logged in to 
Entrust/RA as an administrative user to perform the following tasks:

• adding an Entrust user

• finding an Entrust user

• adding an attribute to a DN

• changing an attribute in a DN

For more information about these tasks, see “Administering individual users” on 
page 161.

Bulk operations also support the use of international characters. For information 
about bulk operations, see “Administering multiple users” on page 249.

Using international characters during 
installation
You can also use international characters during installation of Entrust/Authority 
when you are prompted for the following Directory information:

• CA DN

• First Officer DN

• Directory Administrator DN

• Superior CA DN

Note: If you are planning to use international characters in a CA DN, contact 
Entrust Support for assistance.

For more information about how to install Entrust/PKI 6.0, see Installing 
Entrust/PKI 6.0 on Windows.
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Entrust/RA writes data to your Directory. You may have other applications 
writing to the Directory. When you enter international characters from 
Entrust/RA, they are written to the Directory and stored there in UTF-8 format.

International characters would be used most often with the common name (cn=) 
attribute. It is also possible to create a new CA with international characters used 
in the organization name (o=) and organizational unit name (ou=) attributes. 

Directory issues with international 
characters
In order to use international characters you must use a Directory that supports 
LDAP version 3. In a cross-certified environment, all the Directories must support 
LDAP version 3.

The Directory attribute “rfc822Mailbox” does not support international 
character sets. The “rfc822Mailbox” attribute supports Internet mail addresses. 
Internet mail addresses only allow ASCII characters. 
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How to enter international characters in 
Entrust/RA 

There are two ways you can enter international characters in Entrust/RA:

• by typing escaped character strings on an ASCII keyboard 

• by typing international characters when using the Microsoft Input Method 
Editor (IME)

Note: Internet e-mail addresses must be ASCII text. As a result, all e-mail 
addresses must be entered in the English form of the name: for instance, 
pat.jones@entrust.com.

Entering international characters from an 
ASCII keyboard
There are two ways to enter international characters from an ASCII keyboard:

• inputting the characters in a dialog box (such as an installation dialog box or 
a dialog box in Entrust/RA)

• inputting the characters in a bulk script

To enter international characters in a dialog box
1 If you have not already done so, obtain RFC 2253 and RFC 2279 from the 

Internet. 

For more information about RFC 2253 and some examples, refer to section 5, 
“Examples”, of http://www.cis.ohio-state.edu/htbin/rfc/rfc2253.html.

For more information about RFC 2279, refer to the following web site: 
http://www.cis.ohio-state.edu/htbin/rfc/rfc2279.html.

2 Determine the UTF-8 values of the DN attribute you wish to enter.

UTF-8 values are generated from Unicode values. One method to generate them 
is described in RFC 2279 in section 2, “UTF-8 definition”.

3 Enter the escaped RFC 2253 representation of the UTF-8 data in Entrust/RA. 

For instance, when creating a new user, the Last Name field in the New User 
dialog box creates an “sn =” entry in the Directory. If you wanted to enter a user 
with the last name of “Entrust” (or “Entorasuto”) in the New User dialog box 
and have this name displayed in Japanese on a Japanese monitor, you would 
enter the following in the Last Name field:

\e3\82\a8\e3\83\b3\e3\83\88\e3\83\a9\e3\82\b9\e3\83\88
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Note: The backslash (“\”) is used as an escape character. You type in actual 
backslashes when you are entering the escaped RFC 2253 representation of the 
international character or symbol using an ASCII keyboard. If you want a 
backslash to appear in the data, type a double backslash: \\. This is particularly 
important during bulk operations, where the backslash is used to escape the 
double quote symbol (\”) and optionally the plus sign (\+).

To enter international characters in a bulk script
1 If you have not already done so, obtain RFC 2253 and RFC 2279 from the 

Internet and determine the UTF-8 values of the DN attributes you wish to enter 
as described in “To enter international characters in a dialog box” on page 415.

2 In a bulk script, enter the escaped RFC 2253 representation of the UTF-8 data 
when declaring parts of the user’s DN. 

For example, suppose you want to enter a new user named “Tim Entorasuto” in 
a bulk script. If the DN of this user is to be displayed on a Japanese monitor, you 
enter the bulk input as follows, using double backslashes “\\” inside and outside 
the quotation marks:

user foo
user_settemplate foo Person
user_setattribute foo cn + “Tim\ 
\\e3\\82\\a8\\e3\\83\\b3\\e3\\83\\88\\e3\\83\\a9\\e3\\82\\b9\\e
3\\83\\88”
user_setattribute foo sn + \
“\\e3\\82\\a8\\e3\\83\\b3\\e3\\83\\88\\e3\\83\\a9\\e3\\82\\b9\\
e3\\83\\88”
user_createdirentry foo

Entering international characters using the 
IME
When using the Microsoft Input Method Editor (IME) to enter information, you 
can type the characters or ideographs of a language directly at the keyboard. For 
example, if you are running Entrust/RA on a Japanese version of Windows, you 
can use the Japanese Input Method Editor (IME) to enter Japanese characters 
directly into the attribute fields.

Entrust/RA automatically converts between the local language and escaped RFC 
2253 if possible. The same conversions occur for users who access applications 
that have been created with Entrust/RA Toolkit.

Local characters or ideographs are translated from the Microsoft Multi-Byte 
Character Set (MBCS) format to UTF-8 format (the globalized character set) as 
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they are sent to the Directory. When sent from Entrust/RA to Entrust/Authority, 
these characters are translated from UTF-8 to RFC 2253 escape sequences. 

How Entrust/RA displays international 
characters
The characters that you enter into Entrust/RA on a Japanese system are 
automatically converted by Entrust/RA to UTF-8 format before they are stored 
in the Directory. When you want to display the Japanese DN and its attributes in 
Entrust/RA, it is automatically converted back from UTF-8 format to the local 
character set.

Note that it is not always possible to perform these conversions. For example, 
take the case of a user in Tokyo who is added to Entrust by an administrative user 
in Tokyo using a Japanese version of Windows NT. In this case, the user’s name 
will be entered and displayed in Japanese. If an administrative user in New York 
views this user on an English system, the user’s name cannot be displayed in 
Japanese. In this case, it will be displayed in the escaped RFC 2253 format. 

In either case, the user can still be administered correctly, but the administrative 
user on the English machine will see the escaped RFC 2253 format of the name. 
The characters are stored correctly for Japanese display. Administrative users at 
an English monitor do not see an English translation of the Japanese name.
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Appendix C
Using BioMouse with Entrust/RA

This chapter explain how to use Biomouse with Entrust/RA.

It includes the following sections:

• “Overview” on page 420

• “Logging in” on page 420

• “Authorizing operations” on page 420

• “Entrust/RA operations that support Identity devices” on page 420

• “Entrust/RA operations that do not support Identity devices” on page 421

• “Limitations of identity device support in Entrust/RA” on page 421
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Overview
The BioMouse is interfaced to Entrust/PKI using an Identity library. In the 
following sections, whenever the term “Identity library” is used, it applies to the 
BioMouse device.

If you are using an identity device, you will need to reboot your workstation after 
you install Entrust/RA so that Entrust/RA can detect the device.

Logging in
When Entrust/RA detects that an Identity device is installed, it enables the OK 
button on the login screen even when the password field is empty. To log in using 
the identity device, select your profile, leave the password field empty and click 
OK. (This is the same interface that is used by Entrust/Entelligence.) 

This is also true for the Authorization dialog box.

Authorizing operations
If a single authorization is required and the administrative user logged in using an 
identity device, Entrust/RA will automatically request the Identity library to 
obtain the authorization.

If multiple authorizations are required and the administrative user who logged 
into Entrust/RA is supplying their authorization and they logged in using an 
identity device, Entrust/RA will automatically request the Identity library to 
obtain the authorization. If the administrative user supplying their authorization 
is not the one who logged in to Entrust/RA, the password dialog box opens with 
the OK button enabled.

Entrust/RA operations that support Identity 
devices
The following operations support identity devices in Entrust/RA: 

• logging in

• authorizing operations (single and multiple authorizations)

• creating a profile from the Login dialog box

• recovering a profile from the Login dialog box

• changing a password
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Entrust/RA operations that do not support 
Identity devices
Creating and recovering profiles for administered users (using the “Create 
Profile” checkbox on the new user dialog box, for example) using an Identity 
device is not supported from Entrust/RA.

Limitations of identity device support in 
Entrust/RA
The Identity library API allows an identity device to request the calling application 
(in this case, Entrust/RA) to change the profile password. Entrust/RA does not 
fully support this operation. You should confirm with the Identity library supplier 
that the Identity device will not request Entrust/RA to change the password.

The BioMouse Identity library DBIID.DLL 2.4.0.1 does not request password 
changes.
421APPENDIX C
Using BioMouse with Entrust/RA



422
 APPENDIX C
Using BioMouse with Entrust/RA



Appendix D
PKCS #10 Certificate Request 
Generator

Entrust/PKI 6.0 includes a new utility designed to create PKCS #10 certification 
requests for CA certificates stored in the Microsoft CryptoAPI certificate store. 
These requests are used by Entrust Authority to perform a unilateral 
cross-certification. This allows Entrust/PKI 6.0 to trust Microsoft's CA certificates.

This appendix includes the following topics:

• “About the PKCS #10 Certificate Request Generator” on page 424

• “Generating PKCS #10 certificate requests” on page 425
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About the PKCS #10 Certificate Request 
Generator

Certificates with private keys created by Microsoft Certificate Services 
automatically end up in the certificate store. The PKCS #10 Generator 
(GenPKCS10) creates a request that Entrust/PKI 6.0 can use to add the Microsoft 
CA certificate (MSCA). In this way a unilateral cross-certification is established.

GenPKCS10 is a stand-along executable (filename "pkcs10gen.exe") designed 
to run on the Windows 2000 platform. The pkcs10gen.exe file is located on the 
Entrust/PKI 6.0 CD in the \utilities folder.
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Generating PKCS #10 certificate 
requests

Use GenPKCS10 to generate certificate requests from Windows 2000. You can 
also use GenPKCS10 to view the contents of a certificate (see Step 4).

To generate PKCS #10 certificate requests
1 Log in to Window 2000 as an administrator.

You must be logged on as an administrator in order to view CA certificates in 
GenPKCS10 (only the administrator account has sufficient permission to access 
the CA certificate).

2 Open GenPKCS10. The pkcs10gen.exe file is located on the Entrust/PKI 6.0 CD 
in the \utilities folder.

The GenPKCS10 main window appears.

3 Click Show Machine Certs to list the system certificates for which the user has 
private keys in the Certificates with private keys field. 

The Certificates with private keys field lists the cert type selected by checking 
Show User Certs or Show Machine Certs. 
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Note: Click Show User Certs to list those certificates owned by the current user 
for which has private keys in the Certificates with private keys field. This option 
will not be very useful in the context of a CA certificate export since no individual 
user will be the owner of these certificates.

4 Select the MSCA certificate.

To view the certificate contents in the Microsoft certificate viewer, click View 
Certificate.

5 Click Create PKCS10 to generate the PKCS #10 request. The certificate DN and 
public key are used to create the PKCS #10 request. The default extension used 
when saving the request is ".der". 

6 After a PKCS #10 request has been saved, a dialog box appears with the MD5 
validation string. This string serves to validate the integrity of the request. This 
string must match with the MD5 validation string issued by Entrust/RA to 
guarantee that the request has not been tampered with.

For details about how to complete the unilateral cross-certification using 
Entrust/RA, see “Cross-certifying offline” in Administering Entrust/PKI 6.0 on 
Windows.

You have now generated a PKCS #10 certificate request using GenPKCS10.
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Glossary
activation codes When an administrative user such as a Security Officer or Entrust 
Administrator adds a user in Entrust/RA, a reference number and 
authorization code are generated. Together, the reference number and 
authorization code are called activation codes. Users enter this 
information in Entrust client software to create their profiles. See 
profile.

active user Refers to an end user who has created an Entrust profile and is ready 
to use their Entrust-Ready application. When you add users to 
Entrust/RA, activation codes are generated for them. Once the users 
create their Entrust profiles with their unique activation codes, they are 
considered active or activated users.

added user When an administrative user adds a user in Entrust/RA, 
Entrust/Authority considers this user to be in an “added” state. When 
this user creates their profile using the Create Profile wizard, they 
become active users.

administration profile See CA profile.

Administration 
subsytem 

A part of the Entrust/Authority service which handles administrative 
requests from Entrust/RA and other applications which use the 
Entrust/RA toolkit.

administrative 
permissions

In Entrust/PKI 6.0, you can create administrative roles with customized 
permissions to suit your organization’s needs. For each role, you can set 
permissions that specify which administrative operations the role can 
perform and whether those operations require authorization. For 
example, your organization may want to create an administrative role 
with only the permission to add, view, deactivate, and revoke users’ 
certificates.

administrative user In Entrust/PKI6.0 documentation, administrative users refer generally 
to all predefined administrative roles which comprise Security Officers, 
Administrators, Directory Administrators, and Auditors. Also included 
are any new roles you create to administer Entrust/PKI end users.
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Administrator A predefined administrative role in Entrust/PKI. An Administrator is a 
trusted person who uses Entrust/RA to add users to Entrust/PKI and to 
do other frequent operations such as deactivate users, revoke users’ 
keys, set up users for key recovery, and create new encryption key pairs 
for users. 

Depending on the organization's security policy, the Administrator 
may also be able to change default user certificate lifetimes and default 
encryption and verification policies. They can also review audit logs 
and issue new CRLs.

archiving users The process of removing all information of a previously active 
Entrust/PKI user out of the Entrust/Authority database and the 
Directory and saving the user’s key history to a file on the 
Entrust/Authority server. Use this operation to remove inactive users 
from Entrust/PKI while preserving their key history, in case you need 
to retrieve their old encrypted data. See also retrieving users.

For more information, see “Archiving and retrieving a user” on 
page 319.

ARL See authority revocation list.

attribute A Directory term. Each piece of information that describes an aspect of 
a Directory entry is called an attribute. Entries are the building blocks 
of the Directory. An attribute comprises an attribute type and at least 
one attribute value. An example of an attribute type is telephone 
number, with the number 555 1212 considered an attribute value. 

audit logs All significant transactions in Entrust/PKI, such as user initializations 
and changes in users’ information are recorded in audit logs. You can 
use audit logs for troubleshooting.

Auditor A predefined administrative role in Entrust/PKI. An Auditor is a trusted 
person who views user and CA information in Entrust/RA. By default, 
they don’t have permissions to change any information or initiate other 
operations.

authentication The process of proving your identity. In Entrust, authentication works 
via a password protected encrypted file, called the Entrust profile. The 
Entrust profile—among other important data—contains a user’s 
identity (DN), decryption private keys, their signing keys, and the CA 
signing keys. When users log into an Entrust-Ready application, they 
choose their Entrust profile and enter their password. This process 
verifies their identity and allows them to access their private data.

authority revocation 
list (ARL)

A signed, time-stamped list of the serial numbers of CA public key 
certificates (including cross-certificates) that have been revoked. It is 
signed with the signing key of the CA that issued the certificates.
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authorization code A code (for example, CMTJ-8VOR-VFNS), obtained from an 
administrative user. It is required along with its corresponding 
reference number to create a new Entrust profile or to recover an 
existing profile. An authorization code and its corresponding reference 
number are called activation codes. Authorization codes can only be 
used once. 

backup A backup contains information about the Entrust/Authority database 
and its content at a specific point in time (that is, the time that the 
backup was performed). A backup enables you to restore the 
Entrust/Authority database and its content if a problem occurs. 

bulk processing In Entrust/PKI, batch processing is called bulk processing. It is the 
process of running operations on multiple users at one time. 

CA See Certification Authority.

CA Directory password Entrust/Authority uses the CA Directory password to access and 
modify the Directory. Entrust Technologies recommends that you 
change this value periodically. You must change the password if you 
suspect that it is compromised.

CA domain The people (in a company, work group, educational or governmental 
institution), the processes, and tools that operate under the same 
software license and belong to the same Certification Authority (CA). 
See Certification Authority.

CA profile The CA has its own profile just like users. This profile, called ca.epf, is 
created during the initialization of Entrust/Authority. Two key pairs are 
associated with the CA profile: a signing key pair, called the CA user 
signing key pair and an encryption key pair, called the CA user 
encryption key pair. 

Entrust/Authority also creates a random password for the CA profile 
during first-time initialization and stores the password securely in the 
Entrust/Authority database. You must recover the CA profile if it is 
damaged. There should be no reason to suspect that the CA profile 
password has been compromised since it is known only to 
Entrust/Authority and is stored securely in the Entrust/Authority 
database. 

CA signing key pair The signing key pair of the CA. It comprises the CA signing private key 
and CA verification public key. The CA signing private key digitally 
signs client certificates and the CA verification public key verifies 
signatures.

CA signing private key The private key portion of the CA signing key pair. The CA signing 
private key is used to digitally sign client certificates which can be 
verified with the CA verification public key. A CA signs all certificates it 
issues using the CA signing key.
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CA verification public 
key

The public key portion of the CA signing key pair. It verifies client 
certificates that have been signed by the CA signing private key.

CCITT International Telegraph and Telephone Consultative Committee. Now 
known as the ITU-T. See International Telecommunications Union.

certificate A certificate is a collection of publicly available information about an 
entity that is signed by the Certification Authority and stored in an 
LDAP-compliant Directory. See Certification Authority (CA).

The type of information contained in a certificate depends on the type 
of certificate. For example, a user’s public key certificate contains the 
user’s distinguished name, a unique serial number, the user’s 
encryption public key, and the date the key will expire. The CA’s 
signature, which appears on all certificates, ensures the integrity of this 
information. Other types of certificates include policy certificates, 
cross-certificates, certificate revocation lists, and authority revocation 
lists.

The CA issues all certificates according to the format and structure of 
the X.509 version 3 standard.

certificate revocation A user's encryption public key certificate and verification public key 
certificate must be revoked if a user’s encryption public key or signing 
key pair is no longer trusted for any reason. Examples may include if 
you suspect that the user's decryption private key and signing private 
key have been disclosed, or if the user's Entrust password has been 
compromised. 

An organization's security policy may also require that certificates be 
revoked when users leave the organization or when their distinguished 
names change. When certificates are revoked, Entrust/Authority 
updates the appropriate certificate revocation list with information 
about the revoked certificates.

certificate revocation 
list (CRL)

A signed and timestamped certificate containing the serial numbers of 
public key certificates that have been revoked, and a reason for each 
revocation. You revoke Entrust user certificates to disallow users from 
encrypting, signing, and doing further operations. 

Other users access this information from the Directory to check the 
trustworthiness of the certificates of the users they intend on 
encrypting files for.

Entrust/Authority signs the CRL with the CA signing private key and 
updates it regularly (every 4 to 48 hours).
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Certification Authority 
(CA)

The Certification Authority (CA) is the part of Entrust/PKI that ensures 
the trustworthiness of users’ electronic identities. The CA issues 
electronic identities in the form of public key certificates, and signs the 
certificates with its signing key, which ensures the integrity of the 
electronic identity. 

All other types of certificates are issued and signed by the CA as well, 
such as policy certificates, cross-certificates, certificate revocation lists 
(CRLs), and authority revocation lists (ARLs). 

Entrust/Authority is the software component that acts as the CA in 
Entrust/PKI.

changing DNs Once a user is activated you can change their DN for any number of 
reasons, including if the user’s name is legally changed or if the user 
moves to a different department or location. 

You cannot change the DN of user who is added (that is, not activated 
yet) or who is set up for key recovery. 

client An application running as a desktop agent that receives information 
from a server application and requests a service provided by the server 
application. 

client user Refers to a desktop application user. In Entrust/PKI, a client user is a 
user of an Entrust-Ready application. Also called “end users”.

CRL See certificate revocation list (CRL).

CRL distribution points Entrust/PKI maintains multiple CRLs. It does so at unique distribution 
points in the Directory because it isn’t possible to have only one CRL 
for all certificates in a CA domain, in most CAs. In Entrust/PKI, one CRL 
can list up to 750 certificates. Each user’s certificate contains a pointer 
to its appropriate distribution point in the Directory so that Entrust 
client software knows where to find the corresponding CRL for a given 
certificate. 

cross-certificates When two CAs cross-certify, each signs the other's verification public 
key certificate using its own signing private key. The result is two 
cross-certificates.

cross-certification A process by which two CAs securely exchange keying information so 
that each can effectively certify the trustworthiness of the other's keys. 
Once two (or more) domains have cross-certified, users within those 
domains can validate each other's certificates.

deactivate Deactivating a user renders them incapable of using Entrust. This state 
is reversible; you can reactivate the user later if their certificates have 
not been revoked. 
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deactivated user Deactivating a user’s keys temporarily removes that user's Entrust/PKI 
information from the corresponding Directory entry. The 
Entrust/Authority database, however, retains a copy of this 
information so a deactivated user can be easily reactivated later. You 
would deactivate users when they take a leave of absence, for 
example. 

A deactivated user can’t log in to any Entrust application. Deactivating 
a user increases the number of available Entrust/PKI licenses by one.

decrypt The act of restoring an encrypted file to its original, unprotected state.

decryption private key The decryption private key decrypts data that has been encrypted with 
its corresponding encryption public key. Entrust users can encrypt data 
for a given user, for example Bob, using Bob’s encryption public key. 
Bob is the only user who has access to his decryption private key. Bob 
uses his decryption private key to decrypt information that has been 
encrypted for him with his public encryption key.

A decryption private key is one half of an asymmetric key pair. The 
other half is the encryption public key. Asymmetric key pairs are used 
in Entrust/PKI to encrypt and decrypt the symmetric key. The 
symmetric key, in turn, is used to encrypt and decrypt data, such as 
documents and e-mail.

dictionary attack A common method for cracking passwords. A dictionary attack 
involves the use of dictionary words to uncover passwords. It is more 
sophisticated than trying all character combinations. 

digital signature Provides a guarantee to a recipient that the signed file came from the 
person who sent it, and that it was not altered since it was signed. Any 
other user who has the corresponding verification public key can verify 
the signature. A digital signature is the result of making a mathematical 
summary (known as a hash) of data and encrypting the hash using a 
user’s signing private key. 

Directory An LDAP-compliant directory service that contains the names of all 
Entrust/PKI users and acts as a repository for users’ encryption public 
key certificates.

The Directory is an online database that updates dynamically—that is, 
it updates as changes are made to the information it contains. It also 
contains entries for the Certification Authority, optionally, the 
Directory Administrator, and the organization itself. The Directory also 
keeps updated lists of revoked certificates (CRLs), and lists of revoked 
cross-certificates (ARLs).
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Directory 
Administrator

A predefined administrative role in Entrust/PKI. A Directory 
Administrator is a trusted person in an organization whose primary task 
is to add, delete, and modify entries in the Directory, either one at a 
time or using bulk processing.

By default, other administrative users such as the Entrust Administrator 
can do these operations as well. However, if your organization wants 
to divide tasks having to do with the Directory from the specific 
Entrust/RA administration tasks (such as creating, deactivating, 
revoking users, and so on), designate Directory Administrators.

Directory Browser Used to add, delete, and modify individual or multiple entries in the 
Directory. By default, Security Officers, Administrators, and Directory 
Administrators can use the Directory Browser. 

Directory Information 
Base

The complete set of all information held in the Directory. The Directory 
Information Base (DIB) comprises entries that are hierarchically 
structured. Entries are building blocks of the Directory.

Directory Information 
Tree

The logical hierarchical structure of Directory information. Entries in the 
Directory are structured hierarchically, using a tree structure.

distinguished name 
(DN)

The complete name of a Directory entry that uniquely identifies a 
person or entity. The DNs of all Entrust/PKI users are stored in the 
Directory.

The distinguished name comprises the entry's RDN and the RDNs of 
each of the entries that lie directly between the entry and the root of 
the tree, making it unique. 

DIT See Directory Information Tree.

DN See distinguished name (DN).

desktop user An Entrust end user who works with an Entrust profile stored on their 
local computer. Compare with roaming user.

domain See CA domain.

encrypt To encrypt a file is to render the file completely unreadable. This means 
no one, including the owner of the file, can read the file’s contents until 
it is decrypted. Only the owner and the authorized recipients can 
decrypt the file. The owner determines authorized recipients.
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encryption key pair The encryption key pair comprises an encryption public key and a 
corresponding decryption private key. Entrust users can encrypt data 
for a given user, for example Bob, using Bob’s encryption public key. 
Bob is the only user who has access to his decryption private key. Bob 
uses his decryption private key to decrypt information that has been 
encrypted for him with his public encryption key.

The encryption public key and the decryption private key form the two 
halves of an asymmetric key pair. Asymmetric key pairs are used in 
Entrust/PKI to encrypt and decrypt the symmetric key. The symmetric 
key, in turn, is used to encrypt and decrypt data, such as documents 
and e-mail.

encryption public key The encryption public key encrypts data that can be decrypted with the 
decryption private key. Entrust users can encrypt data for a given user, 
for example Bob, using Bob’s encryption public key. Bob is the only 
user who has access to his decryption private key. Bob uses his 
decryption private key to decrypt information that has been encrypted 
for him with his public encryption key.

An encryption public key is one half of an asymmetric key pair, the 
other half is the decryption private key. Asymmetric key pairs are used 
in Entrust/PKI to encrypt and decrypt the symmetric key. The 
symmetric key, in turn, is used to encrypt and decrypt data, such as 
documents and e-mail.

end user Refers to a user of Entrust-Ready applications. 

Entrust Administrator See Administrator.

Entrust/Authority A software system that manages cryptographic keys for users. It is the 
main part (the server component) of Entrust/PKI. Its primary functions 
are to create encryption key pairs for users, create certificates for all 
public keys, manage a secure database of Entrust/Authority 
information, and enforce an organization's security policies.

Entrust/Authority 
database

Also called Informix database. A database that stores information 
about Entrust/PKI users and the certification authority. The data is 
encrypted and protected by Master User passwords. See certification 
authority.

Entrust/Authority 
Master Control

The application Master Users use to maintain and back up the 
Entrust/Authority database and start and stop the Entrust/Authority 
service.

Entrust certificate file Contains the necessary information to ensure that files encrypted and 
signed by someone using an Entrust-Ready application in one CA 
domain can be decrypted and verified by someone using an 
Entrust-Ready application in a non-cross-certified CA domain. All users 
can export their own certificate file and import any user’s certificate 
file. The filename comprises a user name with a .key filename extension 
(for example, Alice Gray.key). See CA domain.
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Entrust domain Comprises everyone in your CA domain and other CAs that your 
organization is cross-certified with. A CA domain is a group of people 
(a company, work group or team, educational or governmental 
institution) who all use Entrust/PKI under the same software license 
and who have been certified by the same Certification Authority (CA). 

Entrust/Entelligence An Entrust-Ready application that automates key management for end 
users. It allows users to encrypt and digitally sign files, decrypt 
encrypted files, verify digital signatures of signed files, and securely 
delete files. It also allows users to manage lists of recipients and save 
options for all installed Entrust-Ready applications.

Entrust infrastructure The Entrust/PKI. Collectively, Entrust/Authority (including 
Entrust/Authority Master Control), the Directory, Entrust/RA, and 
Directory Browser comprise Entrust/PKI. By default, it is administered 
by Master Users (who use Entrust/Authority Master Control), Security 
Officers (who use Entrust/RA), Entrust Administrators (who also use 
Entrust/RA), and Directory Administrators (who use the Directory 
Browser).

entrust.ini file Contains important system configuration data that Entrust clients and 
Entrust/RA need in order to run. This file is created in the Entrust root 
directory on the Entrust/Authority server during installation. You 
distribute this file along with the appropriate Entrust software to 
Entrust/RA administrative users and end users.

Entrust/PKI Refers to the family of core Entrust products. Entrust/PKI comprises an 
encryption engine, a Directory, a database, and administration tools. 
Entrust/PKI is required as the basis for all managed security solutions 
from Entrust Technologies. 

Entrust/PKI user Anyone who uses Entrust-Ready applications, Entrust/RA, or 
Entrust/Authority Master Control. 

Entrust/RA The application in which you administer an Entrust/PKI system. 
Security Officers, Administrators, and other administrative roles you 
create can use Entrust/RA to set the security policy, add users, 
deactivate users, reactivate users, and so on. 

Entrust Security Officer See Security Officer.

Entrust security policy See security policy.

EntrustSession EntrustSession ensures that communications between Entrust/RA and 
Entrust/Authority are secured to provide confidentiality, integrity and 
authentication. EntrustSession authenticates Security Officers and 
Administrators connecting to Entrust/Authority through the use of 
digital signatures. Once the authentication process is complete, 
EntrustSession secures all messages sent between Entrust/RA and 
Entrust/Authority.
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Entrust Site Planner A highly trusted person in an organization who decides and 
coordinates all aspects of Entrust/PKI installation and setup.

hash function A hash function produces a unique value (for example, a series of 
numbers) when applied to a unique piece of data, such as a document. 
If even so much as a single letter in the document is altered, the hash 
function produces a completely different value when applied again to 
the document.

Hash functions are often referred to as one-way functions, meaning 
that it is extremely difficult to determine the input to the one-way 
function if you only have the result of applying the function. The result 
from a hash function is encrypted using the originator’s signing private 
key in order to sign a file.

hierarchical 
cross-certification

The process of adding a subordinate CA to a hierarchy of CAs. 
Hierarchical cross-certification is recommended in organizations that 
operate multiple CAs and one root CA must control the other CAs.

hierarchical trust 
model 

A hierarchical trust model is a way of setting up a certification authority 
in which there is a single point of trust for two or more CAs. You create 
a hierarchy of CAs if you want control of all trust relationships of a 
group of CAs—that is, you want the group of CAs to derive all its trust 
from a single trust anchor. For instance, you may not want CAs in your 
organization to cross-certify with CAs outside your organization.

You also set up a hierarchical trust model if you are issuing Web 
certificates predominately. Web browsers assume CAs are in a 
hierarchy. Browsers do not support normal cross-certification to 
establish trust.

A third reason for setting up a hierarchical trust model is if you need to 
join an existing hierarchy. 

International 
Telecommunications 
Union

An international body with a mandate to make recommendations on 
how to achieve interoperability between telecommunications systems.

key A special number that an encryption algorithm uses to change data, 
making that data secure.

key history The collection of decryption private keys belonging to a user. 
Entrust/Authority stores old keys, the new keys after recovery, and 
information about the corresponding encryption public keys. 

If a user loses their keys or forgets their profile password (that is, their 
Entrust profile), and needs to have their keys recovered, 
Entrust/Authority manages this user’s collection of decryption private 
keys, identifying which key is required to decrypt which data.
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key lifetime The length of time a key is valid. All keys have a specific lifetime except 
the decryption private key which never expires. Security Officers (or 
administrative users with the appropriate permission) define default 
key lifetimes as part of an organization's security policy.

key management Key management in Entrust/PKI involves updating all user key pairs 
automatically and regularly, storing the complete history of each user’s 
encryption key pairs and public key certificates in the Entrust/Authority 
database, automatically finding and retrieving recipients’ encryption 
public key certificates when users want to encrypt for other users, 
automatically including with a signed file, the verification public key 
certificate of the user who signed the file, automatically storing the 
serial number of revoked certificates in a certificate revocation list 
(CRL), and storing the complete history of users’ decryption private 
keys in their profiles so that users can continue to access any 
information that was encrypted for them.

key pairs Asymmetric keys come in pairs. Entrust/PKI uses asymmetric keys in 
both encryption and digital signature operations.

In the encryption operation, there is an encryption public key and a 
decryption private key. The decryption private key decrypts data that 
has been encrypted with the corresponding encryption public key. 
Entrust users can encrypt data for a given user, for example Bob, using 
Bob’s encryption public key. Bob is the only user who has access to his 
decryption private key. Bob uses his decryption private key to decrypt 
information that has been encrypted for him with his public encryption 
key.

In the digital signature operation, there is a signing private key and a 
verification public key. The verification public key is used to decrypt a 
hash value that has been encrypted with the signing private key. An 
Entrust user, for example Alice, is the only user who has access to 
Alice’s signing private key. Alice uses her signing private key to encrypt 
the hash value of a file she is signing. Users verify the signature by 
successfully decrypting the hash value using Alice’s verification public 
key.

key recovery The process of generating new activation codes for a user who has lost 
their profile or has forgotten their password. An Entrust administrative 
user begins the key recovery process and the user completes it using 
the new activation codes. 

When you recover a user’s keys, Entrust/Authority sends the user’s 
Entrust-Ready application a copy of their encryption key pair history, 
enabling the user to access previously encrypted data.

key update When key pairs are updated, they are replaced with new key pairs, and 
new public key certificates are created. The new keys and certificates 
have no relation to the old keys and certificates. Entrust clients 
transparently receive the new keys and certificates in a secure fashion.
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Lightweight Directory 
Access Protocol (LDAP)

A Directory Access Protocol (DAP) specified by IETF RFC 1487.

Master User Master Users first help the Entrust Site Planner to install the 
Entrust/PKI, and then maintain the Entrust/Authority service and the 
Entrust/Authority database. Master Users are highly trusted people in 
an organization who have a sound working knowledge of the 
operating system and Directories.

multiple authorizations See Security Officer authorizations.

networked trust A trust model in which a root CA cross-certifies with another root CA. 
See the “Creating a hierarchy of CAs” chapter for more information.

non-repudiation Irrefutable evidence that makes it impossible to reject the validity of 
one’s signature on a file or transaction. 

An Entrust digital signature provides non-repudiation. It also provides 
authentication (guarantees who signed the data) and data integrity 
(recipients of signed data are alerted if the data has been tampered 
with).

object class A Directory term. Every entry in the Directory belongs to at least one 
object class. Entries belonging to one object class share similar 
characteristics, that is, they likely have the same set of attribute types.

organization A group of people (a company, work group or team, educational or 
governmental institution) who all use Entrust/PKI under the same 
software license.

password check value The result of using a password that has passed through a hash function 
numerous times to encrypt a known value. Entrust/Authority only 
stores the password check value (not the original password).

peer-to-peer 
cross-certification

The process of certifying the trustworthiness of another organization’s 
CA so that users from your CA can validate users from the 
cross-certified CA. Peer-to-peer cross-certification is ideal between 
organizations where each organization wants to maintain secure 
control over its own organization, while forming business relationships. 

permissions See administrative permissions.
GLOSSARY



PKCS #10 request Public-Key Cryptography System (PKCS) is a set of standard protocols 
that facilitate the exchange of information, in a secure manner, over 
the Internet.

A PKCS #10 request is a file that you generate when you want to 
initiate an offline trust relationship with another CA. The trust 
relationship can be established either by offline cross-certification or by 
creating an offline heirarchy of CAs (that is, by installing an offline 
subordinate CA). A PKCS #10 request contains the CA public 
verification key and DN of the CA initiating the request. Also, a 
validation string is generated at the same time as the request. You must 
give this validation string (in a secure manner) to the CA with which 
you want to establish trust, so they can ensure that your PKCS #10 
request has not been tampered with.

PKIX-CMP subsystem A secure communication protocol used between Entrust-Ready 
applications and Entrust/Authority. The PKIX-CMP (Public-Key 
Infrastructure (X.509)-Certificate Management Protocol) subsystem 
handles requests from all Release 5.0 or later Entrust-Ready 
applications. 

It is a part of the Entrust/Authority service. 

private key The portion of a key pair that is kept secret by the owner of the key 
pair.

profile An encrypted file containing information about an Entrust user. The 
Entrust profile—among other important data—contains a user’s 
identity (DN), decryption private keys, their signing keys, and the CA 
signing keys. 

The Entrust profile authenticates the user’s identity to their CA and 
allows the user to access their private data. For increased security, store 
this file permanently on a diskette in a secured location. See 
Certification Authority (CA).

public key The portion of a key pair that is available in the Directory.

RDN See relative distinguished name.

recover An operation performed on a user who has a lost or corrupt Entrust 
profile. Recovering a user’s keys generates a new signing key pair and 
securely retrieves the current encryption public key certificate, 
decryption private key history, verification public key certificate, and 
CA verification public key certificate from the Entrust/Authority 
database.

Beginning a key recovery operation generates new activation codes for 
the user. The user completes the process by entering the new 
activation codes in the Recover Profile wizard. 
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reference number A number (for example, 91480165), obtained from an Entrust/PKI 
administrative user, which is used along with an authorization code to 
create a new profile or to recover a lost or corrupt profile. A reference 
number can only be used once.

registration authority 
(RA)

The people, processes, and tools used to support the registration of 
users into the infrastructure. It includes the ongoing administration of 
users.

relative distinguished 
name (RDN)

The set of attribute types and distinguished values that uniquely 
identifies an entry at its level of the DIT. See Directory Information Tree 
(DIT).

 retrieving users The process of restoring a user’s key history to the Entrust/Authority 
database after the user is archived.

See archiving users.

revoking user 
certificates

The process of stopping a user from using Entrust. You must revoke a 
user’s encryption and verification certificates when the user is no 
longer trusted (for example, if you suspect that their Entrust profile and 
password have been compromised by an attacker). You can also 
revoke certificates even when there is no suspicion of compromise (for 
instance, when a user’s DN changes).

Depending on which keys you revoke, the user will be unable to log in 
to Entrust or force a key update during login. Other users, too, may be 
restricted from encrypting for the user. 

revocation list 
distribution point

See CRL distribution points.

role Your organization can use roles to allow some people to have 
administrative privileges while restricting other users to an end-user 
role. Entrust/PKI comes with pre-defined roles which you can 
customize to suit your organization. See the chapter “Customizing 
Entrust/PKI” for more information.

roaming user A user who can encrypt and sign files on workstations or kiosks without 
carrying their digital identity (Entrust profile). You can create roaming 
users if your organization has the Entrust/Roaming Server.

searchbase Creating multiple searchbases allows you to divide a large domain into 
smaller domains, allowing administrative users and Entrust users to 
search more quickly for users and recipients in the same domain or in 
cross-certified domains.

Setting up searchbases also allows Security Officers to restrict 
administrative users to administer users belonging to specific domains.

secret In this guide, secret refers to information that should not be divulged 
to anyone. For example, passwords must remain secret.
GLOSSARY



Secure Delete This feature encrypts specified files with the originator’s encryption 
public key and moves the encrypted files to the Recycle Bin. This 
process moves the files away from the view of other users and renders 
the data unreadable to all other users except for the files’ originator.

Secure Exchange 
Protocol (SEP) 
subsystem

A secure communication protocol used between Entrust-Ready 
applications and Entrust/Authority. It handles requests for operations 
such as key initialization, key update, key expiry, key recovery, and 
cross-certification. 

It is a part of the Entrust/Authority service. It is used only for Release 
4.x and earlier versions of Entrust-Ready applications. 

Secure Multi-Purpose 
Internet Mail 
Extensions (S/MIME)

S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a secure 
method of sending e-mail that uses the RSA encryption system. 
S/MIME is included in most Web browsers and is used by various other 
vendors that make messaging products.

Security Officer A predefined administrative role in Entrust/PKI. The main role of a 
Security Officer is to set and administer an organization's security 
policy and to cross-certify with other organizations, if required. In 
many organizations, Security Officers are responsible for setting 
policies to protect sensitive and valuable data and assigning secure 
electronic identities in the form of certificates. 

By default, Security Officers can also add, deactivate, and delete other 
Security Officers, Administrators, Directory Administrators, and end 
users. They can also increase the number of users in a CA. 

Security Officer 
authorizations

Certain sensitive Security Officer operations in Entrust/RA require 
multiple authorizations as specified by the organization's security 
policy that is set in Entrust/RA. It’s a good idea to have at least one 
more Security Officer than the minimum number required. If one 
Security Officer forgets their password or cannot be present, the extra 
Security Officer can provide the final password needed for 
authorization. 

Security Officer 
password

The password that allows a Security Officer to access Entrust/RA. This 
password should be different from any login password.

security policy An organization's security policy governs the use of Entrust/PKI in the 
organization to achieve security objectives. Included in the security 
policy are the validity period of certificate revocation lists (CRLs) and 
the cross-certificate policy.

sensitive operations Operations that are deemed as requiring authorization. By default, the 
following operations are considered to be sensitive: setting or changing 
any aspect of the security policy, adding or deactivating Security 
Officers or Administrators, changing user properties for administrative 
users, and cross-certifying with other CAs.
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serial number A unique identifier, such as an employee number, that distinguishes a 
user in the Directory from another user with the same name.

signing key pair The signing key pair comprises a signing private key and a verification 
public key. The verification public key is used to decrypt a hash value 
that has been encrypted with the signing private key. An Entrust user, 
for example Alice, is the only user who has access to her signing private 
key. Alice uses her signing private key to encrypt the hash value of a 
file she is signing. Users verify the signature by successfully decrypting 
the hash value using Alice’s verification public key.

signing private key The signing private key is used to encrypt a hash value that is decrypted 
with the corresponding verification public key. An Entrust user, for 
example Alice, is the only user who has access to Alice’s signing private 
key. Alice uses her signing private key to encrypt the hash value of a 
file she is signing. Users verify the signature by successfully decrypting 
the hash value using Alice’s verification public key.

strict hierarchy of CAs A hierarchy of CAs is way of arranging two or more CAs in a restrictive 
trust relationship. In a hierarchy, a CA at any level signs the CA 
certificates of the CAs immediately below it in the hierarchy. Trust 
derives from a single “trust anchor” called the root CA at the top of the 
hierarchy. Only the root CA can cross-certify with other CAs.

subordinate CA A hierarchy of CAs is a way of arranging two or more CAs into a 
restrictive, hierarchical trust relationship. A hierarchy is an inverted tree 
structure that contains superior and subordinate CAs. At the top of a 
hierarchy is a single “root” CA, which acts as the trust anchor for all 
CAs in the hierarchy. 

The terms “superior” and “subordinate” refer to pairs of CAs that are 
adjacent vertically.

symmetric key A single key that both encrypts and decrypts the same data.

third-party trust Third-party trust refers to a situation in which two people implicitly 
trust each other, even though they have not previously established a 
personal relationship. In this situation, two people can trust each other 
if they both have a relationship with a common third party, because the 
third party can vouch for the trustworthiness of the two people.

The need for third-party trust is fundamental to any large-scale 
implementation of a network security product. Public-key 
cryptography requires access to users’ public keys. However, in a 
large-scale network, it is impractical and unrealistic to expect each user 
to have previously established relationships with all other users. Plus, 
because users’ public keys must be widely available, the link between 
a public key and a person must be guaranteed by a trusted third party 
to prevent masquerading. In effect, users implicitly trust any public key 
certified by the third party because their organization owns and 
securely operates the third-party certification agent.
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validation string A string of alphanumeric characters (for example, 7CN4-YL5D-HP7V) 
that is automatically generated when you export your Entrust 
certificate file. Each certificate file has a unique validation string, which 
you must give to recipients of your certificate file. Use the validation 
string to confirm that the certificate file someone gives you hasn’t been 
modified since it was created.

validity period See key lifetime.

verification public key The public key portion of a signing key pair used to verify data that has 
been signed by the corresponding signing private key. The verification 
public key is stored in a certificate called the verification public key 
certificate. This certificate is digitally signed by the Certification 
Authority (CA) to verify that the public key within it is the authentic 
public key of the identified user.
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